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Agenda

VMM on x86
Hardware assisted architecture

VMM software implementing

Security & VMM



What is VMM

Has full control over the platform

A thin layer between the physical
hardware and virtualized environment

Be able to retain selective control from
guest software

The real world
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What is VMM (contl.)

Guest OS 1 Guest OS 2

VMM

I«]

Physical Processor



Types of Hypervisors

TYPE 1 HYPERVISOR TYPE 2 HYPERVISOR

Operating Operating Operating Operating Operating Operating
System System System System System System

1] I N I In I

Application Application Application Application Application Application

HYPERVISOR HYPERVISOR
HOST HARDWARE OPERATING SYSTEM

HOST HARDWARE




Intel® VT-x

Introduced by Intel®
Includes a new set of instructions
Totally isolated environments for each guest

Solved many problems which were caused by guest
OS executing at the same level of host OS

Provides better performance than byte code
emulation



Keywords

VMM runs at VMX root operation

Guest software runs at VMX non-root
operation

Transition from VMM to guest software Is
called VM entry

Transition from guest software to VMM is
called VM exit



VMX root operation

® Check CPU capabilities

mov eax, 1
cpuid
test ecx, 20h

5

VMX — Virtual Machine Extensions j




VMX root operation (conti.)

@ Prepare a non-pageable memory
(VMXON Region)
 storage of host context
» aligned to 4KB
* in MTRR range — Write Back (type 6)
* size = MSR#480 [43:32]

* rev_id = MSR#480 [31:0]
43 32 31 0

VMXON Region Size J




VMX root operation (conti.)

@ Enable VMXE bit (bit13) in CR4

mov eax, crd
or eax, Bitl3
mov crd, eax

13

VMXE - Virtual Machine Extensions Enabled j




VMX root
operation (conti.)
® VMXON Instruction

vmxon phymem_vmxon_region

® Hello, real world...




VMX non-root operation

Prepare a non-pageable memory (VMCS)

storage of guest software states
aligned to 4KB

In MTRR range — Write Back (type 6)
size = MSR#480 [43:32]

rev_id = MSR#480 [31.:0]



VMX non-root operation
(contl.)

Instructions to initialize VMCS
VMCLEAR, VMPTRLD

VMCLEAR

Initialize the new VMCS region in memory
Set the launch state to “clear”
Invalidates the working VMCS pointer register

VMPTRLD

Initializes the working VMCS pointer with the new
VMCS region's physical address.

Validates the working VMCS pointer register



VMX non-root operation
(contl.)

Instructions to access specific field of
VMCS

VMWRITE, VMREAD

Each field has its encoding

Example:
o GUEST _RIP =
o To set GUEST_RIP into VMCS:

mov eax,
vmwrite eax, dword ptr NEW_GUEST_RIP

o To get GUEST_ RIP from VMCS:

mov eax,
vmread ebx, eax



VMX non-root operation
(contl.)

Now It IS time to run guest software

VMLAUNCH, VMRESUME

Launch state of VMCS will be set to
“launched”



VMM, VMCS, Guest OS

A
Guest0OS 1

3




VM exit handling

® VMM gets VM exit reason from VMCS,
determines handle it or not

Basic exit reason
Reserved (cleared to 0)

Pending MTF VM exit

VM exit from VMX root operation

Reserved (cleared to 0)

VM-entry failure (0 = true VM exit; 1 = VM-entry failure)




VM exit handling (conti.)

VM exit basic reasons
> 50
Sensitive instructions
Privilege registers change
Exceptions

Exit qualification contains additional
Information

Execute VMRESUME after handled VM exit



Lifecycle of a VMM software




VT-x Operations

\Y/ VM 2

VMX Ring 3 Ring 3
Non-root

Operation

Ring O Ring O

VM Exit

MVBL Root
Operation

System VMs



Security & VMM

VMM Is transparent to its guests

A well-implemented VMM is very hard to be
detected

Almost all VMM-detection technologies in
present are based on flaws of VMM itself

A positive usage of VMM could be a very

powerful weapon against various attacks of
malwares

So could be in either way...
But...



Security & VMM (contl.)

Difficulties in implementing VMM
No OS AP
No existed input/output
No existed drivers
Developers implement everything in VMM
o Disk read/write
o Keyboard input/output
o Control video RAM for output
o Direct manipulation on NIC, USB stack




VMX vs. SMM

In a software developer’s aspect, VMX
operation is very similar to SMM
Transparent to client
Has processor context storage
Full control over system

Isolated environment, DIY everything

Differences

SMM is triggered by hardware
SMM has higher priority than VMX
SMM is not accessible at runtime



Malware and VMM

® How to detect or analysis Kernel Malware ??

Jser moade @ Kernel Behavior
Vialware Monitor

Kernel mode
Vialware

-



Demo 1: Invisible VMM Keylogger

A handcrafted key logger in VMM

Capture KB input from 1/O port
Hidden File in Guest OS File system !

Definitely invisible...Ya ©

o Cant be detected by any Anti-Virus or HIPS in
the world



VMM Keylogger

sed SUSPEND FoRei

=[HyperLogger 1=

WTHDOWS <DIR> <{BxBBHAABHA>

Documents and Settings <DIR> <(BxA0000E008>
Program Files <DIR> <8xBHBAAEEA>

CONFIG _8Y¥S5 [A hytes]1 {ABARARAHA >
AUTOEXEC.BAT [@ hytes1 {AxBBAAREEA >

FU .EHE [?8384 bytes] (BxBBB3371al>
medirectx.sys [6656 bytes] (BxBAA33734)
hitkey2B818 [49 bytesz] (BxBABE2ae5>

" File System Implemented in VMM

. hitkey2010 has been saved to disk

HIT2618

CTRL + 3rd button enables mouse



Demo?2: Rootkit Detection

Physical Memory Forensics with VMM 1!
EPROCESS parsing
SSDT parsing
Etc.

Demo our new toy



V on Forensic Approach

i

FWindows

Dis

splay

EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =

EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =
EPROCESS =

fEEFEFEFBASS5A580A
FEEFELFEFB1dfAcal
fEEFEFEFB1AF6780
FEEFELFEFR1ALF448

FEEFEFEFB1e239008
ffEfEfEf81e38h28
FEEFEFEFB1e345508
ffEfEfEf81e56h28
fEEfFEfffBlentdald
ffEfffffi1eddaza
FEEFEFEFB1e2Bc88
fFEfEfEf81e74c88

=2
=>
=2
=2

=>
=2
=>
=2
=>
=2
=>
=2

PI

PI

Sogoooggoooogg

n]5]n]5]n]5 0]
HBBEE1 ec
HBBEAA35A
HBBEAS 68

HBEBE4308
HABAA3
HBEBRE248
HABAA46C
HEHEHG B
HBBAA1 h4
HEEEE1 ?c
HBEBA154

=[HyperLogger 1=

ImageMame =
ImageMame =
ImageMame =
ImageMame =

ImageMame =
ImageMame =
ImageMame =
ImageMame =
ImageMame =
ImageMame =
ImageMame =
ImageMame =

Idle

LEASS .EXE OFEP: BBUBHBHA izHidden : MO
SUCHOST.EXE OEP: B188258? iszHidden :
WDFMGR.EXE OEP: B186@7eaf isHidden : MW
EXPLORER.EXE OEP: BiBie2de isHidden =
SUCHOST .EXE OEP: 1882582 izHidden
SUCHOST .EXE OEP: B168B82589 isHidden
SPOOLSU.EXSE OEP: B188637a isHidden
ALG.EXE OEP: B16885hct isHidden = MO
WINLOGON.EXE OEP: A183d353 isHidden =

CSRSS.EHE OEP: 4a68i1a3 isHidden =
cmd.exe OEP: 4adB5856 isHidden : HNO

Found a process that hidden by Fu rootkit

HO
0
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Reference

® Intel ®64 and I1A-32 Architectures Software
Developer's Manual Vol.2, Vol.3

® http://code.google.com/p/hyperdbg/

® http://virtualizationtechnologyvt.blogspot.com/

® http://www.ibm.com/developerworks/cn/linux/I-
cn-vt/index.html

® http://www.invisiblethingslab.com/
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