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‘lIntroduction of MIFARE

RF ID (ISO 14443-3 Type A with MIFARE,13.56 MHz,
Distance 10 cm)

Memory Card (S50 1K bytes, S70 4K bytes)

Sector 15

Sector 1

Block 0 (Data Block, 16 bytes)

Sector 0

Key A(6 bytes) 3 Access Con. Key B(6 bytes)



Weakness I of MIFARE
‘lKey Length

Key Length of MIFARE Key A/B is 48 bits

Key length of Triple DES is 112 or 168 bits and key length of
AES is 128 , 192 or 256 bits

Key won'’t lock even if key
authentication failed too
many times!

Brute Force Attack!!!!! (B H 5[5@%&\%%&%)

=> By the thesis, we can use 100 reader at the same time to
get 1 key in 2 weeks...



Weakness II of MIFARE
‘l.Random Number Generator

The Random Number Generator is
designed by LFSR-32 bits...

But... the seed is decided by the value of
timer... and the timer will start to count
from power on...



Weakness III of MIFARE
!lCrypto 1 Algorithm

Key A/B
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‘lThree Pass Authentication

Anti-Collision & Select Card (UID)

Auth Block (Key A / B)

Ntag

Nr ~ KS1, Suc?(Ntag) ™ KS2

Suc3(Ntag) ~ KS3




‘lMIFARE Against from Weakness

BEV% Es=5TE (by DES or Triple-DES)
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‘l.Introduction of ATM Card

Personal Data (Account, Bank ID.. etc)
User PIN

Authentication Keys between Bank and
Card

Supporting DES, Triple-DES and TAC
algorithm

Secured Hardware with EAL 4+



‘lTransaction of ATM Card

~ Verify PIN
Response

~ Select File
“and Get Data
Response

Card

Server of

“Generate TAC Bank

TAC

Account
Transfer

\ ~ Response




‘lTransaction of ATM Card

~ Verify PIN
Response
~ Select File
“and Get Data Transaction
Response Request
’ Transaction numbe
Random Number,
l Unix Time Serverkof
_Generate TAC I Ban
(with Server Data %
Account
TAC . Transfer

»

Response
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‘lMlddIe -Man-Attack on ATM Card

2. Web ATM will send to ATM card,

but the Troja will change the

3. ATM Card wﬂLgenerate the TAC of
4.Web ATM send

<

User Hacker
1.Transaction on PC
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Conclusion of Web ATM and
‘lATM Card
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“Example 1 of fLTE[HER

UID OTP Flag OTP Data
1474B85B02CB1B8052 480000 6C72DBD0

5/78EC8870000000000000C080000F303

00000000000001020801100000000001

FD3A00000000000000000000F181B21A




“Example 2 of [L1HTER

UID OTP Flag OTP Data
04845481E2AD1B80D4 480000 490ECB35

934492FB0000000000000C0O80000F303

00000000000001020801100000000001

FD3A00000000000000000000F1CE2D3A




JtAttacking of 7ETE[HEE - Clone
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JtAttacking of 1LTH[TZE- Change
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