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• Evolution of Web Threats & Crimeware 

• Detailed Analysis of URL Filtering and AV Scanning 

capabilities 

• How a Legitimate Site is Hacked to Serve Malware 

• How Dynamic Code is Executed 

• Exploiting Known Vulnerabilities 

• Advantages of Real-Time Code Analysis 



Evolution of the Web Threat 
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Web Statistics 

World Malware Map 
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Where is most malicious code being hosted? 



Web Crimeware: There’s an App for That! 
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Top 10 Most Popular Exploit Kits 
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EXPLOIT/TOOLKITS 2H 2010 +/- 

1.   Neosploit 7 ↑6 

2.   Phoenix 2 - 

3.   Blackhole - - 

4.   Incognito - - 

5.   Eleonore 1 ↓4 

6.   Bleeding Life - - 

7.   SEO Sploit 8 ↑1 

8.   CrimePack - - 

9.   Intoxicated - - 

10. Siberia - - 

In addition to tracking the most-observed vulnerabilities in the wild, we track the 

most popular exploit kits observed in the wild: 

Source: M86 Security Lab Report 1H2011 
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Annual Cost 
of Cybercrime 

$17B $21B 

>$100B 

>$200B 

Cybercrime Has Eclipsed the Security Market 

Sources: Detica report, 2011; OECD, IDC, 2004, 2010, FBI/IC3 cybercrime statistics, 2011, FBI 2005 

Security Market 
$11B 

$22B 

$33B $37B 

Billions 

$200 

$150 

$100 

$50 

$0 

2004 2005 2006 2007 2008 2009 2010 2011 2012 



Web 2.0: Creating a Fertile Ground for Attacks 

Client 
Applications 

Social 
Networking 

Social 
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Mass 
Communication 

WEB 2.0 
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Web is the Primary Attack Vector 

Malware attacks come 
from the Web 92% 

A
tt

ac
ks

 

Malware comes from 
legitimate sites 84% 

Attacks dead in less 
than 24 hours 54% 

Companies hit by 
targeted attacks 50% 

On 
Legitimate 

Web 

More 
Dynamic 

More 
Targeted 

Organizations hit by 
Web attack in 2010 75% Result: 
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Malware Gap 
Left by Legacy Malware Technologies 

Signature-base AV 

 

 

URL Filtering 

 

 

Reputation 

 

 

Source: M86 Security Labs Testing, 2010 

Covered by Legacy  
Security Technologies 97%  

2007 

Malware Gap 3%  

40%  Covered by Legacy  
Security Technologies 

60%  Malware Gap 

What Has Changed? 
• Malware has become more: 
• Dynamic 
• Prolific 
• Stealth 
• Targeted 

2011 
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URL Filtering 

• 15,000 live & active URL’s run through a leading URL filtering 

list as they were received 

– 2.8% categorized as Spyware/Malware 

– 33.8% categorized as legitimate sites 

– 63.4% un-categorized 



AV Scanning 

• 15,000 live & active URL’s run through three leading AV 

Scanners as they were received 

– 39% deemed malicious 

– 61% deemed safe 



AV Scanning Scalability 

• How much longer can this technology be effective? 



How a Legitimate Site is Hacked to Serve Malware 
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The Victim 

• Site launched in 1995 

• Based in the US 

• Never before served 

malicious code 

• Deals with a very 

respectable topic 

• Site infected for only a 

short period of time  

(Days) 

 



The Infection 

Obfuscated Code 



The URL Filtering Answer 



How about Web Reputation? 

• Site launched in 1995 

• Based in the US 

• Never before served 

malicious code 

• Deals with a very 

respectable topic 

• Site infected for only a 

short period of time  

(Days) 

 



AV Scanners, Web Reputation…What will work??? 

 

• Any decent Web security solution should block these commands 

• Newer, advanced AV Scanners using heuristics should catch the de-obfuscated 
commands 

• How about Web Crawling techniques? 

 



Real-Time Code Analysis 

 

• Rules are part of the default rule-set 

• No updates would have been required to catch this infected website 



How Dynamic Malicious Code is Executed 
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Dynamic Malicious Code 

• Specifically designed to 
thwart signatures 

• Example of different 
malicious code 
dynamically created at 
run-time for various 
client requests 

• Each sample would 
need a different static 
signature to match 

• These samples are used 
only once 



Effectiveness of AV Scanners 

• Submitted sample to Virus total, 

a service that runs all major AV 

products 

• 6 out of 41 vendors deemed the 

sample as malicious at time of 

testing 



Real-Time Code Analysis 

• RTCA able to de-obfuscate and analyze the intent of each 

sample as it was being downloaded by the user [and analyze 

the intent] 

• Demonstrates the importance of real-time scanning of the 

actual content users are accessing, when they access it  

• De-obfuscated code 

 

 

 

• Default rule that 
blocks the exploit 

 



Exploiting Known Vulnerabilities 
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Zero-Day Vulnerabilities 

• Significant because of the “Window of Vulnerability” that leaves 

a user  completely unprotected from an attack exploiting this 

vulnerability 

• Chart below shows user is totally unprotected for almost to 40% 

of the time during the latter half of 2009 

• This assumes users are constantly updating! 
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Top 15 Most-observed Vulnerabilities 
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VULNERABILITY DISCLOSED PATCHED 2H 2010 +/- 

1.  Microsoft Internet Explorer RDS ActiveX 2006 2006 1 - 

2.   Office Web Components Active Script Execution  2002 2002 2 - 

3.   Adobe Reader util.printf() JavaScript Func() Stack Overflow 2008 2008 7 ↑4 

4.   Adobe Acrobat and Adobe Reader CollectEmailInfo 2007 2008 5 ↑1 

5.   Adobe Reader media.newPlayer 2009 2009 10 ↑5 

6.   Adobe Reader GetIcon JavaScript Method Buffer Overflow 2009 2009 6 - 

7.   Internet Explorer Table Style Invalid Attributes 2010 2010 - - 

8.   Adobe Reader javascript this.spell.customDictionaryOpen 2009 2009 - - 

9.   Adobe Reader getAnnots() Javascript Function Remote Code Execution 2009 2009 - - 

10. Java WebStart Arbitrary Command Line Injection 2010 2010 15 5 

11. Java Plugin Web Start Parameter 2010 2010 - - 

12. Microsoft Internet Explorer Deleted Object Event Handling 2010 2010 8 ↓4 

13. Real Player IERPCtl Remote Code Execution 2007 2007 4 ↓9 

14. Microsoft Video Streaming (DirectShow) ActiveX 2007 2009 3 ↓11 

15. Microsoft IE STYLE Object Invalid Pointer Reference 2009 2009 14 ↓1 

During the first half of 2011, anonymous feedback on observed threats from M86 filtering installations showed most threats were 

based on the following vulnerabilities: 

Source: M86 Security Lab Report 1H2011 



The Vulnerability 
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On Tuesday 15 
December 2009, the 
security community 
becomes aware of a 
new zero-day Adobe 
vulnerability that is 
being exploited in the 
wild  



The Infection 

29 



30 

Day 3 (18 Dec 09): Detection by Conventional AV  

 
Kaspersky   No 

McAfee   No 

Sophos   No 

Symantec   Yes 

Trend   Yes 

Kaspersky   Yes 

McAfee   Yes 

Sophos   Yes 

Symantec   Yes 

Trend   Yes 

Kaspersky   No 

McAfee   No 

Sophos   No 

Symantec   Yes 

Trend   Yes 

Kaspersky   No 

McAfee   No 

Sophos   No 

Symantec   Yes 

Trend   Yes 

Kaspersky   No 

McAfee   No 

Sophos   No 

Symantec   Yes 

Trend   Yes 

Kaspersky   No 

McAfee   No 

Sophos   No 

Symantec   No 

Trend   No 



Real-Time Content Analysis 

• Looking at how the real-time code analysis and behavioral 

analysis techniques scan the malicious PDF file shows us 

how these attacks are detected before they are even used by 

the attackers.  

• Below is the encoded JavaScript stream from the infected 

PDF file: 

 



Real-Time Content Analysis - cont. 

• Real-time decoding reveals embedded JavaScript 

 

 

 

 

 

• This was detected using the behavioral capabilities of the engine as 
the actual vulnerability itself is not net discovered 

 

 

 

 

 

 

• Default behavioral rule that detects the intent of the script 

 



The Advantages of Real-Time Code Analysis  
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Real-time Code Analysis  

Compare Profile With 
Security Policy 

Build Behavioral Profile 

Dynamic Page Analysis: 
Entrapper 

Page rendered as it would in a 
browser, cross object attacks 

detected, defined by vulnerability 
not exploit 

Fix-up 

Business 
Logic 

Policy 

Rule 1      Allow   Block 

Rule 2 

Rule 3 

Block 

Allow 

Repair 

WEB PAGE 

WEB PAGE 

Static Page Analysis: 
Real-time Code Analysis 

Active Page Content 
Analyzed Individually 
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Combination of Technologies 

1. Anti-virus scanning minimizes latency 

because it blocks known malware fast. 

2. URL filtering quickly ensures user 

productivity by monitoring and 

managing where users go online 

3. Real-time code analysis stops new 

and dynamic Web-based threats that 

typically aren’t detected by the anti-virus 

or URL filtering methods 

Effective 
Security Strategy: 

Multi-Layered 
Approach 

New Labs report now available at:- 
www.m86security.com 

 

Questions? 

http://www.m86security.com/


How Are Your Current Defences? A Simple Test 

• If you want to find out if you are part of the problem: 

– Run M86 proxy comparator 
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M86 Overview 

• Leading Vendor of Web and Email 

Security Solutions 

• The industry’s only proactive  

Web malware provider 

• Over 25,000 global customers  

and 26 million users  

• Gartner Visionary for Web and  

Email Security 

• SC Magazine Innovator 2010 

• Top quartile of 2010 Inc. 5000 
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