N
& 2eC

AR FEIS RN RIS

System-level Sandbox Vulnerability &
Escape Techniques

MJOO011
th_decoder@126.com

——————




2380 F B About Me

« ID: MJOO11

« NiZERE) TFEET Kernel Driver Engineer

1)

- BR  AZimR. ££¥. Rootkit, @RI FE
« Profession: Kernal Vulnerability, Security & Defense,
Root Kit, Reverse Engineering

* JHs
- XCON2008(Bootkit)
» POC2009(4MEBBPEFDHTVmware )

« POC2010(Anti Virus#rBENiZRER )

« MSN : tyjaaa@163.com




o

#3s0 360/ &About 360

7 236085 A R A Al Qihoo 360 Technology

2005/9 A i r i Ak 5T Sept. 05 Establishment in Beijing, China

2011/3/30 B &1 £928 &5 Fr L7, NYSE: QIHU March 11’ listed in

NYSE:QIHU

e 2011/3 &1L, 3.451EH 7, 78 288% ' [ 44 ] & 345 million users until
end of March 11°, coverage of 88% Chinese internet surfers

e £ f1%24E i Main Security Solutions
—  360% AT — A % AR R
— 3603 — B PUS |4, it BitDefender / Avira IIﬁ’ﬁD%%l%jt

- 360;?@%%%% k
oanh?x'ﬁ{gj = 5 Ql ’l -ﬁ] “ 3
360N » %@ ) m ® -

¥ Chromium

= o E g ’L‘J """ y

3&0
TS




@380 =iz Agenda

WWWw.B60.CN

o R iaP &R —EB Summary of System-
level Sandbox Defense

 Avast! AV6 AutoSandbox 552551 AdbiIR
Vulnerability Analysis & Escape
 Kaspersky KIS2012 SafeRun 524551 dkiR

e Comodo CIS2011 AutoSandbox 55255 A dkiR

« Kingsoft KAV2012 AutoSandbox AizZ& R




3

' 4
PRI RER
W W Premium Proetons!*Y V1! l S IS A 3
Kasperslﬂr Internet Sen:untyr 2012 delivers premium protection frnrn Viruses, Trnjans

spa g lts cutting-adge  hylri Ise MIW
Py ﬁrbased
ZJN\in clive re :E
Yau, ynurprwate dat and PC are [nm§tely prnt:éi as you wnrk bank shop and

. System-leve Uaraj
Suspicious or Vulner@blsggg?ro

. sl sk  Lan e Rl G
Dj:igﬂ;]nn Level V] Auto-renewal : 5. =3

Gollect into antivirus software, combine with a

eatures

ew geperation of malware defense

ky URL Advisor

technrotre-that-idtentifies-suspiciots:»
.‘ ro@rﬁmtﬁﬁ; single click ofthe mouse New!

Nf

S no traces
cl = System Watcher
Monitors suspicious application activities and allows you to roll back system change g are Improved!
AutoS5an = Application Control
Prompts u Restnc’[s program access to personal data and system files according to the level of dan®gr t#it each program presents
avast! 5: = Safe Run Mode
Provides a Lets you launch suspicious applications and websites in a special, isolated environment where they cannot harm your of your real

PC). computer

F'rntec:ts against han::ker attan:ks

= Anti-Phishing and Anti-Spam technology =
Provides reliable protection for your personal information and guards against unwanted spam and adware Improved!

* Parental Control
Provides flexible and effective settings to keep children extra-safe when they use computers and the Internet Improved!



)

Sas0 RGNS —E

WWWw.B60.CN

» WMEPFERERAT

 [/OPR&k : FsFilter/RegCallback/Api Hook
« TE1THPREE : Restricted Token/Api Hook

« RPCpE&EE : Restricted Token/Api Hook

» UIPZEE : Job/Api Hook




$3s0 7 R L FEh SRS T —E

- YiamEERIZ 28, Challenges that sandbox
faces

- IBRLVETEIEE] | (E—BAOmATRG , 45
EXNEELERN. BEEVE ER
e Quarantine must be well-rounded

» DHETPEEIEVMRENTEME | (LEBEEIE
VR EE |, [ERMU ] ae (s EL P 2Rl Sy

: Securlty Issues raised after malware escapes

o iaEREIHoOkBIRANE T EMNNIZL £t FIE
Inappro oriate implement of sandbox driver

hook may cause kernel vulnerability




#3s0 Avast! DiE55EFNEE

o Avast! AutoSandbox 55&4

. 53841 : RPCIpRETTHAEIR

 Avast!iEiERing3 Api HookiEeiEBo RPCITA#E
{E:SCM. Remote Registry ...

21 : &1ERing3 Api Hook , ZFiFEAvast! /bigstT
RIEERHL | F%)\?@EE%@L? VA1

e Demo




#3s0  Avast! 3% =L Iyl gL

WWw.B

- 55E2 | EREITRIE A REIR

« Avast! Hook SSDT NtOpenProcesspilEi R ZRERE AR
HNERIERE

» HookmZHE5z\imiR : SeeFRIRERER , AINFIBRREEH
NtDuplicateObjectA$¥&1 EfgHandlep&EiZ | BEEIELS

Handle , 1X[B B&@Handle Duplicates<BY{HI A~ EIES

o Z3f : Handlejii/kINE:  iEmErhEFREHandle Table |, {&F

NtDuplicateObject’RBl , JEE L TBIINSPEIRSFTAIHE
Handle , /__)\G’gﬁBL$E

e Demo




""\
&R

so Kaspersky;/LFa5525F 7R

Kaspersky SafeRun 532} :

VIS REINRETRR

23N . keybd_eventi&izHEEES B R E

BrEL\

Demo

QJ

/|\

B5ME

5 1T1T




#2s0 ComodoiPFasgEaFIiR

wWWwWw. .

e Comodo AutoSandboxE1H :

C ERSMNR , Hep FASERA DR 8
BEM=R0% , BETRE+ SRS+ 0B Ul

- 55%5 . U F o= MFRIOB

- SO FIFRGHE |, BT MRERMCENBRNIZE | E5h
BEREER | iENINERIETE

e« Demo




380 Comodoybfa55ELF017EIR

DIII'

RS AR FERA IR, © 568
e S INEA T

« Z#rKeyboardLayoutiEEi N\,

« ImmlLoadlLayoutfYit| SEGEEMRERMCER , bk
TH{EsEERE Jaﬂ%‘Fm\\bﬂém INCA

lI'I'I

Ll

« HEEREEEE

MANEERL , ENINERERE




380 KingsoftibaNizL e tiKiE

o SSDT HookfV&Z£4HRE | 2EaERR

o TEFRIFHIEM , BSODHooOk

» EIBAFTEERESAISSDT Hooke | ZEUmEHIIERE |
B RS IRV | SEER

© PIBIOSSDT Hooksh | BN NS AN
Eﬁ , /gﬁﬁﬁﬂmnﬂiﬂ QVW? 'fEELLiJJZF%';)\

ul_liln PREPER fFTMﬁEL*E_J—L/L EENZRGE
?‘Iﬁﬁ%




2 ssoKingsoftiPfENIZLZ £t RIE

 Kingsoft KAV2012&L£i1E | £F =8B 28
=)

 Kiskrnl.sys NtQueryValueKey Hook Local Kernel
Mode Privilege Escalation Vulnerability

- BRI EENtQuUeryValueKey hookfUiFiHE :
SRILGE. BEFrIHE |, fJFstzRhandle a. b, 5
A\a ; uEEryb ; nEH&H—.J'{%i}:%@géufﬁlnEﬁ/\gﬂ

e Demo




@380 Q&A

« CHROOT Security Group

e 360Safe HIPS Team

el







