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Who we are

* Network Threat Defense Technology
Group (NTDTG) of Trend Micro

— We have offices in Hsinchu and Talpel.

* We focus on
— (Virtualized) High-speed IPS/IDS
— Network-stream-based AV
— Smart-home Protection
— loT Security
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Before we start

* HitCon2014 slogan:

— Adapt to the new era of security threats

-EEBEE—EEEN  BHPE2ZEE -

* HitCon2015 slogan:

— Security of Things

- ERZE -
* The combination:

— Adapt to the new era of IoT security threats.

-VERBBZ—EEEN RMEZE2ZHEE -
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Agenda

 Why LAN device identification (LDI)
* How to detect LAN devices

* The threat intelligence with LDI
 Summary
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* Why LAN device identification
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Why LAN device identification
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Why LAN device identification
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Why LAN device identification
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Why LAN device identification

* Monitoring
- 5T=

* Access Control
— AT

» Learning

— %02, LAN device behavior modeling
— %018, Threat intelligence
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Why LAN device identification

* Device identification Is not important for
traditional IDS/IPS?

— Age Is changed.
— IDS/IPS need to change too.
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Why LAN device identification

+ PC J:E’J Botnet/Malware E:EE _'EEJKEXE

IE& - $lU0 : 3@ Dropbox & « BBlogEsE
. mmtb%aﬁﬁ%L AV/IPS/FW.
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Why LAN device identification
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Why LAN device identification
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* How to detect LAN devices
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How to detect LAN devices

« B FABmME

— 1. FE)#ETT device fingerprinting scan
- BEZ Nmap 89 OS fingerprinting
- IREEB S IR - BIEMANER traffic
— 2. #WENERES devices = i 2RA packets
- BHEERERRMS
. RFIEHEER packets —EZ M
- (MR ER)
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How to detect LAN devices
- #WE)TLAY LAN Device Identification o] LUEEE

&1 ?

— 0. Are you router/NAT or devices?

— 1. Chec
— 2. Chec
— 3. Chec
— 4. Chec

K 1
K 1
K 1

K 1

ne OUI of MAC address
ne DHCP options
ne user-agent of HTTP request

ne used applications

- Blan - BIREFEH Skype - ABFLIE E FEiZ =2 PC/phone?
— 5. Check EAfth...

- BIEFARI DNS B 5ER IP &5
— fn e =L features, F M FL DI LK EnEl/learn ©

2015/8/29
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How to detect LAN devices
NAT/Router detectior

- MNRE(EIPZES router/NAT - MEMEER
WAN i

— FEEES Y MAC addresses @ HIEZZE A2
— FREEEC B RY DHCP packets + HMEZE AZ!

— % IP T2/ user-agents &2 application
traffic OJEEE XZ1X
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How to detect LAN devices
NAT/Router detection

* Two keys

— The ID field in IP Header
* In general, NAT does not modify IP ID.

« If an host presents multiple IP ID seguences, it
may be a NAT.

—The TTL field in IP Header

* |If you are in LAN and you find the packet's TTL is
not the initial value (128 for Windows), the packet
may be NATed or routed.

2015/8/29 HitCon2015: LAN device detection

18



How to detect LAN devices
NAT/Router detection

« TEFHMETEIZ IP header B E I

IPv4 Header Format

Offsets Octet 0 1 2 3
Octet Bit 012345678910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
0 Version IHL DSCP ECN Total Length
32 |dentification Flags Fragment Offset
Time To Live Protocol Header Checksum
Source IP Address

Destination IP Address

Options (if IHL > 5)
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How to detect LAN devices
NAT/Router detection
he ID field in IP Header

« AL OS (Bl Win7) EZEHE—1E
counter K& E P A% jE’J IP DE

— PRl - TSR —1EIP%ZE T 2Ry packets H IP ID
#HEMUE—EFRIIEE - BB EZ =5 host

- MRAZ - BB EEMAY -

rr

2015/8/29 HitCon2015: LAN device detection 20



How to detect LAN devices
NAT/Router detection
The ID field in IP Header

MRZ BB NAT - ABRMERIRY IP ID FRAE0IEERER

Internet

FW/IDS/IPS




How to detect LAN devices
NAT/Router detection
The ID field in IP Header

- WMRBLLRE NAT - BEHMEBEZIR IP ID FRAIBOEERER °

~
uo%q" .

2 FW/IDS/IPS

%'\\’(o ‘
-

NAT (1P9)

adetection




How to detect LAN devices

« FREL &L

VL AT

NAT/Router detection
he ID field in IP Header

REEAXRENERE  EHH

home router B & 1E -

~BRIEX BB RSN NAT - ELATKMF O IR
SREENRIE - :

2015/8/29
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How to detect LAN devices
NAT/Router detection
The TTL field in IP Header

« TTL 7848 NAT/Router 7L = 4R

— PR EFAEZNFTIEIN TTL A2 default
value - A'B A oJ8EFC 4% NAT/Router.

— Default values:
« Win7 _TCP: 128
 Ubuntu_TCP: 64

« Ref: http://www.binbert.com/blog/2009/12/default-time-to-live-ttl-values/
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How to detect LAN devices
1. Check the OUI of MAC address

offsat:

-
L]
—r
L
Ly
—F
=
[y ]
Cur
—_=
—

Organisationally Unigque
Identifier (OUIL)

Juealyubis 1ses|

s ]o7 [oo [os [ o= o3 [o2]or)

: unicast
 multicast

O: globally unigue (OUI enforced))
1: locally administare

e Source: https://en.wikipedia.org/wiki/MAC address
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How to detect LAN devices

1. Check the OUI of MAC address

hme Ewme bﬁMﬂﬁﬂ |Wmmd hmﬁh‘mh

1 0.00000000172.16.1.143 202,39.253.11 ICHP 74 Echo (ping) reguest id=0x0001
¢ 0, 01163600 202,59, 253,11 172.16.1.143 TCMR 74 Echo (ping) reply  1d=0x0001

9 Frame 1: 74 hytes on wire (592 hits), 74 bytes captured (392 bits) on interface {
- Ethernet II, Src: Broadweb_12:34:56 (00:0a:%:12:34:56), Dst: Wmware_f8:79:96 (00:50:56:78:79:96)
f Destination: vmware_f8:79:96 (00:50:56:T8:79:96)
5 Source: Broadweh_12:34:56 (00:0a:9e:12:34:50)
Address: Broadweh_12:34:56 (00:0a:9:12:34:56)
corn 00 e wees oo e = LG BT Globally unigue address (factory default)
....... 0 iis vier weve oo = 16 BIt: Individual address (unicast)
Type: IP (0x0B00)
¥ Internet Protocal version 4, sre: 172.16.1.143 (172.16,1.143), Dst: 202,39.253.11 (202.39,253,11)
f Internet Control Message Protocal
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How to detect LAN devices
1. Check the OUI of MAC address

e http:/ /standards-ouiieee.org/oui.bxt - Internet Explorer
@}‘ v IS ieee.org

File Edit View Favorites Tools Help

Go gle

X Find: trrcnadweb Previous Next || // Options * | 2 matches

GB

00-0A-9E (hex) BroadWeb Corportation
O00ASE (base 16) BroadWeb Corportation
3F, 24-1, Industry East Rd., IV,
Hsin-Chu 300
TW

» Source: http://standards-ouil.ileee.org/ouil.txt
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How to detect LAN devices
1. Check the OUI of MAC address

$} cat oui.txt | grep -i apple | grep —-i “(base 1617 | =ort
000393 (base 1G] App | e
Co0s0z (ba=se 1G] App | e
O00AZ Y (base 1G] App | e
O00A9S (base 1G] App | e
Cooo093 (base 1G] App | e
C07OF A&, (ba=se 1G] App | e
01124 (base 1G] App | e
O071 451 (base 1G] App | e
001 6CE (base 1G] App | e
01 7FZ (ba=se 1G] App | e
COO189E3 (base 1G] App | e
O01BG3 (base 1G] App | e
001CB3 [baae 15] App le

$ cat oui.txt | grep -i apple | grep -i

406

« BN L OUI iRE - i ol BAANE s

2015/8/29

HitCon2015: LAN device detection
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How to detect LAN devices
1. Check the OUI of MAC address
ATE S

SheepWall Statistics u

VAR . °

8 sheepwall Statistics - Internet Explorer

=TES

Fle Edit View Favorites Tools Help

Latest 10 Alpaca

MaySpring Wu ~ "% ~

Protocol Src

2015-08-28 18:13:55 HTTP 10.21.8.250:50337

Time Vendor Dst Info

ASUSTek COMPUTER INC. 203.66.53.12:80 "2007* | (empty) # http://m.momoshop.co™**

2015-08-28 17:26:36 IMAP 10.20.1.207:48512 Beijing Xiaomi communications co.ltd 158.132.20.173:143 USER: csyz™** PASS: "632***
2015-08-28 17:22:29 IMAP 10.24.5.205:35962 Beijing Xiaomi communications co.ltd 158.132.20.173:143 USER: csyz**** PASS: "632****
2015-08-28 17:22:16 IMAP 10.24.5.205:35959 Beijing Xiaomi communications co.ltd 158.132.20.173:143 USER: csyz™"" PASS: "632™"
2015-08-28 17:20:18 HTTP 10.24.6.244:58698 Xiaomi inc. 61.219.16.11:80 dnd1**** / (empty) # www.7725.com/mgame_s***
2015-08-28 17:20:12 HTTP 10.22.15.236:52638 HTC Corporation 211.79.36.170:80 mall*** / SHE **** # mall.emome.net/inqui****
2015-08-28 17:16:37 IMAP 10.20.14.189:40466 Beijing Xiaomi communications co.ltd 158.132.20.173:143 USER: csyz**** PASS: "632****
2015-08-28 17:13:54 HTTP 10.22.9.238:57461 Sony Mobile Communications AB 190.93.240.34:80 11727 [ (empty) # http:/ishareba.com/?™™*
2015-08-28 17:13:52 HTTP 10.24.6.244:58624 Xiaomi inc. 61.219.16.11:80 dnd1**** / (empty) # www.7725.com/mgame_s***
2015-08-28 17:12:23 HTTP 10.22.3.225:40822 Asustek Computer Inc 202.153.207.42:80 3581**** | (empty) # www.dou-buy.com/hodo™**

Network Status TOP 10 Stats TOP 10 ARP Reply

# Protocol 1P Bytes |# MAC Vendor 1P Total Bytes ARP Reply Bytes
TCP 3.44 MB 1 TCP 202.169.175.76 228MB 1 00-19-E2-57-D9-C1  Juniper Networks ~ 140.109.130.1 720 Bytes 0 Bytes
UDP 5.94 KB 2 TCP 191.234450  86592KB 2 00-0C-29-56-68-FF VMware Inc. 10.23.0.2 64 Bytes 0 Bytes
MBP 4 Byie = () 18 0 KB 00-0C.-29-C.B-0A-8 AMwara In ) 0 64 Byie ) Byta
* 150% ¥
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How to detect LAN devices
1. Check the OUI of MAC address

FEH @ 8%

{h- - | = ieee.org ﬂ ~y (= Sheepwall Statistics

File Edit W\iew Favorites Tools Help
Go gle | Bmm S H - BB o= | Astes -

x Find: |Beijing Xiaomi communications Previous MNext ¥ Options ~ | 4 matches
Uil—Y5— 13 LIlex) SIANYgladl MAQLle MODL1Ee 1e1eCOIUnunl CaL 10l Lo LLd.
0Co9Bl3 (base 1&) Shanghai Magic Mobile Telecommunication Co.Ltd.
B7 parts, second floor
Waigaogiao Free Trade Zons Shanghai 200131
CN

F8—RA4-LF (hex) Beijing Xiaomi communications co.,ltd

F8RAALF (base 16) Beijing Xiaomi communications co.,ltd
The Rainbow City of China Resources,NO 68, Qinghe
Beijing Beijing 100085
CIN

ieee.org _:J +y (= SheepWall Statistics

File Edit View Favorites Tools Help
Go gle M=o E-#- | WEs=- AptErs- L

X Find: |50rn,-r Mobile Communications AB Previous Next || // Options v | 44 matches

eLw

BC-cE—64 (hex) Sony Mcobile Communications AB
BCoEG4 (base 16) Sony Mobile Communications AB
Nyva Vattentornet
Lund SE 22128
SE
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How to detect LAN devices
2. Check the DHCP options

 Why?
— A A E home router/gateway BIXEIH#E - )2
5 DHCP pyl§?
¥ Rk
— DHCP Client B O] gE )RR LE O] & BRI EFHAE
DHCP Server

- PUR S E RN RE ©
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How to detect LAN devices
2. Check the DHCP options

* Dynamic Host Configuration
Protocol (DHCP) is based on
BOOTP.

— UDP port 67 for server

— UDP port 68 for client

SCIver

« Source:
https://upload.wikimedia.org/wikipedia/commons/e/e4/
DHCP_session.svg
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How to detect LAN devices
2. Check the DHCP options

1h
HTYPE HLEN
TRANSALTION IDENTIFIER
SECONDS ELAPSED

CLIENT IF ADDRESS
YOUR IF ADDRESS
SERVER IF ADDRESS
ROUTER IF ADDRESS
CLIENT HARDWARE .I}EI DRESS (16 OCTETS)

L]
L |

SERVER HOST NAME (B4 OCTETS)

L |
L |

BOOT FILE NAME (128 DLTET=)

-
-

OPTIONS (VARIABLE)

« Source: http://www.cisco.com/web/about/acl123/acl147/images/ipj/ip]_5-
2/figure_2_dhcp.qif
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How to detect LAN devices
2. Check the DHCP options

For the detalls of DHCP options,
please check RFC 2132.

Network Working Group S. Alexander
st for Comments: 2132 Silicon Graphics, Inc.

- R. Droms

Bucknell University

March 1997

DHCP Options and BOOTP Vendor Extensions
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How to detect LAN devices
2. Check the DHCP options

|Time |Source |Destination |Protocol  |Length |info

1 2015-08-28 0.0.0.0 255.255.255.255  DHCP 342 DHCP Discover - Transaction ID Oxaaf27b12
2 2015-08-28 172.16.1.254 172.16.1.143 DHCP 342 DHCP oOffer Transaction ID Oxaaf27b12
3 2015-08-28 0.0.0.0 255.255.255.255 DHCP 354 DHCP Request Transaction ID Oxaaf27b12
4 2015-08-28 172.16.1.254 172.16.1.143 DHCP 342 DHCP ACK Transaction ID Oxaaf27bl2

« Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
# Ethernet II, Src: Broadweb_12:34:56 (00:0a:9e:12:34:56), Dst: Broadcast (ff:ff:ff:ff:ff:.ff)
# Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
2 User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Source port: bootpc (68)
Destination port: bootps (67)
Length: 308
# Checksum: 0x0145 [validation disabled]
- Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: Oxaaf27bl2
Seconds elapsed: 0
# Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.
Your (client) IP addless 0 0.
0.0.
0

Next server IP address:
Relay agent IP address: 0.0. ;
1ent MAC address: Broadweb_12:34:56 (00:0a:9e:12:34:56

Client hardware address padding: 00000000000000000000

0.
0.
0
0
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How to detect LAN devices
2. Check the DHCP options

(Win7 DHCP packets)

= Bootstrap Protocol
Message type: Boot Request (1)
Hardware twype: Ethernet
Hardware address lTength: 6
Hops=s: 0O
Transaction ID: Oxaaf27bl?2
Sseconds elapsed: 0
Bootp flags: O0x0000 (Unicast)

Client IP address: 0.0.0.0 (O0.0_.0_.0)

O
yYour (client) IP address: O0.0.0.0 (O0O_.0_.0_.0)
O

Mext server IP address: 0_.0.0. CO_0_0_0)

Relay agent IP address: 0.0.0.0 (O.0.0.0)

Client MaC address: Broadweb_12:34:56 (00:0a:9e:12:-34:-56)
Client hardware address padding: 00000000000000000000
Sserver host name not giwven

Boot file name not giwven

Magic cookie: DHCP

Option: (53) DHCP Message Type
Option: (61l) Client didentifier
Option: (50) Requested IP Address
Option: (12) Host Name

Option: (60) vendor class iddentifier
Option: (55) Parameter Request ListT
Option: (2552 End

Padding

HEHEEEEH
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How to detect LAN devices
2. Check the DHCP options
Win7 DHCP packets

= Bootstrap Protocol
Message type: Boot Request (1)
Hardware twype: Ethernet
Hardware address length: ©6
Hops: 0
Transaction ID: Oxaaf27bl2
Seconds elapsed: 0
Bootp fTlags: Ox0000 (Unicast)

Client IP address: 0.0.0.0 (0_0_.0_.0)

0
Your (client) IP address: O0.0.0.0 (O0O.0.0_.0)
(8]

Mext serwver IP address: 0.0.0. CO.0_0_.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Broadweb_12:34:56 (00:0a:9e:12:34:56)
Client hardware address padding: 00000000000000000000
Sserver host name not giwven
Boot file name not giwven
Magic cookie: DHCP
Option: (53) DHCP Message Type
Option: (61) Client 1dentitier
Length: 7
Hardware type: Ethernet
Client MmAC address: Broadweb_12:34:56 (00:0a:9e:12:34:56)
Option: (50) Requested IP Address
Option: (12) Host Name
Option: (60) vendor class identifier
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How to detect LAN devices
2. Check the DHCP options
(Win7 DHCP packets)

. 7= 1E option &,

# Option: (53) DHCP Message Type
# Option: (61) Client identifier

7 Option: (50) Requested IP Address
# Option: (12) Host Name

= Option: (60) Vendor class identifier
: 8

0130 65 72 75 73 65 7
0140 37 Oc 01 Of 03
0150 00 00 00 00 00
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N\ —t
51

Option:
Option:
Option:
Option:
Option:
= Option:
Length:
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Option:
Padding

72

65

00

2015/8/29

00 00

How to detect LAN devices
2. Check the DHCP options

(Win7 DHCP packets)
option B

DHCP Message Type
Client identifier
Requested IP Address
Host Name
vendor class identifier
(55) Parameter Request List
12

List
List
List
List
List
List
List
List
List
List
List
List

Item:
Item:
Item:
Item:
Item:
Item:

(1) Subnet Mask

(15) Domain Name

(3) Router

(6) Domain Name Server

(44) NetBIOS owver TCP/IP Name Serwver
(46) NetBIOS over TCP/IP Node Type
Item: (47) NetBIOS over TCP/IP Scope

Item: (31) Perform Router Discover

Item: (33) Static Route

Item: (121) Classless static Route

Item: (249) Private/Classless Static Route (Microsoft)
Item: (43) Vendor-Specific Information

Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
Request
(Z255) End

53 46 54 20 35 2e 30 MSFT 5.0

7 ad
37 0c 01 Of 03 06 2c 2e¢ 2t 1t 21 79 19 2Z2bieaell] 7

/5 65 72 3c 08 eruser<.

00 00 00
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How to detect LAN devices
2. Check the DHCP options

 Option 55/0x37 ZEEMH ?

— 18 request B EHIE = 5 EUS
- 7% request list A ZX DHCP client IE{FA
5 MmBFTAE
— LU AR (& Win7 packet 245l -
- 753 %l Option 55/0x37, Bk —1& byte (R/E), BLL

e Ox01, OxOf, Ox03, 0x06, 0x2c, Ox2e, Ox2f, Ox1f,
Ox21, 0x79, Oxf9, Ox2b

« 1,15,3,6,44,46,47,31,33,121,249,43
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How to detect LAN devices
2. Check the DHCP options

Parameter Reguest List

of requ

3 is
defined in this

of pref

return the tions in

options in

e for this option is 55.

Its minimum length is 1.

Code Len Option Codes
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How to detect LAN devices
2. Check the DHCP options

» —L5 DHCP option 55 #F &S [2][4]
— For Win7/Server2008
. 1,15,3,6,44,46,47,31,33,121,249,43
— For Win 8
. 1,15,3,6,44,46,47,31,33,121,249,252,43
. 1,3,6,15,33,44,46,47,121,249,43,60,212
— For Apple iPod, iPhone or iPad
« 1,3,6,15,119,78,79,95,252
. 1,3,6,15,119,252
« 1,3,6,15,119,252,46,208,92
. 1,3,6,15,119,252,67,52,13

2015/8/29 HitCon2015: LAN device detection
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How to detect LAN devices
3. Check the user-agent of HTTP

» BE - 12 Browser B user-agent £

1 keywords 72—

| 43

o

EE IE

— B4 - user-agent L MAC address =2
DHCP option 55 E& S # RS -

- RBWARKIVE - TURAE—K ©

2015/8/29 HitCon2015: LAN

device

detection 43



How to detect LAN devices
3. Check the user-agent of HTTP

 |[E11 on WINn7

— User-Agent: Mozilla/5.0 (Windows NT 6.1;
WOWG64; Trident/7.0; rv:11.0; GTB7.5) like
Gecko

 IPhone

— Moazilla/5.0 (iPhone; U; CPU iIPhone OS 4 3
like Mac OS X; en-gb) AppleWebKit/533.17.9
(KHTML, like Gecko) Version/5.0.2
Mobile/8F190 Safari/6533.18.5
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How to detect LAN devices
4. Check the used applications

» B L things/devices J8 & Ethernet/Wifi » W
23538 (1oT) Gateway ##105BZEIx (to log
servers) °

— &2l MAC address, DHCP options 55, ~—
A user-agent
— B#HiE
[P ~ domain name - traffic or string-based patterns.

« BB A Al
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How to detect LAN devices
4. Check the used applications

* ApplID
—1. B —#& pattern-based AppID
—2. ApplD for SSL-based applications
— 3. AppID for encrypted applications

2015/8/29 HitCon2015: LAN device detection
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How to detect LAN devices

4. Check the used applications
o FR—% pattern based AppID

—_KEAppID £ connections BeZ0 1 F
HA 8L Bl 2R /’fi‘?i/jr_ %*E’JID SRR
apply QoS

— IPSRIZWVRHE RIS ZITE FIE - E5EA
(—MiEZ TG L MNRIRIE - MEESRRIE
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How to detect LAN devices
4. Check the used applications

* AppID for SSL-based applications
- B ANEE SSL REAZMMERAI 7 - but

e \ ~
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How to detect LAN devices
4. Check the used applications

* AppID for SSL-based applications

Client

Client Hello

Hello Message

Server Hello Done

« Source: http://www.cisco.com/c/en/us/support/docs/security-vpn/secure-

socket-layer-ssl/116181-technote-product-00.html
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How to detect LAN devices
4. Check the used applications

=151 wWin=&4

,id-at-orgapizationMames=:

d-at
ditem: 1 item
item: 1 dtem
item
item
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« Certificate #&

2015/8/29

How to detect LAN devices
. Check the used applications

3 [
Hello
gment of a

com,id-at-organizationMame=Fa:

= Dir ¥ g
printablestring:
item: 1 dtem (id-a ammankame=»*.

wption)

—at-organizationalunityames

HitCon2015: LAN device detection

£t keywords T BN

Hello R

, Inc.,id-at-Tocalityname=Menlo Par

cert. com,id-at-organizationman
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How to detect LAN devices
4. Check the used applications
(AppID for encrypted applications)

« IR - RBBINZTLBRIINE T TS ARS -
AR E T BRI EET AR R
- =B IA0S ?

YES, WE CAN.
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How to detect LAN devices
4. Check the used applications
(AppID for encrypted applications)

s BB E—EDR
— I E = Al payload

[ ] [ —

—E5 A0 HERE  E

S AR A

A EIFERY finite

state machine (FSM)

— MR - =& FSM T] 2L match F1& connection
%Wﬁ}?ﬂﬁjﬁﬁlﬂfhﬁﬁﬁﬁﬁ IRE L= FSM

#J connections &

[=]

e
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How to detect LAN devices
4. Check the used applications
AppID for encrypted applications

Skype 3.x - Login

(25: 34 §2C: 2930 84
C25: 10-200 (25: 52~38 S 058 Skype Login
| (28:26:29 o1
" §2C: 70~1200 AL L

) /‘ /S N\ o\ A
2 \41 (25:26-29%{ A2 ,}—S'”C' 400-1500— A3 /k— C28:5%-56—— .(\ )

N N4

W A\ s 260

™ ] O 02S: 128~365

o RNV
90 100-165 / (28: $20-54

$2C: 210270 (28: 856-838

(25:30:81 \/ _ / 828 /
A4 ) " Czs: 125370
\ /S 600-800— -'

S

(25269 C2S: 56
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How to detect LAN devices

» ZE@ S LAN Device Identification?

* |oT Home Router/Gateway?
- EXNFB M ?
— LAN £ WAN BRI RN AL 2 1S

- —HRRER - B

-1 source MAC address £2

DHCP option 55 X 5% LAN &3 -
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How to detect LAN devices

* Do you know the RAM-size in your home

ro

2015/8/29

uter?
REVGEZER router B RAM 22 K& ?

In embedded system, in general, the RAM-
size iImply the functionality which can be
equipped.
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How to detect LAN devices

The RAM-Size Distribution of OpenWrt-supported Routers

3 16 32 Bd 128 256 512

T
1024 and up
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How to detect LAN devices

. E'Hjtﬁll I A router B RAM DR 128M

(32M 27 - AXEBEBEEZ /DR
security functions?
/\\\7|_ZkA

—bmﬁiaiﬁ,ﬁ’\]ﬁﬁi  BEAX R -

— Security has its price.
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* The threat intelligence with LDI
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The threat intelligence with LDI

« A0 home router A& 1E - BV user
G=E R logs - EFZFK AV cloud -

— Timely
— Accurate
— Relevant
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The threat intelligence with LDI

Threat Intelligence Cloud

Mew Rule Set Publish

Rule Servers in CDN

Real-time Query
and
Feedback

Incoming Attack & Probe Clean Inbound Traffic

Clean OQutbound Traffic Qutbreak Communication
& Attack

WAN Switch Home/loT Router
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The threat intelligence with LDI

e [& FE—EERo@ANERAETERl
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Summary
Number of routers
Number of devices

Number of events

Router Model
B 348%
B 450%
- 7.45%
0.00%
4,60%
T
0.00%
0.00%
n nnac
40K K
Router Version
296% =
188% [l
15% [
121%
106%
100% |
090% |
0.72%]
I
\
|
|
K K

2015/8/29

Routers on the map

¢
% 2
4 Py ,'.
M .‘:'\r
& .. e
A -
b
v
19.37%
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The threat intelligence with LDI
Device by type

Device Os Class group) -

e
Computer [ ]
I

Smart TV& Set-fop box

Network & fal

Intelligent Home Applianceg |
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The threat intelligence with LDI
Traffic by Device

B

B Linu: Handheld

B others

B \ac 03 Smart TV
Android

Appliances 'MC Upioac

2015/8/29 HitCon2015: LAN device detection 65



The threat intelligence with LDI
CVE 2015-0554 (Release Date: 2015/1/21)

=10 | ‘ |
3 a 14 43 15 73 7



The threat Intelligence with

Timeline

Security Events timeline

Event Category

) Nul

(O Access Control
() BotMet

(_) Bufier Overflow

_) Web Aftack
Event Name

(Al)

Measure Names
[l Number of events

Popularity among dev

Event peer location

Event Peer Country
United States
Italy

Japan

Germany
Australia
United Kingdom
Canada

China
Singapore
Switzerland
France

Taiwan

1
100,000
Event peer location on the map 200,000

Number of distinct peer IP 300,000
1000 1500 2000 2500 3000 3500 4000 400,000

= 502,075

A

29

et {77111 1111111 |I|| -
st . ==~

20 2 5 8 4 20 23 % 29 2 5 8 4 20 236 29 2 5 8 20 23 248 2 8 720 2326

00K 150K 200K 250K
Event Count &
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The threat intelligence with LDI

- B_ESEANNABFETE
-NEEEHBEEEER-EmE
- BEREIRTEAMAIKA
« BIBERHERXERESE AREREE -
s ZF—REERREEZMANEBEEHBENERE -
s RERB)BEANEFEE_FHO
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The threat intelligence with LDI

- T EE=ERBERERE ©
- FB[ERARMEKFEIE SPAM HYE =R
- 8—  BERIBIRXBIKFERLEZE emails
- M= R A XN EFBNKFEHEEAZET
7% emails
—~ MR - REWNKFEZE AT
—IEim L IRBEMESEEFBHIR....
. e DY

2
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Summary
(Some things about LAN device identification)

« 1. £ loT B1C - R EEAIBEFNECES
2/ -

+ 2. f£ LAN I - M o] LAZE#E MAC OUI -
DHCP packets EX{S on B E{EFSR A2 AT B HEE
i

- 3. IBEMNK AR 455 Big Data RVESFE
71 - A BHAEIE#E threat intelligence -

djull
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One more thing
(7£ HITCON2015 ENT, m{& hackers B Z)
« ZERIEM
- M—EEEENEBENEN - S AZEM
ié—é&ﬁ'ﬁﬁﬁﬁﬁﬂ%%@m% B

> — A
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Has o e E I FNEFRAHERIT ©
« Comments:
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Q&A

* Thank you ©

e E-malls:
— For media and business
* Terence Liu <terence_liu@trend.com.tw>

— For job opportunity
* Hsien-Wel Hung <hsienwei_hung@trend.com.tw>

— For technique
« Canaan Kao <canaan_kao@trend.com.tw>
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About BoT2015

e IRAR :
- R EABERAXERSEALAZE BoT2015
— K LBIE=E A update

* Facebook for BoT conference:
— https://www.facebook.com/BotnetCon
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