Harden your program
the hard way

by Jhe & Eddy@HITCON-CMT



Who am I °?

e Jhe

e co-founder of UCCU

e know a little
o Web security
o Linux exploitation
o Python




Who are we °?
Kuon : PM

Jhe : Exploit PoC
Eddy : Solution implementation
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In a nutshell
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base pointer
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offset2lib

T7£d1b414f000-7£d1b430a000 r-xp /lib/.../libec-2.19.

={s]

7fd1b430a000-7£d1b450a000 ——p /[flib/...
7fd1b450a000-7fd1b450e000 r——p /lib/...

flibe-2.19,
£ B2, 19,

7fd1b450e000-7£d1b4510000 rw-p /lib/.../libc-2.19.

T£d1b4510000-7£d1b4515000 rw-p

s0O
SO
SO

7£d1b4515000-7£fd1b4538000 r-xp /1lib/.

../1d-2.19.s0

T£d1b4718000-7£fd1b471b000 rw-p
71£d1b4734000-7£d1b4737000 rw-p

7£fd1b4737000-7£d41b4738000 r——p /flib/.../f1d-2.19.s80
7£d1b4738000-7£d1b4738000 rw-p /lib/.../1ld-2.19.s0

T£d1b4739000-7£d1b473a000 rw-p

.. 7£d1b473a000-7£d1b473c000 r-xp /root/server_ 64 PIE

7£fd1b493b000-7£d1b4583¢c000 r——-p /root/server_64d_PIE
7fd1b493c000-7£fd1b493d000 rw-p /root/server_b4_PIE
TE££f981fa000-7£££9821b000 rw-p [stack]
TE££f983fe000-7£££98400000 r-xp [vdso]

Distribution Libc version | Offset2lib (bytes)
CentOS 6.5 2.12 0x5b6000
Debian 7.1 2.13 0x5ac000
Ubuntu 12.04 LTS 2.15 0x5e4000
Ubuntu 12.10 2.15 0x5e4000
Ubuntu 13.10 . I § 0x5ed000
openSUSE 13.1 2.18 0x5d1000
Ubuntu 14.04.1 LTS Z19 0x5eb000
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Summary & discussion

1. Any trade-off ?
2. Does it work ? How to proof ?
3. Seems perfect ?
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