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® (fihpgbefuhenjp7.1eljbc.top
® oqwygprskqv65j72.1fs9pz.top

® oqwygprskav65j72.14jqyo.top
® oqwygprskav65j72.1kh9ct.top
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Eranet International Limited
Eranet International Limited
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Eranet International Limited
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[ DMALocker i Cerber |N'Sage)

IP address (ASN, Cot

92.63.91.45 (= Latvia)
104.244.156.10 (== Un
103.11.65.175 (== Unit
103.11.65.175 (== Unit
103.11.65.165 (= Unit
108.11.65.165 (== Unit
103.11.65.165 (= Unit
107.181.161.207 (= U
155.94.213.132 (= Un
107.181.161.207 (= U
185.101.218.131 (= U
107.181.161.207 (= U
104.200.67.22 (== Unit
107.181.161.207 (= U
107.150.18.186 (= Un
104.200.67.22 (= Unit
107.181.161.207 (= U

Source: https://ransomwaretracker.abuse.ch/tracker/cerber/



CryptoLocker

cruise.co.uk/news/?utm campaign=NEWS220117&utm medium=email&utm source=NEWS2201l17&email=sh.smith@sdv.com
w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd
aiche.org/community/awards/aiches-35-under-35-award

gfjhpgbefuhenjp7.1225wj.top wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block
snaduvhaphgxlawiwv.biz . news.academiccfp.com/10.5923.3.fph.20160606.03.htm
news.academiccfp.com/journals.htm clfctgge.net pvipfwlblergeex.net

ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx

news .academiccfp.com/FPH. htm

ciseng.org/N60D22/ yerconfole.org/20170115/unsubscribe.html

tcsmith.com/

annarmiacaivafi+ _com/iinanharrihe nhn?M=13R1R1NLC=R4aaR2dN407FAdFANFARANRTThhAAAQ2&T.=1NAN=272

OzKaabrest.com: 80/ JPAPRS72SGKkMF2IDOSR. php? 1d=mC; hammer@registeriet. e
N . www.ijeart.com/ stics.com/ socotu.com.tn/ ,ocxerilkiced3s.l6hwwh.to
ueoiicsszefb.biz . . . P J B P
laarmjndjkueaxfxbeewpptsxu.net ciseng.org/2V4LLV/ wJ tqj leommc4z461.uwckha. tOp unocldStrpucefft.y72lyz.top

nie.edu.s3/ peakconfor.org/20170116/index.html oawygprskavé5j72.1khoct.top

rsruiufyxhgxglebaebnnjndndy.org

vyohacxzoue32vvk.0aynls.top sccotu.comtn/ w3 .,0rg/TR/html4d/strict.dtd
fudlblggughquxx1eqlabsrr1 luecv.com news.academiccfp.com/submission.htm
monfredasas.com/administrator/components/com_acymailing/ex= cdwagypboolcs .biz
mxweb .mnx.com/TrackOrder.aspx?TrackingNumber=6547794 pmenboeghyrpvomg.yw4629.top  tkuceuah.net
p27dokhpz2n7nvgr.l12a63k.top schemas.microsoft.com/office/2004/12/omml
linkd.in/1dwSnY1l news.academiccfp.com/10.5923.j.cmaterials.20160606.03.htm
click.e.vineyardvines.com/?gs=6ba2b95d7aec369a2e70c9a04d61348a7684b633ffe55dc996a089b89c628b325075780cc9268cf4

soxnkvfcgjjooef.org h24info.o.kics.it/desabonnement ?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIXNDA30ODQOX
navi.mail.carenet.com/c0/ml/teid-t9YQTYIV8TB62mDtu20wc7lmIboTQU1UdeSSV4 /www.carenet.com/news/general/carenet/43305
cftivusqaomzrwr fzgow.com
awpjugdubjlpwmpgsfjb.com



Locky

enems.blog.vitdogl.bg:80/14Z21dqJLQ/3cfJ7iV.php?id=norah. jones@hotmail.com
loyabc.com:80/vimclmjskrtu/lapitn.php?id=kevin.baker@hbfutlers.com

h24info.o.kics.it/desabonnement?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIXNDA30ODQxX

mxweb .mnx.com/TrackOrder.aspx?TrackingNumber=6547794 monfredasas.com/administrator/components/com acymailing/ex=
dokadfa.ru:80/mFovYD0C6pf/nl1SH2k.php?id=peter.jackson@reynoraad.com

creiicreelectrique.net:80/akQfr5/z390tl1G.php?id=eric.johnson@belfasts.be

gfjhpgbefuhenjp7.1225w]j.top tcsmith. com/

wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block

w3.org/TR/html4/strict.dtd
peakconfor.org/20170116/index.html nie.edu. Sg/ vyohacxzoue32vvk.0aynls.top

socotu.com.tn/
schemas .microsoft.com/office/2004/12/omml
socotu.com.tn/

xpexberilkjced3j.16hwwh.top  www.ijeart.com/ unocl45trpuocefft.y721lyz.top

airl_.. B T e . I—'-."L‘"' IE cnemAdone 2C  mewm

ne

stics.com/ 1 - : E
yerconfole.org/20170115/unsubscribe.html ciseng.org/N60D22/

hourrtxcouette.net:80/jW7hoALgfz/4qdVvwfyGQe.php?id=koen. johen@bactla.lu
chdiekgopartylines.com:80/XgnGv4/4YaUQyNdXA.php?id=mobile@fastestgeb.it

ogwygprskqv65j72.1kh9ct.top news.academiccfp.com/journals.htm wjtgjleommc4z46i.uwckha.top
news .academiccfp.com/10.5923.5.£fph.20160606.03.htm p27dokhpz2n7nvgr.l12a63k.top
ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx
w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd xyxzo.com:80/mhngptq38x60/7fulexggre.php?id=jimmy.page@nara.icaast.se

blog.interiextfilecasar.com:80/2Z81iGogy/920qcMLUphaeZv8.php?id=christopher.nolan@zoeaacs.com
news.academiccfo.com/10.5923.9.cmaterials.20160606.03.htm



RIGEK-Cerber

wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block mxweb.mnx.com/TrackOrder.aspx?TrackingNumber=6547794
w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd aiche.org/community/awards/aiches-35-under-35-award

hourrtxcouette.net:80/jW7hoALgfz/4qdvwfyGQe.php?id=koen.johen@bactla.lu
h24info.o.kics.it/desabonnement?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIxXNDA30ODQx

monfredasas.com/administrator/components/com_acymailing/ex=
creiicreelectrique.net:80/akQfr5/z390tllG.php?id=eric.johnson@belfasts.be

ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx
laarmjndjkueaxfxbeewpptsxu.net ueociicsszefb.biz
fudlbiggughgfmxxieqglabsrriluecy.com news.academiccfp.com/submission.htm
news.academiccfp.com/journals.htm quhpgberhenjp7 1225WJ top ciseng. org/N6Ongt{aduvhaphgxlawz.wv biz
cftivusqaomzrwrfzgow.com vyohacxzoue32vvk.0aynls.top
unOCl45trpuoefft Y721YZ tOp socotu.com. tn/ rsruiufyxhgxglebaebnnjndndy.org
wjtgjleommc4z46i.uwckha.top  stics.eow npjie.edu.sg/
ciseng.org/2v4LLy/ Pmenboeghyrpvomg.yw4629. toi | wwnw. 1jeart. con/
yerconfole.org/20170115/unsubscribe.html xpcxé6erilkjced3j.l6hwwh.top
schemas .microsoft.com/office/2004/12/omml tesmith.con/ Pvipfwlblergeex.net  soxnkvieqjjooef.org

news. ac.a-c'ielrilcic.lfipﬂciminillo7579723 j. -£ph.20160606.03.htm g 92 7d0khp2 2n7 n\{gr 12a63k. tOp
“ogqwygprskqv65j72.1kh9ct.top
enems. g: q .com

ozkaabfest com:80/jP4pRS/4SgkMF2JDQsR.php?id=mc.hammer@registerliet.se
supermissivefit.com/unsubscribe.php?M=1351510&C=54ae52d0497fadf40£f48c0877bbdaa92&L=10&N=272
cdwagypboolcs.biz alxger.hk:80/k2jOPzNxSU/95fkOZEXBQOD.php?id=shakira@justiceto.com&num=465817589985325
socotu.com.tn/ xyxzo.com: 80/mhngptg38x60/7fulexqgre.php?id=jimmy.page@nara.icaast.se



Problems

click.e.vineyardvines.com/?gs=6ba2b95d7aec369a2e70c9a04d61348a7684b633ffe55dc996a089b89c628b325075780cc9268cf4
news.academiccfp.com/10.5923.j.fph.20160606.03.htm
navi.mail.carenet.com/c0/ml/teid-t9YQTYIV8TB62mDtu20wc7LmIboTQU1lUdeSSV4/www.carenet.com/news/general/carenet/43305
monfredasas.com/administrator/components/com acymailing/ex= unocl45trpucefft.y721lyz.top
cruise.co.uk/news/?utm campaign=NEWS220117&utm medium=email&utm source=NEWS220117&email=sh.smith@sdv.com
supermissivefit.com/unsubscribe.php?M=1351510&C=54ae52d0497fadf40f48c0877bbdaa%92&L=10&N=272
cftivusqaomzrwrfzgow.com news.academiccfp.com/journals.htm w3.org/TR/xhtml1l/DTD/xhtmll-transitional.dtd
enems.blog.vitdogl.bg:80/1421dqJLQ/3cfJ7iV.php?id=norah.jonesf@hotmail.com
fudlbiggughgfmxxieqlabsrriluecv.com

p27dokhpz2n7nvgr.l2a63k.top wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block
news.academiccfp.com/10.5923.j.cmaterials.20160606.03.htm  ciseng.org/N60D22/ snaduvhaphgxlawivv.biz
mxweb.mnx.com/TrackOrder.aspx?TrackingNumber=6547794 soxnkvfcgjjooef.org

rsruiufyxhgxglebaebnnijndndy.org
peakconfor.org/20170116/index.html

alxger.hk:80/k2jQPzNxSU/95£fk0ZEXBQD.php?id=shakira@justiceto.com&num=465817589985325

pmenboeghyrpvomq.yw4629.top awpjugdubjlpwmpgsfjb.com cdwagypboolc s.biz linkd.in/ldwSnY1l

. stics.com/ www . ijeart.com/ news.academiccfp.com/submission.htm
loyabc.com:80/vfmclmjskrtu/lapitn.php?id=kevin.baker@hbfutlers.com

ogwygprskgv653j72.1kh9ct.top ueoiicsszefb.biz W3 . Org/TR/html4 / StriCt . dtd

yverconfole.org/20170115/unsubscribe.html socotu.com. tn/ news .academicce fp.com/FPH.htm
tcsmith.com/

vyohacxzoued2vvk.0aynls.toP  nie edu.sg/ thucenan.net laarmjndjkueaxfxbeewpptsxu.net
ciseng.org/2V4LLV/ socotu.com.tn/ clfctgge.net

chdiekgopartylines.com:80/XgnGV4/4YaUQyNdXA.php?id=mobile@fastestgeb.it

blog.interiextfilecasar.com:80/Z8iGogy/92ogqcMLUphaeZv8.php?id=christopher.nolan@zoeaacs.com

schemas.microsoft.com/office/2004/12/omml  *pcx6erilkjced3j.l6hwwh.top
ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx
pvipfwlblergeex.net aiche.org/community/awards/aiches-35-under-35-award
emailconnect.in/tl.php?p=£q5/d7m/rs/c7x/142/rs//http%3A%2F%2Fwww.samsung.com$2Fin%2Fconsumer%2Fmemory-storage%2Fssd%2F
h24info.o.kics.it/desabonnement?Key=0swedg3w9e00etnluxfkODEzNzgxOTAINzIXNDA30ODQx
wjtgjleommc4z46i.uwckha.top
gfjhpgbefuhenjp7.1225wj.top

hourrtxcouette.net:80/jW7hoALgfz/4qdVwfyGQe.php?id=koen. johen@bactla.lu
xXvyxzo.com:80/mhngpta38x60/7fulexaqgre.php?id=jimmy.pagefnara.icaast.se



Problems

enems.blog.vitdogl.bg:80/14Z21dqJLQ/3cfJ7iV.php?id=norah. jones@hotmail.com
loyabc.com:80/vimclmjskrtu/lapitn.php?id=kevin.baker@hbfutlers.com

h24info.o.kics.it/desabonnement?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIXNDA30ODQxX

mxweb .mnx.com/TrackOrder.aspx?TrackingNumber=6547794 monfredasas.com/administrator/components/com acymailing/ex=
dokadfa.ru:80/mFovYD0C6pf/nl1SH2k.php?id=peter.jackson@reynoraad.com

creiicreelectrique.net:80/akQfr5/z390tl1G.php?id=eric.johnson@belfasts.be

gfjhpgbefuhenjp7.1225w]j.top tcsmith.com/
wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block
w3.org/TR/html4/strict.dtd
peakconfor.org/20170116/index.html nie.edu. Sg/ vyohacxzoue32vvk.0aynls.top

socotu.com.tn/
schemas .microsoft.com/office/2004/12/omml
socotu.com.tn/

xpexberilkjced3j.16hwwh.top  www.ijeart.com/ unocl45trpuocefft.y721lyz.top
aiche.org/community/awards/aiches-35-under-35-award

news.academiccfp.com/FPH.htm ciseng.org/2V4LLV/
linkd.in/1dwSnY1l

pmenboeghyrpvomqg.yw4629.top

news.academiccfp.com/submission.htm

stics.com/
yerconfole.org/20170115/unsubscribe.html ciseng.org/N60D22/

hourrtxcouette.net:80/jW7hoALgfz/4qdVvwfyGQe.php?id=koen. johen@bactla.lu
chdiekgopartylines.com:80/XgnGv4/4YaUQyNdXA.php?id=mobile@fastestgeb.it

ogwygprskqv65j72.1kh9ct.top news.academiccfp.com/journals.htm wjtgjleommc4z46i.uwckha.top
news .academiccfp.com/10.5923.5.£fph.20160606.03.htm p27dokhpz2n7nvgr.l12a63k.top
ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx
w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd xyxzo.com:80/mhngptq38x60/7fulexggre.php?id=jimmy.page@nara.icaast.se

blog.interiextfilecasar.com:80/Z8iGogy/920qcMLUphaeZv8.php?id=christopher.nolan@zoeaacs.com
news.academiccfo.com/10.5923.9.cmaterials.20160606.03.htm



Problems

cruise.co.uk/news/?utm campaign=NEWS220117&utm medium=email&utm source=NEWS2201l17&email=sh.smith@sdv.com
w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd
aiche.org/community/awards/aiches-35-under-35-award

gfjhpgbefuhenjp7.1225wj.top wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block
snaduvhaphgxlawiwv.biz . news.academiccfp.com/10.5923.3.fph.20160606.03.htm
news.academiccfp.com/journals.htm clfctgge.net pvipfwlblergeex.net

ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx

news .academiccfp.com/FPH.htm

ciseng.org/N60D22/ yerconfole.org/20170115/unsubscribe.html

tcsmith.com/

supermissivefit.com/unsubscribe.php?M=1351510&C=54ae52d0497£fadf40£48¢c0877bbdaa92&L=10&N=272

. b.bi WWW . ijeart.com/ StiCS . Com/ socotu.com.tn/ xpex6erilkjced3j.16hwwh.top
ueoiicsszefb.biz . . .
laarmjndjkueaxfxbeewpptsxu.net ciseng.org/2V4LLV/ WJ tqj leomc 4 z 4 6 1. UWCkha e top unocldStrpuoefft.y721yz.top
nie.edu.s3/ peakconfor.org/20170116/index.html oawygprskavé5j72.1khoct.top

rsruiufyxhgxglebaebnnjndndy.org

vyohacxzoue32vvk.0aynls.top sccotu.comtn/ w3 .,0rg/TR/html4d/strict.dtd
fudlblggu ghquxxieqlabsrri luecv.com news.academiccfp.com/submission.htm
monfredasas.com/administrator/components/com_acymailing/ex= C dwagypboo lcs.biz
mxweb .mnx.com/TrackOrder.aspx?TrackingNumber=6547794 pmenboeghyrpvomg.yw4629.top  tkuceuah.net
p27dokhpz2n7nvgr.l12a63k.top schemas.microsoft.com/office/2004/12/omml
linkd.in/1dwSnY1l news.academiccfp.com/10.5923.j.cmaterials.20160606.03.htm
click.e.vineyardvines.com/?gs=6ba2b95d7aec369a2e70c9a04d61348a7684b633ffe55dc996a089b89c628b325075780cc9268cf4

soxnkvfcgjjooef.org h24info.o.kics.it/desabonnement ?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIXNDA30ODQOX
navi.mail.carenet.com/c0/ml/teid-t9YQTYIV8TB62mDtu20wc7lmIboTQU1UdeSSV4 /www.carenet.com/news/general/carenet/43305
cftivusqaomzrwr fzgow.com
awpjugdubjlpwmpgsfjb.com



Problems

wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block mxweb.mnx.com/TrackOrder.aspx?TrackingNumber=6547794
w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd aiche.org/community/awards/aiches-35-under-35-award

hourrtxcouette.net:80/jW7hoALgfz/4qdvwfyGQe.php?id=koen.johen@bactla.lu
h24info.o.kics.it/desabonnement?Key=0swedg3w9e00etnluxfkODEzNzgxOTA1NzIxXNDA30ODQx

monfredasas.com/administrator/components/com acymailing/ex=
creiicreelectrique.net:80/akQfr5/z390tllG.php?id=eric.johnson@belfasts.be

ws.fasdistribuzione.com/WSRecuperaStatoSped/WSRecuperaStatoSped.asmx
laarmjndjkueaxfxbeewpptsxu.net ueoiicsszefb.biz

fudlbiggughgfmxxieqlabsrriluecy.com news.academiccfp.com/submission.htm
ciseng.org/N60D22/ . .
news.academiccfp.com/journals.htm snaduvhaphgxlawiwv.biz

cftivusqaomzrwrfzgow.com
socotu.com. tn/ rsruiufyxhgxglebaebnnjndndy.org
stics.com/ nie.edu. Sg/
ciseng.org/2V4LLV/ www. 1jeart. com/
yerconfole.org/20170115/unsubscribe.html

schemas.microsoft.com/office/2004/12/omml
news.academiccfp.com/10.5923.j.fph.20160606.03.htm

peakconfor.org/20170116/index.html  linkd.in/ldwSnYl

news .academiccfp.com/FPH.htm

tesmith.com/ PVjpfwlblergeex.net soxnkvfcqgjjooef.org

w3.org/TR/html4/strict.dtd
awpjugdubjlpwmpgsfjb.com

loyabc.com:80/vfmc1mjs§rtu/lapitn.php?id=kevin.baker@hbfutlers.com

ctgge.net tkuceuah.net
enems .blog.vitdogl.bg:80/14Z21dqJLQ/3cfJ7iV.php?id=norah.jones@hotmail.com
ozkaabfest.com:80/jP4pRS/4SgkMF2JDQsR.php?id=mc.hammer@registerliet.se
supermissivefit.com/unsubscribe.php?M=1351510&C=54ae52d0497fadf40£f48c0877bbdaa92&1.=10&N=272
cdwagypboolcs.biz alxger.hk:80/k2jQPzNxSU/95£fk0OZEXBQD.php?id=shakira@justiceto.com&num=465817589985325
socotu.com.tn/ xyxzo.com: 80/mhngptg38x60/7fulexqgre.php?id=jimmy.page@nara.icaast.se



Machine Learning
XGBoost, SVM, Random Forest, ...

trainx, testx, trainy, testy = train test split(X, Y, test size=0.3, random state=7)
trainset, testset = xgb.DMatrix(trainx, trainy), xgb.DMatrix(testx)

params = {'max depth':10, 'eta':1l, 'silent':1l, 'objective':'binary:logistic' }
model = xgb.train(params, trainset, num boost round=10)

predictions = model.predict(testset)

booster[0]:
0:[f1<127.5] yes=1,no0=2,missing=1
1:[f7<28.5] yes=3,n0=4,missing=3
3:[f5<30.95] yes=7,n0=8,missing=7
7:[f0<5.5] yes=15,n0=16,missing=15
15:leaf=-1.89091
16:leaf=-0.5
8:[f6<0.9045] yes=17,n0=18,missing=17
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Would Traditional ML Work?
XGBoost/SVM/RandomPForest

Pros
e Easy to program
* Very fast training
* Perform well against tabular input data
e Use human intelligence and heuristics

Cons
* Hard to debug when it mis-predicts
e Development cost is high
» Feature engineering is required



Deep Learning
Neural Network




Malicious URL Detection

Tensorboard logs dir for this run is model/checkpoint/runl
Model loaded in 2.6 sec

Classification finished in 5.2 sec

Result saved in 0.0 sec
mail.loft.com/a/tBYhQOGBgYd1XBIXjnHNul8TAct/freeship?EMAIL_HASH=c@f53badcf51dd5ae65050f2d95b6f 1c&email=sudheer . kumar@infogain.com legitimate
view.email.vegas.com/?qs=44f8e735¢cc62bal625f82687634b3ae63d67ecle6520b39cb1988190a455ebad8987b421e771d4023bb17fb95994de legitimate

www, facebook . com/n/?Stephwalkerl%2Fposts%2F10158005332385548&comment_id=10158011284830548&aref=148511773320967 7&medium=email&mid=546b4al5a03
ode=1.1485117732 . AbnpAWrxdSMDLMDZ&n_m=kelly. sprague¥%4@cengage.com legitimate

tigerdirect.com/email/3WWEBEML653. asp?MobileOptOut=1&SRCCODE=3WWEBEML653&utm_source=EML&utm_medium=main&utm_campaign=3WWEBEML653&elqTrackId=
58e1g=8a5233a641db4b82ab318b2dbd74d514&e1qaid=628&elqat=1&elqCampaignId=489 legitimate

lonabcf. ru:8@/yPY2iIcC/30VS15.php?id=peter. jackson@pfipaer.com cryptolocker

rlgjhwmu. com locky

icjwdktucoaio.com locky
click.email.vegas.com/?qs=16bc3fc881c351af16ea2d946 8 98
www ., facebook.com/ legitimate

2575068eW802ff4b1c72 legitimate

w3.org/TR/html4/loose.dtd legitimate

www, tahitinuitravel.biz/ legitimate

www. rivieraholidays.in/ legitimate

www . tahiti-infos.com/Intemperies-a-Tahiti-la-piste-aeroportuaire-est-fermee-jusqu-a-nouvel-ordre_al57036.html legitimate
www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd legitimate

www. spiceworks.com/ legitimate

www . facebook . com/n/7kjohannesdottirl%2Fposts%2F10211634755642816&comment_1d=10211635744347533&aref=1485111640385846&medium=email&mid=546b3b4
78bcode=1.1485117353. AbnjnjRtQytXnFOy&n_m=margret¥%4@valitor.is&lloc=1st_cta legitimate

www. vinnumalastofnun.is/ legitimate

www. husbot.is/ legitimate
www . boksala.is/valitorpaymentgateway/payment/response/?Kortategund=VISA&KortnumerSidustu=7172&KortnumerStjarnad=415552******7172&Dagsetning=
9&Faerslunumer=0384273&VefverslunSalalD=c3a61021-9998-4e@6-bc91-d52b74c87cb2&T1ilvisunarnumer=200004785&RafraenUndirskriftSvar=0aa4a3e88b3517




Deep Learning
Recurrent neural network (RNN)
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RNN Cell and Connections




Classification Using RNN Cell

Cost: softmax cross entropy

Answer

Cell > Cell —» Cell —» Cell —» Cell —» Cell

£+t + f f #
ik 3 : h k

Cean Cryptolocker | Locky|  Cerber-RIGEK

. FulyComected |
0101010101010




Classification Using RNN Cell
Training: Back Propagation Through Time

Multi-Class Classification with NN and SoftMax Function

probabilities

N

=1 |-w1 |
29 w, 2
g— | 23 | — | W @
: : purple
_'E-H_ _Wﬁ'_ -.‘T"-.

Source: https://stats.stackexchange.com/questions/273465/neural-network-softmax-activation



RNN Cell
Vanishing Gradient Problem
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LSTM Cell
Long Short Term Memory

@ X=Xt|Ht_1

t f = o(X.Wr + bsf)
U = O(X.Wu + bu)
"
X

>

D)
)

® >
$ anh>
’I‘ e
oL “’i‘“j’[ .
Ct = f * Ctc1+4 u * X

Q[D He = r * tanh(Ct)

Y, = softmax(H,.W + b)

= O(X.Wr + br')
"= tanh(X.Wc + bc)

-

Source: http://colah.github.io/posts/2015-08-Understanding-LSTMs/



GRU Cell
Gated Recurrent Unit

he_q

Ly

ze =0 (W, - [hi_1,x¢))

re =0 (Wr ' [ht—laﬂf"t])
L O | IO | [tanh] ?Lt = tanh (W ‘ [T't * ht—laxt])

Tt 2t ]If
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Source: http://colah.github.io/posts/2015-08-Understanding-LSTMs/



RNN with Attention
Example: Neural Machine Translation (NMT)
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Source: https://arxiv.org/pdf/1409.0473.pdf



Embedding

Symbols do not carry their natural semantics within them whereas
continuous signals such as audios and videos do.

www.tacebook.com/n2kjoha




Neural Blacklist Network

Architecture & Hyper parameters

Cean Cryptolocker | Locky — Cerber-RIGEK

\ n_classes=4 )
maxseglen=1000
* k
! \

GRU ¥ GRU | GRU f=rrrrrmrereeeees » GRU —» GRU—}—ce]l_type= ‘GRU’

n_layers=2 — f f f f f
GRU ¥ GRU ¥ GRU }reeeeeeeereeeeeees » GRU —» CE?) —}n_hidden= 64

S S—  S—"

Emb —» Emb —» Emb —» Emb —» Emb —» Emb

I e

Shortest URLs
n_buckets=20
Longest URLs




Feature & Dataset

Feature

>> batch_x[2]

array([101, 46, 119, 101, 116, 115, 101, 97, 108, 110, 101, 119, 115,
108, 101, 116, 116, 101, 114, 46, 99, 111, 109, 47, 113, 47,
74, 83, 56, 104, 87, 74, 108, 69, 111, 107, 119, 100, 69,
73, 106, 115, 99, 81, 109, 88, 116, 102, 95, 115, 66, 48,

122, 69, 72, 83, 119, 99, 110, 52, 55, 104, 105, 86, 97,

55, 87, 74, 45, 76, 49, 74, 56, 81, 113, 112, 122, 118,

165, 117, 16, 69, 8, ©, @, o, o, o, 0, o, 0], dtype=int32)
>> tochar(batch_x[2])
'e.wetsealnewsletter.com/q/JS8hWJ1EokwdEIjscQmXtf_sBOzEHSwcn47hiVa7wl-L1J8QqpzviujEV\x00

Dataset

Sourcing

» Legitimate URLs: Akamai log

* Cryptolocker: Malware operations team

* Lockyv2/ Cerber-RIGEK : Ransomware tracker
Splits

e train ;validation : test =0.1:0.1:0.8



RNN Model Space Analysis
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Tensorboard
Accuracy & Cost

rnn/accuracy

0.960
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0.750
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1.10
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-0.100

50.00 100.0 1580.0 200.0 250.0 300.0

rnn/softmax_cross_entropy
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Tensorboard
Network States

Before Training After Training

run: checkpoint/runi/train
step 10 (Wed Aug 23 2017 17:23:48 GMT+0800 (CST))

| outputs/activations/image/0




CryptoLocker URL detection
using attention

S /Super+Cloud+-+Support n+ ooks+--Ma'i API
php? (= «drik.hd = S8n@: ici 1 MALICIOUS
Ns2 Pidole 3AJMIXESXTVdALDCog.php?2id e Jilin@ev: n MALICIOUS
6/picg kbuyzrolqd8.php?id=lisb: th.lun =vist@max MALICIOUS

ael.w B g@iv e MALICIOUS
cli 2019453- - - 159-972952-60:-:d3235c-chf9512a
view emai! hsn.com/?qs=9' “dd" f2ed8be56¢: 52c3e02ae8b57h cc 6e9aads896 437 b1d17 c( db(
facebook ¢ -m/n ega. aref=1485110224363571&med um=email&mid=5 13c26 776GS537
gle. om/an w:o/opout’token-ci- vlocAA A oH H:voHVEI'l A paOQa B
/'wep/ ubiished- ocs?refr-shflag=true
:80/glxZq t ' INQ.php?id=mks @Emus@el 554982544365 MALICIOUS
ottis m MALICIOUS
z.ph?id=go vondik MALICIOUS

chasiot @iclow= =m MALICIOUS
¥ nge@fii e MALICIOUS

d=ida & =all© i¢ss==2 MALICIOUS



Experiment Summary

epoch 102 iteration 2492: cost 0.000037 (minibatch accuracy 100.000000%) [0 2 3]1=[16 9 2]
epoch 102 iteration 2493: cost 0.000643 (minibatch accuracy 100.000000%) [0 2]1=[ 4 23]
epoch 102 iteration 2494: cost 0.001896 (minibatch accuracy 100.000000%) [0 2]1=[ 1 26]
epoch 102 iteration 2495: cost 0.000000 (minibatch accuracy 100.000000%) [0 1]1=[ 3 24]
epoch 102 iteration 2496: cost 0.000000 (minibatch accuracy 100.000000%) [0 1]1=[ 4 23]
epoch 102 iteration 2497: cost 0.000008 (minibatch accuracy 100.000000%) [0 2]1=[ 6 21]
epoch 102 iteration 2498: cost 0.000000 (minibatch accuracy 100.000000%) [0]=[27]
epoch 102 step 99: validation accuracy 100.000000%

epoch 102 iteration 2499: cost 0.000000 (minibatch accuracy 100.000000%) [0]=[27]
epoch 102 iteration 2500: cost 0.000000 (minibatch accuracy 100.000000%) [0 1]1=[18 9]
Training finished in 2813.9s

Best validation accuracy 100.000000%

Optimization complete with best validation accuracy 100.000000%

Training finished 2500 iterations in 2813.90 sec

validation accuracy 100.000000%

last_hidden_state.train: shape (2700, 64)

prediction: shape (2700, 4)

embedding metadata path: last_hidden_state.train.tsv

last_hidden_state.validation: shape (2700, 64)

prediction: shape (2700, 4)

embedding metadata path: last_hidden_state.validation.tsv

saving checkpoint iteration 0




[s it perfect?

Undetected URL from test-cryptolocker.txt

www. leriov.com:80/leriov3/playerl.php?id=aH!BeFOcHM6
Ly9waG90b3MuzZ29vZ2x LLmNvbS9zaGFyZS9B ! BeFjF!BeFaXBNOH
B!BeFcmplbEEydU!BeFPX3ZZQTBLel!BeFKdjNmWVItMUFaM1UxQ
1UtX250wWDho!BeFjNTaDh!BeFaEsObF85WXNLYVVySUNBP2tleT1l

NMDV3YjB!BeFelNtVXpje@bfgo2TFdKVk1YQX!BeFjWHBOYOVKdGF
FAELhMHBS&1d2=

Analysis

This URL was misplaced in the test cryptolocker sample list. So this
missed detection is a correct behaviour.



Towards Production

Training and Testing by the samples

v staging
= O-clean
v 1-torrentlocker
v test

test-torrentlocker.txt
v train
train-torrentlocker.txt
v validation
validation-torrentlocker.txt
> 2-locky
3-cerber
> 4-dridex

v
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