r

Lorem ipsum dolor sit amet, consectetur adipisicing elit,
setl do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud ¢
exercitation ullamco laboris nisi ut aliquip ex ea *
= commodo consequat. Duis aute irure dolor in reprehen-
derit in voluptate velit esse cillum dolore eu fugiat nulla

H »
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. MBIAEHE => REXAE
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W - ARSI

. EEREDR - Dump Memoi'y + ,IDAﬁ*ﬁ
2 o - EFEEEFEIUMNRR?
g o DR RAERRREE?



common * PUBG > TslGame » Binaries * Wing4

BattlEye
BlueZoneAlgorithm
EasyAntiCheat
KETE

| bgprimary.dat

| bgsecondary.dat
| cookies.dat
& ExecPubg.exe
M@ TslGame.exe
8 TslGame BEexe
| TslGame_Compatibility.dat
I TslGame_EAC.exe
| TslGame_Security.dat




Tun 112018
¢ t2 0 v #fx # A L HE

& HEE i -1 & HiEREs B8 )Aemory Map )/ DAL HE 22 =2 5EH o Seript & eE < Sonrce
> 90 S !

6A 00

6A FE

48 B8

FF DO

EB EE

gg 2‘; g Attach to an active process

% 70 10612 - TslGame.exe - C:\Program Files (x86)\Steam\steamapps\common\PUBG\TslGame\B Pick DLL
4F 44

00 00

00 00 Imnarts

00 00

00 00

00 00

00 00

00 00

00 00 AT found:

00 00

00 00

00 00 Start: 00007FFFECDEOO0O0
E:E: E:E: Size; 0xC24239 (12730937)
00 00

00 00

00 00

00 00

00 00

00 00

00 00

00 00

00 00

00 00 Show Invalid Show Suspect

00 00

00 00

00 00 IAT Info Actions Dump
00 00

00 00 .
E:E: E:E: UEE |DDDD?FF?EHBBI355 IAT Autosearch PE Rebuild
VA |DDDD?FF?ECDBDDDD

Get Imports Fix Dump

Size |00C24239

000001E280000001

RS PR ERCT L R —
== 1 Loading modules done.
firdit +oRiESr 1 . _—
000001E280000000|CC 90 6A 00 |6A FE 48 BB |60 14 0C OF Imagebase: 00007FF7EOC40000 Size: 0536F000
DOD00LE2RBO000010|EF DO EB EE 62 79 20|53 68 61 72(70 | IAT Search Adv: Found 638 (0x27E) possible IAT entries.
000001E280000020(00 00 00 00 00 00 00|00 00 00|00 IAT Search Adv: Possible IAT first 00007FF7ECDBO000 last 00007FF7EDID4231 entry.
000001E280000030| 00 00 00 00 00 00 0000 00 00|00 TAT Search Adv: JAT VA 00007FF7ECDBOO00 RVA 0000000003170000 Size 0xC24239 (12730937

000001E280000040|00 00 00 00|00 00 00 00|00 00 00 00|00 :

000001E 280000050(00 00 00 00|00 00 00 00|00 00 00 00|00 [T el L DT (it e D28 DL LITASTE D 2R
000001E280000060| 00 00 00 00|00 00 00 00|00 00 00 00|00
000001E280000070/ 00 00 00 00|00 00 00 00|00 00 00 0000

Log




X64Dbg + Scylla {4

T_dump_4.32.6.10.exe

T_dump_4.3.6.10.i64

T_dump_4.3.6.11.exe

T_dump_4.3.6.11.i64

RIRGELERYIDARSTR?
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Process Suspend X




Process Suspend Kix

“1 LA AL LRSI W L Ly I S R Y Myl L Livi

—|2 322K 10332 K 297 Svsintemals Process Bxplorer
‘._j procer pidene 41 280 K TLI20E 1220 Swsintemals Process Bxplorer
FOWERPNT EXE BETEE 170516 E 7452 Microsoft PowerPoint
— ) subliretext.exe et E LI E 2700 Sublime Text
a-| plugin_hostexe 15332 K 21,308 £ 11880
JEME 14364 K 8344 igfxEM Module
BONE 14 6% K 8660 MVID LA Web Helper Service
Bl conhestene 5440 K LOs0 K 8020 TSR E T
D fusched.exe 12148 Java Update Scheduler
— | g TslGame.exne 204,884 K 219492 K 12180 Dirophbox
12220 Direpl
12260 Direpl
Set Affinity.. , 12360 VMware Tray Process

Set Priority

N VLA T
(i 1
Y

Kill Process Del =

Kill Process Tree Shift+Del D121 80)-TID{1 21 84) 964862 7h-ed 82-des- 8532 1 cabes 864424
Restart llogCache

tlozCache_
F1-5-21-1784904 250 2304 731 387-31 25574 8%2- 1011

tent_FLUSH_AND TEEMINATE_12180
Debug GAMEANBRAC-BEM A4
Temp hell_global_counteds
Create Dump
Check VirusTotal

Properties...

Search Online...




Process Suspend Ki% -

—|Ovpr o e X pENE
) Wprocesx e exe
— g Steamn.exe
— 9 stearmwebhelper.exe
g stearovwebhelper exe
g stearovwebhelper exe
stearovwebhelper exe
&) GaroeverlayULeve
'TJ 1= EM exe
— MVIDIA Web Helper exe
-] conhost Exe
[:] msched exe
—| 2z Dwophoi.exe
sz Dropbox.exe
sz Dropbox.exe
Ej Y-ty ENE

3352 K
6.6l 41,008 K
1.20 57276 K
0.1 15260 K

11580 K

21,78 K

145932 K

5490 K

0,20 29086 K
4052 K

= (.01 IIHE
5,468 K

1736 K

<001 138,580 K

132K

1,524 K

LS N

10356 K
£8.88d K
B3252 K
VAN K
19492 K
336K
WK
31,340 K
25540 K
14452 K
20000 K
TOE
7248 K
147484 K
7828 K
6,624 K
9828 K

561,540 K

2976 Swsintemals Process Bxplorer
1920 Swsintemals Process Biploer
8652 Stearn Client Boots tapper
2064 Steamn Client WehHelper
2368 Steamn Clisnt WehHelper
11540 Stearn Client WehHelper
11364 Steamn Client WehHelper
5220 BalEse Lanncher
2244 mmnecaerlayul.exe
8344 izfxEM Module
880 MY ID LA Web Helper Service
820 TSR 4
12148 Tava Update Scheduler
12180 Dipophca
12220 Dipophea
12260 Dipopha
12360 WV vrare Ty Provess
11356 TslGame

eysintemals - W sysintemals . oom
eysintemals - warw.sysintemals.oomn
Walve Corpotion

Walve Corpotion

Walve Corpotion

Walve Corpotion

Walve Corpotion

BatlExe Innovations

Walve Corpotion

Imte] Corporation

Mode

Micresoft Corportion

Ciracle Comporation

Dieopbci, nc.

Diecpbear, Inc.

Direphei, Inc,

Whiware, Inc,

Bluchaole GinnoGames, Inc.

EEEEEEEREEERERRERR



Process Suspend Kix

= TIEEER

BEF FBEO) =RV
EEERF
=t

e hrlae
4 ™

PID

¥EE EREESCE BE EAE s4ER RBE

fait
brlapi

<, BEService

10496

BattlEye Service

wnaspnet_state
CLALG

't AdobeARMservice
wi, WalletService

'+, StateRepository
o EntAppSve

w5 CAMSVC

woAppReadiness

i AxInstSV

‘«;, BcastDVRUserService_6f0fd
', BcastDVRUserService

‘s, BluetoothUserService_6f0fd
‘., BluetoothUserService

vy FrameServer

w: SystemEventsBroker
‘s Power

., PlugPlay

ASP.NET State Servi EVEN(S)
Application Layer|G BLEM
Adobe Acrobat Upd EFEENR)

WalletService SRR (V)

& HES(0)
BEHMEH(D)

State Repository Se
Enterprise App Man
EEEMEESRSE
App Readiness
ActiveX Installer (AxInstSV)
GameDVR EEEEREZREF_6f0fd
GameDVR EEEFEHERE

EF EREXERE_6f0fd
ETERERERS

Windows Camera Frame Server
System Events Broker

Power

Plug and Play




Process Suspend Ki%x -

£, Cheat Engine 6.1
Eile Edit Table Help

Mo Proc

Found: O

Addr
Settings

[Add Ad

Advanced Options
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. BBy Windows HliHEst
e S e



: '?ﬁt.. %%Qﬁ%% "3 %53%‘5’] 1|&Eﬁ Kernel — #EAKEE fJ%[@J :
i SSEZLANEA BEENERME  Windows EEIGE Hacklng for fun.
U e Kernel .
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Exploit Driver

- CAPCOM

{RUFERHY Rootkit Driver
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DirectX

- -DirectX (Direct eXtension, #55: DX) EHMERAEEAY

- —RIIEASHELANEEFEENERENNHE. DirectXiiEiZ
+ HBitMicrosoft Windows, - Microsoft Xbox&EFibzEkFEE.




W5EE B8 EIE ~ Internel Hack

‘ﬂ?i?l‘ﬁl" dil 7ENiEEEE Process o =0
»+ Hook DirectX FRZY [FibZEZIE] B

- BRIAVYIRBIS
o REEEETRIER (Z8H)
+ * SetRenderState( );
-+ AEFBA&AEDirectX , (B{f—EMiBWord . .,

HZFAYEIEPT:https://github.com/iCollin/pubg-internal




B EEEIREIE - Externel Hack

+ 3717 Process [ARENBE]
o BUiEPREESEERZ L
@ . __[Hﬂgiﬁﬁﬂfl process
‘ | " Ex: 5B / Nvidia Experlence

- EISIREGERTAR,

.f ; _A%Eﬁlmmﬁﬁu.
-+ ASERCEER DirectX EMENERMEEHRE L

#HSFAYEEFT: htt.ps://github.éom/codeétile/crap|.3y-esp.



Base Address

,[ 0x3F488F8 ],nmmsn (Encrypted)
Vector 2 Gnames UWorld Pointer
flost x, y;, z;
J, int(ID / 0x4000) * 8 ,Lnxn
Gnames ID )
e e » FMame Painter UWorld
Strin 0x100
g ¢im(|D 9 0x4000) ¢ ox0148 L v
FName Zame Instance Zame State
fclass UWorld - public UOkject) fclass UWorld - public UOkject)
64-Bit Pointer ¢ 0x18 ,1, 0x0038 )L
FName String Local Player Array ‘f 0x046C ‘f 0x0478 an:m:l 0x04asl
[clazz UGameinztancs)
4, 0x0000 (Encrypted) Safety Zone Position Safety Zone Radius Blue Zone Position Blue Zone Radius
Camera Cache
Local Player
0x30 (Encrypted) 0x78
J L
v ,1, 0x0060 v
Player Controller Viewport Client Lacal Player Position _Add X and Y to Global X, Y to find true Position
Integer (clazz UPlayer : public UObject) (class LiLocalFisyer - public UPTsyer) jclssz ULocalPlsyer - public UPlayer) : Y
0x498 ' '
¥ 4 0470 (Encrypted)  0x0080 b
Player Camera Manager Local Pawn PWarld i i
(claze APlayerController) (claze AFlayerControlien (clazz USameViewporClient) | |
0x093C ' '
Float | 01430 | DED § 0:0030 Encrypted) GlobalY  Le-ee- e .
] 1
Camera Cache Local Player State Persistent Level i i
[clszz AFlayerCamersianager] [clazz APswn : public AActor) [clazz UWorld - public UObject) | H
. N . 0x0938 ' 1
(Contsins where the atiribute is found in I J 010040 (Encrypted) GlobalX — beeee- e .
the SO, under thiz clazz"s definition. . !
(Ususlly in the engine_clssses file)) Local Player Rotation Actor Array Add X and Y to Global X, Y to find true Position E
[claze ULevel : public UDbject) |
Cross Reference ID to 0x08 !
find Actor Type ¥ d, 0x0 |
B ettt s s e Actor Count Actor Pointer E
H : {tterstor from O to count) 1
H 1
Actor Count Iterator*8¢ |
; ; 1
H H !
e e brmmemmmeeees Individual Actor !
| DxaFe ! 0xaF0 10x0300 | 0x02F8 0x18 030 . 1 - 1 001 931 !
¥ ¥ ¥ ¥ v 0 * " :
;are Package ltem Count Care Package Item Group | | Dropped Item Count Dropped Item Group Actor 1D Player State Health Actor Team Entity Root Component i
(ferstor from O fo counf) [Containz Loot) (ferstor from O fo counf) [Containz Loot) [clasz ATelCharscter) (clasz APawn : public AActor) [clazz ATelCharscter) [clasz ATelCharacter) [clasz AActor : public UObject)
tterator * 0x8 |, tterator * 0x10 |, I I e —L If not nul, then teammate y 0x2DC 0x290
ttem ttem Player ID Player Mame Actor Rotation Actor Position
{claze AFlayerState) (class APlayerstate) (elaze USceneComponent) (claze UScene Component)
; 0x0200

NERE 0538
ltem ID - Ultern ltem Position
[clazs USceneComponent]
¢UX1 8 Add with the Actor's Position fo
find absolute position
temiD L i

Offsets current for Version 3.7.26.
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LEADING THE GAME HRACHKING SCENE SINCE 2000

https://www.unknowncheats.me/forum/playerunknown-s-
battlegrounds/214976-pubg-structs-offsets.html
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Pubg - 73/\iF patch —}R

LODWORD{uB) = sub_F¥FF7EBF649208();

if ¢ :
|| ((LODWORD{vZ}) = sub_?¢FF7EC1875F8(),
= __ROR8__{={_OWORD =){ + 8) 7 BxFCOOBEBF4B6617FAuUiGH, 1),
= + 232,
®{_ DUWORD =}{ + 248},
{signed int) > *( _DWORD =}({ ( << 32) 7 OxADB4DASAFBZDE4GAULIGL) + BxFO))
|| *={_O0WORD =}{=({_ OWORD =}({ = << 32) © OxADB4D4SAFO2ZDE46GAUiIGY) + OXES) + 8 = )y 1= 7 =8) - { = 1),
tut) )

-

{

= Bibh;
ABEL_13:
LOBYTE( Y = B;
goto LABEL_14;

= __ROLY4__ (={ DWORD =){ + 16) © 8x5D293831, 1);
= "~ << 16) " BxB2BABEBA;
if ( (signed int) >= {signed int)qword_7FF7EFECGF B8 )

= Bi6L;

= __ROLY4__ (B62785416, 16);
= __ROLy_ { + 470094960, 16);
LODWORD( ) = “ Bx1C9C2C24;
= __ROR4__ {(1109147713, 8);
= __ROR4_ { + 463674276, B);
HIDWORD( ) = * BXE4SCENSC;
= + 24164 * (signed int)us;
¥
if (*(_DWORD =})( + B) > 29 &1 )
goto LABEL_13;
LOBYTE( Yy = 1;
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Patch Code i@HiENERRAIRT

|_|_:] DA View-A LI_:] Fsendocode-A [E) P Occurrences of binary: 33 FF AC 89 74 24 40 OF 29 74 24 30 [T] Hex View-1 [B] Structures [l Enums

unsigned __int6y4 wi7; /7
int v18; /7
char v19; //

sub_7FF7EDQBB148();
if ( (unsigned __ int8)sub_7FF7EDBF7BCA{u1) || ( = sub_7FF7EDBF7BCA{v1), { BYTE)
i
= Bidu;
if ( *={_QWORD =){ + BxC58) )
i
LODWORD{uv4) = sub_7FF7ECEEBSEB( + BxChA);

if ( ¢ y
|| ({LODWORD({u&} = sub_¢FF7ECBDAB16(),
__ROR8__(»={_QUWORD =){ + 8) " OxFCOBOEBF4BGG17FAuicn, 1),
+ 232,
={_ DUWORD =){ + 248},
{signed int) > = _DWORD =)({( | << 32) 7 OxADBADASAF B2DE4GAUiIGY) + BxFO))
|| *=(_OWORD =){=(_OWORD =){{ | <£ 32) 7 B=ADBADASAFB2DE4GAUiIGL) + B:EB) + 8 =
tulB) )
{
= Bi6h;
¥
={_0QWORD =){ + 3168) = H

¥
={_BYTE =)( + 3128) "= (*{ BYTE =){( + 3128) " ~=( BYTE *)( + 3128)) & 1;

= sub_7FF7EBFFO0BO( & ,I(__intﬁh)L"ISShuwXHay", 1u);
sub_7FF7EDDBAADB(v1, =({_0WOR 3 ca

)
sub_7FF7ED?87870(u1, ={_ BYTE =){ + 3128) & 1);
sub_7FF7EDBE7YBEB(uv1, & )

{_QUWORD =) H

{unsigned __ int64)(Biok = + 7Y »» 3;
> + BiGh = )

= Bi6h;

sub_7FF7EDA318CA( = . *(_BYTE =)( + 3128) & 1);

https://www.unknowncheats.me/forum/playerunknown-s-battlegrounds/283879-spectator-xrays.html
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KotlmH}iZIS https //glthub com/Jerry1 21 1/RadarPr0Ject o0
noderHIiZIS https .//github. com/txchen/sachmken



- Demo FIIME



SIS - RE
B ;:;-[:«_, s
.

)
h tuf'

COIOREN BIANER SPONSARS SB0 «~ AMEOUEPOS -« DOADRMLIETS « SR TRRIZANUMIANARE « BANLANINY »



jlainu"z ,51-':‘7] -RE -

* . ’

Demo - §1EEIEEEH



51 ,“‘1”@73 Wlndows API Eﬂi

GetAsyncKeyState => ENHIBE .LwEﬁézE:ﬂ'ﬁ'F
. mouse_even_t => ;. B BE

" w {24,24,24,24,24,24,24,24,24,24,24,28... }, //AKM

{ 20,21,22,21,22,22,23,22,23,23,24,24,... }, //SCAR-L
~+ {25,25,25,29,33,33,32,33,32,32,30,30,...}, //M16A4

Y \ : ,

mouse:event( MOUSE MOVE , (BESEIFH)
| | 0, (XIEE.?&!H%)

‘ recoilTable[iWeaponindex][iCount] ,

* 0, . P ‘

3); | ' . .

~ DWORD recoiITabIe[MAX_INDEX_WEAPON][MAX_INDEX_RECOIL] -

oo

https //glthub com/zhutoulala/NoRech ;
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JRMERED - EEBE -

.
* .
Multi Key
i Name
Keystroke
Double Chek|
Koystrokes
e Left Button Down
@ LentButton Up
Left Button Down
. Toxt Block 0
+ e Left Button Up
y ¥
. . 3 Mouse Function
: >
Media
" Hotkeys
" Shortcut
@ [ Record delays between events
o o 3 »d na G ePe 5
2 Function ; Display command name on the GamePanel display
Ventrilo Repeat Options
Dolay (miliseconds): SRS




Eit%gﬂﬁ?z@ﬁ == 52

" https://github.com/minglich/logitech-pubg
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ST RENEEE - [RIE

. EABIEEHAAEE , (Internal / External)
+3D EERI5IRRY 2D (Screén Data) , WorIdToScreen()

. BEBRBE+HEHAPI (mouse_event), BiBXEESE

. R E-ERSENEE
e T o




SYERENEAGE - IMEATE

4 .
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.
. *
B
.
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. |
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| Hu.whumey ‘Wil Help You.

 PIMEARMEECRETE, CRGEELRES
¢ pEwcESEEs. 0. .



SERENEE - IELAE

EAiE API:
mmvarsag

level 1: 0x30474E (shiny) 0x4A5257 (not shiny)

W

level 2: 0OxB3ACAS8 (sand colour) Ox4E4F51 /0x5A5A5A
level 3: 0x404348

{EE;E ATEEBEES , MHRTBER

[EEBRIMIETER Al El]ﬁghr’ EEAFIER, !& Al Ziﬁﬁll%"]

s

CO

https:// gdo.gI/ CPgZAW
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Unreal Engine BR4Ji8E1 85743
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19 engines detected this file

SHA-236 23338543ab42ee6081f2403a3be3d9208a8e65 7 cec2bdfeef98eia9daleccd 7y
File name SpEQEICOBZMKAIZILEWVFRi0UERICSIRGYT?=

File size 666 MEB

Last analysis  2018-07-13 08:41:24 UTC

Detection Details Community

AegisLab A\ DznoerousObject Multi Gen mpTZ AhnLab-V3 TrojanfWing2.Gen.c170119
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F-Prot W32/5-480dd00S8Eldorado KTAntiVirus
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Je  String

& UnrealPak.exe TslGame-WindowsNoEditor_uil.pak -create=pak.txt -encrypt -encryptindex -aes=450DD15D6DD2DA50AEB7 1CETVAS284CFBEA498B2EC3D52B7E336F3ES
TslGame

TslGame-WindowsNoEditor_uil.pak

TslGame-WindowsNoEditor_uil.paky”

TslGame-WindowsNoEditor_zxb.pak

TslGame.exe

TslGame_BE.exe
[Common]\r\nVersion=2\r\nCount=1\r\n[0]\r\nPath=D:\\steam\\steamappsi\common\\PUBG\\Ts|IGame\\Content\\Paks\\TsIGame-WindowsNoEditor_uil.pak\r\nType=0
V' TslGame\Ww \" \"././ ./ TslGame/*\" \"-compress

WPUBGWTsIGame\\Content\\Paks

\\TslGame-WindowsNokEditor_etc.pak

\\TslGame-WindowsNoEditor_ui1.pak

\WIslGame-WindowsNoEditor_uil.paky" \"

\WIslGame-WindowsNoEditor_zxb.pak

WiIslGame\\Binaries\\Win&4

WIslGame\\Binaries\\Win&4'\\TslGame_BE.exe

WislGame\W\Content\\Paks

WIslGame\\Content\\Paks\\TslIGame-WindowsNoEditor_etc.pak
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o UE Viewer

UE Viewer

UE Viewer
Last update: 21.06
Download Donate | FAQ Screenshots Discussion Compatibility Table Video Tutoria

Unreal Engine Resource Viewer also known as Umodel or Unreal Model Viewer is program for viewing and extracti
resources from various games made with Unreal Engine.

Feature Highlights

Loading packages from more than 300 games based on all Unreal engine generations

Visualization of skeletal meshes with animations

Visualization of internal skeletal mesh information like skeleton hierarchy and binding vertices to the skeleto
bones

Visualizarion of vertex meshes

Visualization of static meshes

Viewing supported material types and their internal structure

Export of skeletal, vertex and static meshes and animations into formats supported by 3d modeling softwarg
by Unreal engine

Export textures into tga or dds format

Export sounds, ScaleForm and FaceFX




Avatar_Female/Face/Meshes/F_Face_01.uasset
SkeletalMesh
F_Face_01

1/3
4976
8144
1/3
192




Avatar_Female/Hair/Meshes/F_Hair_©2_Zombie_Cut.uasset

SkeletalMesh
F_Hair_©2_Zombie_Cut

1/3
3566
3912
1/2
192
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: Avatar_Female/Hair/Meshes/F_Hair_@3.uasset

SkeletalMesh
F_Hair_@3

1/3
3842
5972
1/1
192




Avatar_Male/Face/Meshes/M_Face_06.uasset
SkeletalMesh
M_Face_06

1/3
15966
12973
1/3
192




Female/Eyes/Meshes/F_Eyes_K_01.uasset
SkeletalMesh
F_Eyes_K_01

1/1
1870
1568
1/1
192




Female/Eyes/Meshes/F_Eyes_K_01.uasset
SkeletalMesh
F_Eyes_K_01

1/1
1670
1568
1/1
192

-




@ UE Viewer (build 788) [C:\Users\kenny\Desktop\0622-#x®@®pak\Character]

File View Navigate SkeletalMesh Tools Help

0

3 C K Female/Back/Meshes/F_Back_A_01.uasset
Class SkeletalMesh
bject : F_Back_A_©1

LOL 3
Jerts 2108
Tris 3898
1/1
192
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Female/Armor/Meshes/F_Armor_E_©1.uasset
SkeletalMesh
F_Armor_E_©1

1/3
2525
3954
1/1
192




Package :
" Class . StaticMesh
. Object : City_Comme




Desert_School/FBX/Door_A.uasset
StaticMesh
Door_A

1/3
1854
446
1/2
2



: 1/3
: 12836
: 12360
2 173
: 192

= : Female/Jacket/Meshes/F_Ghillie_@1.uasset
: SkeletalMesh
. F_Ghillie_@1




Vegetation/Grass/tsl_Grass_01_desert.uasset
StaticMesh
tsl_Grass_01_desert

1/3
858
863
1/3
1



r (build

Package : Artifacts/Desert/HLOD/HLOD_City_Center_Square_01.uasset
Class : StaticMesh
Object : HLOD_City_Center_Square_01

LOD : 1/1
Verts : 186434
Tris : 43223

uv Set : 1/2
Sections: 2




@ UE Viewer (build 788) [C:\Users\kenny\Desktop\0622-¢x®@pak\Buildings]

File View Navigate StaticMesh Tools Help

age Artifacts/Desert/HLOD/HLOD_Arena_a.uasset
Class StaticMesh

-t A

HLOD_Arena_a

1/1
erts 7494
Tris 2818
: 1/2
actions: 2
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Package :
: StaticMesh
: HLOD_Village_Silver_Mine_Tanks_a

Class
Object

LOD
Verts
Tris
UV Set

Artifacts/Desert/HLOD/HLOD_Village_Silver_Mine_Tanks_a.uasset

i |
: 11461
: 5286
s 1)2
Sections:

1
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PAK fiRH R R R IHMIEIE R (package)
« *.uasset => Jmi£ package (info / file path)
. *.uexp => Resource File

®
F Armor_A_01 D.uasset IRi=ES
F_Armor_A_01_D.uexp iZE=S
F Armor C_01_D.uasset IRiCES
F_Armor_C_01_D.uexp EES
% F Armor_E_01_D.uasset IRiCES

F_Armor_E_01_D.uexp
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\Assets\Cha racter\FemaIe\Head\Textui'es\F_-Head_
' => #5RE

o \Assets\Chara’cter\FemaIe\Head\Textures\F_Head_ |

- => BHiRRMEEBNME (2518)

PAK-333 Assets Character

Avatar_Female

Avatar_Male

Female

ltemSpawner

e R B

Male
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o TsIGame\Content\BIueprlnts\Weapons\RechCurves\C Recoil AKM uexp
- BUS(EEIFERYE ZE 2t

Blueprints » Weapons RecoilCurves

C_Recoil_AKM.uexp
C_Recoil_AUG.uexp
C_Recoil_FALuexp
C_Recoil_Groza.uexp

C_Recoil_HK416.uexp

C_Recoil_K98.uexp

C_Recoil_M14.uexp
C_Recoil_M16A4.uexp
C_Recoil_M249.uexp

S S S S S

x 1KB 2018/6/25 7 09:07 C_Recoil_Mini14.uexp

- Google [ )
 https://battlegrounds.party/weapons/raw/C Recoil AKM.json
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C' | ® battlegrounds.party/weapons/raw/C_Recoil_AKM.json

"C _Recoil AKM": {

"@Remaining": 4,

"@SuperMame" :

"ClassMame™:

"FloatCurves":

"Keys T

"Class",
"@TemplatelName"
"CurveVector",

—Exportilama~s—C Recoil AKM",

: "Default CurveVector",

{
[
{

"StruchName" :

“"wvalue": {
"ArriveTangent": |8.1782974,
"ArriveTangentWeright "+ @,
"InterpMode": 2,
"LeaveTangent": ©.1782941,
"LeaveTangentWeight": @,
"StrucName": "FRichCurveKey",
"TangentMode": 1,
"TangentWeightMode": @,
"Time": @,
"Walue": ©.13

"RichCurveKey",

"Struchame":

"value": {
"ArriveTangent"”: ©.86788478,
"ArriveTangentWeight": @,
"InterpMode": 2,
"LeaveTangent": ©.B678886,
"LeaveTangentWeight": @,
"StrucName": "FRichCurveKey",
"TangentMode": 1,
"TangentWeightMode": @,
"Time": 8.8,
"Walue": ©.18

"RichCurveKey",

"Struchame" :

"walue": {
"ArriveTangent": ©.3476593,
"ArriveTangentWeight™: @,
"InterpMode": 2,
"LeaveTangent": ©.347654845,
"LeaveTangentWeight": @,
"StrucMame": "FRichCurwveKey",

"RichCurveKey",

Offset
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¥ | B C_Rer:o'll_AKM.uexpl

1

2 3 4 5 & 7

def float_to_hex(f):
hex(struct.unpack('<I"', struct.pack('<f', f))[@e])
(f , res)

res
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cC ‘ @ battlegrounds.party/weapons/raw/C_Recoil AKM json

Yr By C_Recoil_AKM.uexp

offset o 1 2 3 4 5 6 7
"C Recoil AKM": { gooooo0C 028 00 00 OO0 OO0 OO0 OO0 00
"@Remaining": 4, oooo0010d  AF OO0 00 GO OO OO0 OO0 OO0
"@SuperName”: "Class”, goaooooze 00 00 00 GO0 OO0 OO0 OO0 00
"@TemplateName"”: "Default CurveVector", 00000030 00 09 00 00 00 00 00 00
"ClassName": "CurveVector",
_ng L n. "C Recoil AKM", goaooo0o4c 00 86 00 GO OO OO OO0 OO0
"FloatCurves":|{ ooo000020 0O OO0 O3 00 OO0 OO0 0% 00
"Keys™: [ gooo00ed OO0 OO OO0 OO OO0 00 51 00
{ et . ", wRichC _— gaoooo7e 00 00 00 GO0 00 OO0 00 00
ruclame" : ichCurvekKey",
vyalue™: { 00000080 00 0066056666, 00 02
"ArriveTangent”:| 8.1782974, ——f 0000090 || 05 3E (98 93 36 3E| 00 00
"ArriveTangentWeight T &, oocoooRD OO0 OO 02 01 00— CD CCc - 4C
“InterpMode™: 2, 000800B0 Eﬁ 00 00 00 00 2E B
"LeaveTangent": @.1782941, 000000C0 SA 99 19 co o’ 3F
"LeaveTangentWeight": @, - -
"Struchame": "FRichCurwveKey", 000000D0 Bg 0g” 00 00
"TangentMode": 1, oooo o8 00 00 00 057 00 00
"TangentWeightMode": @, Uooo00FD  ES 00 00 OB
";;EE;_B.13 00000100 00 00
} N ooooo0110 00 02 DD o0 o0
3, oooool1zZo 00D oo o0 00
{ ooooo013 o0 00 00 0% 00
"StrucName": "RichCurveKey", 00 140 00 00 00 87 00
"value": {
"ArriveTangent": |0.86788478, 00020150 00 00 00 00 00 00 00
"ArriveTangentWeight : @, o 00 00 OO0 0O OO0 00 0O 02
"InterpMode™: 2; 004 o0 00 00 00 00 00 00 a0
:LeaveTangent“:_BI.EIEBESI?B?BG, gooC0180 00 OO O0Z 01 OO0 OO OO 0O
,LeaveTangentlleigiit":g, 00000130 00 00 00 00 00 00 00 00
StrucName": "FRichCurveKey
"TangentMode™: 1, oo0001A0 OO0 OO0 CO 3F OO OO0 OO0 00
"TangentWeightMode": gocoolgo OO OO OO OO OO OO OO DO
"Time": 9.8 gooo0lce 0O 00 00 GO0 OO0 OO0 00 00
) Value®: ooaoo0lpd 00 00 00 02 01 00 00 00
} goCo0lE0 OO OO OO OO OO OO OO DO
{ oooo0lFd 0O OO0 OO0 GO0 OO0 OO0 02 00
"StrucName": "RichCurveKey", ooooozo 00O OO0 00 GO0 OO0 00 %4 00
“value®: { } 00000210 00 00 00 00 0O 00 00 0O
aprraveTangent : 9.317059% 00000220 00 00 00 00 00 00 00 09
rriveTangentlieight": @,
"InterpMode™: 2, ooaoo0z30 00 OO0 OO0 GO OO0 00 00 eB
"LeaveTangent": ©.347654045, goooo0z40 00 OO0 OO OO OO OO OO OO0
::LEEVETa”gﬁ”tTEi_Eh‘t“ 1 e, . goaoooz50 00 00 00 OO0 OE OO OO0 OO0
StrucName": "FRichCurveKev", annnsen | An AR AA AR 0+ A0 AR A6
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:'_FloatCur"ves_l "E | C_RECDi'_ﬁ.m.LIE)(p

Keygf}i offset 0 1 2 3 4 5 6 7 8 9 A B C D E F
"Struchame”: "RichCurveKey™, 00000000 08 00 OO0 00 OO 00 OO0 00O OFE OO0 OO 0O OO0 0O OO0 00

"walue": { 00000010 AF 00 00 00 0O 00 00 00 OC 00 00 00 00 00 00 00 —
"ArriveTangent": ©.609045565,7797 00000020 00 00 00 00 00 OO 0O 00 0O OO 0O 0O OO 0O 0O 0O
"ArriveTangentheight”: @, 00000030 00 0% 00 OO OO OO OO OO OO O3 00 OO0 OO OO 00 00

"InterpMode™: 2,
"LeaveTangent": ©.6098472, plele]
"LeaveTangentlWeight": @, e

gooooo40 00 8¢ 0O OO 0O OO OO OO OO OE OO OO0 OO OO 00 00 T
gooooos0 |00 0O O3 0O 00 OO 0% OO0 OO0 OO0 OO0 00 00 OO0 0OE 00

“StrucName”: "FRichCurveKey™, 00000060 0O 00 00 00 00 00 51 00 00 00 00 00 00 00 0D 00 Q
"TangentMode": 1, 00000070 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00
"TangentWeightMode": @, 00000080 00 00 00 00 00 00 00 02 01 00 00 00 00 00 BE 1E .
"Time": @, 00000090 05 3E 98 93 36 3E 00 00 00 00 BB 92 36 3E 00 00 >"“6> »7 6>

, Value®: @.55 000000A0 00 00 02 01 00 CD CC 4C 3F EC 51 38 3E 2D 07 8B fin21Q8>- <

. 00000080 3D 00 00 00 00 2E 09 8B 3D 00 00 00 00 02 01 00 = . <=

h 000000CO SA 99 19 40 CD CC CC 3E 66 00 B2 3E 00 00 00 00 &= @fii>f =>

"StrucName": "RichCurveKey", goo000D0 BE FF B1 3E OO OO OO OO OA OO OO 0O OO OO OO0 0O 9gyx>
“value®: { i} 55~ 000000E0 08 00 00 00 00 00 00 00 OE 00 00 00 00 00 00 00
_,E::;zgzEgs:zwéi;f??ag%?: "7 000000F0 ES5 00 00 00 Ol 00 00 00 OC OO OO OO OO 00 00 00 &
“InterpMode: 2., ’ 00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
“LeaveTangent”: ©.0658768043, 2 00000110 00 09 00 00 00 00 00 00 00 03 00 00 00 00 00 00
"l eaveTangenthieight”: @, **° 00000120 00 BC 00 00 00 00 00 00 0O OE 00 00 00 00 00 00 %
"Struchame": “FRichCurveKey", 00000130 00 00 05 00 00 00 09 00 00 00 00 00 00 00 OE 00
"Tangenthode™: 1, 00000140 00 00 00 00 00 00 87 00 00 00 00 00 00 00 OD 00 :
,,E:gf?tg‘_e;ght”“'e - @ 00000150 00 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00
eleet: 6.8 00000160 00 00 00 00 00 00 00 02 01 00 00 00 00 00 00 00
} 00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00
1, 00000180 00 00 02 01 00 00 00 00 00 00 00 00 00 00 00 00
{ _ 00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 02 01 00
::f;;z;ﬁf‘m?'” “RichCurveKey™, 00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 A2
“ArriveTangent™: 0.302177429, PP 000001B0 00 00 00 00 02 01 00 00 00 00 00 00
"ArriveTangentWeight”: ©, 000001ca 00 00 00 00 00 00 00 00 00 00 00 00
"InterpMode”: 2, 00 00 00 02 01 00 00 00 00 00 00 00 00 00 00 0O
"LeaveTangent": ©.3021756, > 00 00 00 00 00 00 00 00 00 00 00 00 00 0O ORA 00
"LeaveTangentWeight™: @, 000001F0 00 00 00 00 00 00 08 00 00 00 00 00 00 00 OE 00
,,?::;Zﬂimid;“:FET"‘““"" ey, 00000200 00 00 00 00 00 00 94 00 00 00 02 00 00 00 OC 00 "
“Tangentied = o, 00000210 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
nTime": | 1. 00000220 00 00 00 00 00 00 00 09 00 00 00 00 0O 00 00 03
"Value": 1 00000230 00 00 00 00 00 00 00 6B 00 00 00 00 00 00 00 OE k
} 00000240 00 00 00 00 00 00 00 00 02 00 00 00 0% 00 00 00
I 00000250 00 00 00 00 OE 00 00 00 00 00 00 00 36 00 00 00 3
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Make Bypass Greate again

FOlder LOCk Version 7.7.6 k=

s (C) > Program Files (x86) > Steam > steamapps > common >

&
a v pakchunk5200-WindowsNoEditor_lod.pak

Add Ttemec pakchunk5200-WindowsNoEditor_map_base.pak
to Lock pakchunk5200-WindowsNoEditor_mergedactors.pak
Protection pakchunk5200-WindowsNoEditor_ui.pak
pakchunkO-WindowsNoEditor_assets_textures.pak

C:\Program Files (x86)\Steam\...\pakchunk5200-WindowsNoEditor_ui_1.pak . . . .
gram Fies (x8b/\steam pakehunks neo eaitor_uL1.p o pakchunkO-WindowsNoEditor_assets_textures_vegetation.pak

pakchunkO-WindowsNoEditor_config.pak
pakchunk1100-WindowsNoEditor_assets_artifactpak

pakchunkO-WindowsNoEditor_map_base.pak
pakchunk1100-WindowsNoEditor_sound.pak

sword Wallets pakchunk1-WindowsNoEditor_maps.pak
pakchunk1-WindowsNoEditor_objects.pak
pakchunk1-WindowsNoEditor_sound.pak
pakchunk1000-WindowsNoEditor_assets_textures_buildings.pak
pakchunk1000-WindowsNoEditor_assets_textures_common.pak
pakchunk1100-WindowsNoEditor_ui.pak
pakchunk1200-WindowsNoEditor_sound.pak
pakchunk5000-WindowsNoEditor_heightmap.pak
pakchunk5000-WindowsNoEditor_sound.pak
NewSoftwares.net pakchunk5100-WindowsNoEditor_sound.pak

OCK =
horized devices | pakchunk5200-WindowsNoEditor_ui_1.pak

=t e —

—
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PLAYERUNKNOWN'S BATTLEGROUNDS [{+ BattlEye b DIk B & &0 #3 k
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Make Bypass Greate again

i TslGame e 17.59 1867516 K 1060892 E 3892 TslCame Bluchele GinnoCames, Inc. (8
Type Mame : Handl: Arress Object Addres:
File CProgram Files (x96)Stemstemapps common PUBC T Camme Binarics Winid (weD4 00100020 (wFFFFOCRDAF3304C0
File CProgrim Filts (186)Stemstmapps common PUBCHTS]Came Binaries Winsheseoondary.dat On178% (001 2019F (wFFFFOCRDS 1 C77450
Fie Ptz Fles (7 sb e rarn s ramappe eornon EUB O Sl amer onen P pako ko - W mdows Nobdor ok (wE7a (00120089 [ FFFFaCD49351080
File CProgram Files (186)Semstmapps common PUBCHTS ame - ontent Paks ke humkO- Windews NoBditor pak (wERD w001 20085 OxFFFFOCRDAE7EI600
File C*Program Files (86)Semstmapps common PUBCHTs] SameY-ontent Paks'pakehumkO- Windows NoBditor pak w4 0001 20085 OxFFFFOCADAEDRCS0
File C*Program Files (86)Sem'stemapps commeon PUBCH TS Came-ontentPalks'pakehnnkO- WindowsMeFditor_asset,_registry.pak (674 (w001 20085 (xFFFFOCRD 51 BRFAF)
File CProgram Files (96)Stemstemapps common PUBCH TS ameentent Paks ke humk0- Windews NoBditor_asses.pak (G0 (w001 20089 (wFFFFOCRD IR 32EF)
File: CProgram Files (x96)Stemstemapps common PUBC T Cameentent Paks ke hnmk0- Windews NoBditor_assets. pak OxDIAR (w001 20089 (wFFFFOCRDAER 30EF)
File CProgram Files (186)Stmstmapps common PUBCH T Cameentent Paks ke humk0- Windews NoBditor_assets. pak (wEEC (w001 20085 (wFFFFOCRDSCF2FEF)
File CProgram Filts (186)Semstmapps common PUBCH T CameContentPaks gk hnnkf- WindowsNeBditor_assets_artifact pak (M66C w001 20085 (nFFFFOCRD 50304020
File CProgram Filts (186)Semsemapps common PUBCH T Cameontent Palspakrhnnk- WindowsNeBditor_assets_artifact pak ORECC w001 20085 wFFFFOCRDAET36EFD)
File C*Program Files (86)Semstmappe common PUBCHTs] Same-ontent Paks'pakehumkO- Windows NoBditor_assets_tertres pak (68 0001 20085 OnFFFFOCIDA 81 BaCAD
File C*Program Files (86)\Stemstamappe common BUBCHTS] ame-ontentPaks gakehunkO- Windows NoBditor_assets tertres pak OxEDD (w001 20085 (xFFFROCRDAETA AS0
File CProgram Files (96)\Siemstemapms common PUBC TSI Cameontent Paks pakrhnnk0- WindowsNeEditor_assets_tetmes_artifact pak (mid (w001 20089 (wFFFFOCIDS ASDISED
File: CProgram Files (96)\Stemstemapns vommon PUBC TSI Cameontent Paks pakrhunk(- WindowsNeBditor_assets_tertmes_bmildings, pak (0 (w001 20089 (wFFFFOCIDADIEAASD
File CProgram Files (186)Stemstmapps vommon PUBC T CameontentPals palzrhunk0- WindowsNeBditor_assets_tertms_bmildings, pak wECE (w001 20085 (WFFFFOCRDS 1916540
File CProgram Filts (186)\Stemstemapps vommon PUBCH T CameontentPaks palzrhumk0- WindewsNeBditor_sssets_tertms_commen.pak (M50 w001 20085 (wFFFFOCRDMFB 27080
File CProgram Filts (86)Semstmapps common PUBCH T CameontentPals pakrhnnkd- WindowsNeBditor_assets_tertms_veastition pak Om658 w001 20085 OwFFFFOCEDA 8050520
File C*Program Files (r86)Stemstemapps common PUBCH T Came-ontent Palspakrhnnk0- WindowsMNeEditor_assets_tewtms_vesstition,pak OxEF4 0001 20085 OxFFFROCEDAERS AAD0
File C*Program Files (r86)Stem'stemapps commeon PUBCH TS Came-ontentPaks pakehnnk0- WindowsNeFditor_assets_world, palk Omé54 (w001 20085 OxFFFFOCEDI5 A72850
File CProgram Files (96)\Siem'steamapms commeon PUBCHTSICameontent Palks palzehunkO- WindowsNeEditor_assets_world,pak (wEF0 (w001 20089 (wFFFFOCRD4EERR910
File: CProgram Files (x96)Stemstemapps common PUBC TSI CameContent Paks pakrhnnk0- WindowsNeBditor_assets_world,pak (REFC (w001 20089 (wFFFFOCRDAERS SEF)
File CProgram Filts (186)Stemstmapps vommon PUBC T CameontentPals palzr om0 WindewsNeBditor_ronfiz pak (G50 (w001 20085 OnFFFFOCIDS0A7ICE)
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Make Bypass Greate again

'atPlayer Discord LINE

c:WUsers\kenny\Desktop=python test.py
Test~

T ; o :
- ot - N o PR AP | | -
> IR
Test~
/£ Folder Lock est~
ot~
gst~
Test~
Tegt~
Test~
Tegt~
H Encrypt Files CPU Usage: 11.76% Commit Charge: 68.89% Processes; 238 ssical Usage: 57.80% %Sgt:
Protection Test~
[est~
Test~
[est~
Test~
[est~

al.ockFoklers

# Secure Backup
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IWTESERRE - BattlEye

-+ BattlEye is 100% developed in Germany.

- b BattIEye (BE) was founded by Bastian Suter in October 2004
« J\EMEE Ex‘%ﬁpﬁk@l‘hh%

o HIEAIRIS W|n1O x64




oimzER:E — Kernel Mode

rmtaebhaz - O B
ef2 |SEEEm PR | muaeT | EREBST | @ |Ems| e | Evss | aoonE | =ies | mE | En |

FUEE | 3RGREED | DPCRERRES | TIRMRFISIE | Hal | wof | STRFRG | R | #isn | B8O | 0T |

RN BT | 3213 | B | A
0xFFFFF80045C66340 CreateProcess C:\Program Files (x86)\Common Files\BatiEye\BEDaisy.sys SFFIFE

0xFFFFFB0045CE6628 CreateThread C:'Program Files (x86)\Common Files\BattEye\BEDaisy.sys HIFFIFIL

OxFFFFF30045C6 7264 LoadImage C:'\Program Files (x36)\Commen Files\BatlEye\BEDaisy . sys SZFIFE

OxFFFFFB003FFF3204 PlugPlay C:\WINDOWS\system32\DRIVERS hemon, sys VMware, Inc. PCALLBACK_RECORD = OxFFFFCO008327AD40
0xFFFFF8003FFEECES PlugPlay C:\WINDOWS \system32\DRIVERS \hcmon. sys VMware, Inc. PCALLBACK_RECORD = OxFFFFCO0094FA0520
OxFFFFF3003F44CE30 CreateProcess CAWINDOWS\system32\DRIVER S idmwip. sys Taonec Inc.

0xFFFFF2003FA 14080 CreateProcess C:'Program Files\Sandboxie'SbieDrv.sys Sandboxie Holdings, LLC

0xFFFFFR003FA 14040 CreateThread C:\Program Files\Sandboxie'ShieDry.sys Sandboxie Holdings, LLC

OxFFFFER003FA 13640 LoadImage C:'Program Files\Sandboxie\ShieDrv.sys Sandboxie Holdings, LLC

0xFFFFF2003FA10B20 CmpCallbadk C:'Program Files\Sandboxie'SbieDrv.sys Sandboxie Holdings, LLC

OxFFFFF3003F 139443 PlugPlay C:\WINDOWS\system32\DRIVER S \akwaxe4.5ys Qualcomm Atheros, Inc. PCALLBACK_RECORD = OxFFFFCO00723A4CA0
OxFFFFF3003D7ET0AS CreateProcess C:\WINDOWS \system32\DRIVER S \nvlddmkm. sys MVIDIA Corporation

OxFFFFFE0030811EAC CreateThread C:YWINDOWS system32'\DRIVERS \nviddmkm.sys MVIDIA Corporation

OxFFFFF800307EBDEC CmpCallback C:\WINDOWS system32\DRIVERS \nvlddmkm. sys MVIDIA Corporation

OxFFFFF300307E4930 BugChedkR easonCallback C:YWINDOWSsystem 32\DRIVER S \nvlddmkm. sys MVIDIA Corporation PCALLBACK_RECORD = 0xFFFFFBO03DFCE3ES
OxFFFFF30030D25870 PlugPlay C:YWINDOWS system32'\DRIVERS \nviddmkm.sys MVIDIA Corporation PCALLBACK_RECORD = OxFFFFCO0073357990
OxFFFFF8034CB7AFSC CreateProcess C:\WINDOWS\system32\ntoskrnl. exe Microsoft Corporation

0xFFFFF3003BCE25F0 CreateProcess C:\WINDOWS\System32\Drivers\ong.sys Microsoft Corporation

0xFFFFF8003CEE3000 CreateProcess C:\WINDOWS\System32\Driverstksecdd. sys Microsoft Corporation

OxFFFFFE003C937720 CreateProcess C:\WINDOWS\System32\drivers\topip. sys Microsoft Corporation

0xFFFFFE003B832F2C CreateProcess C:\WINDOWS\system32\CLdI Microsoft Corporation

0xFFFFF30040168810 CreateProcess C:\WINDOWS\system32\drivers‘\peauth.sys Microsoft Corporation

OxFFFFFE003D554F 70 LoadImage C:\WINDOWS\system32\DRIVER S \ahcache, sys Microsoft Corporation

0xFFFFF8003CF031BC BugChedkCallback C:\WINDOWS\system32\drivers\ndis.sys Microsoft Corporation PCALLBACK_RECORD = OxFFFFEDOQ199EBIAS
0xFFFFF8003CF031BC BugChed:Callback C:\WINDOWS\system32\drivers\ndis.sys Microsoft Corporation PCALLBACK_RECORD = OxFFFFEDOQ199F 19A8
OxFFFFF8003C7031BC BugCheckCallback C:YWINDOWS\system32\driversindis.sys Microsoft Corporation PCALLBACK_RECORD = 0xFFFFEDO0199EDIAS
OxFFFFFB034CA312E4 BugCheckCallback C:\WINDOWS\system32thal.dll Microsoft Corporation PCALLBACK_RECORD = OxFFFFF8034CASDT30
0xFFFFF8003BA1A00C BugChediReasonCallback C:\WINDOWS\System32\Drivers\WppRecorder sys Microsoft Corporation PCALLBACK_RECORD = OxFFFFEDO02441C040

oc

BugCheckR.easonCallback

C:WINDOWS\System32\Drivers\WppRecorder.sys

Microsoft Corporation

PCALLBACK_RECORD = OxFFFFED0022C35850

« CreateProcess callback => Ei3zFHRIAY Process
« CreateThread callback- => Ei¥=FRIEY Thread

= > ESEEAN Image

» Loadlmage callback




SHTEEHRE — Kernel Mode

rmtaebhaz

¥ | EREeT | @ | ams|

¥z | Hal | Wdf

oration
an
ntEx 3 N ation
UMNT PreFun H
JNT PreFun
C PLETE PreFun

MinjFilter
. IRP'MJ ACQUIRE FOR SECTION SYNCHRONIZATION

. f&58 DIl Inject —)



£12 | EBEhisLE |

Kernel API [iERIERES]
 Strip Process / Thread Handle

» PROCESS VM OPERATION
. PROCESS VM READ

. PROCESS VM WRITE

. PROCESS DUP HANDLE



SHTERVRZE — Kernel Mode

R {E5EBR S5 (BE) RIEHE1T

4.3.4 - E70507 o
i E



P mzERSE — User Mode
" ntdll.dll->DbgBreakPoint |
ntdll.dll- >DbgU|RemoteBreak|n > Anti Debuger

KERNEL32 DLL- >LoadL|braryExW
KERNELBASE.dII->ResumeThread => Ant| Code InJect

. 'USER32._dII'—>CreateW|ndowExW
- . d3d9.dll->Direct3DCreate9
d3d9.dll->Direct3DCreate9Ex
~ .DDRAW.dIIl->DirectDrawCreate
. dxgi.dll->CreateDXGlFactory = Anti Directx Control

¥SER32 dil->GetCufsarfont

USER32.dll->GetKeyState . e
USER32.dll->SetCursorPos => Anti aoto mouse / kerboard
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zekRsE — User Mode Bypass

Global
Inject

SetWino‘wsHookEx (WM_CALLWN DPROC , Hooker , Module , 0)

oon FUB G Engine' Binaries Thicd Padsy W ID LAY Sarne o

herentU T TG TV incd e
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i&%ﬁ{%a . Kernel Mode Bypass

- Bypass
Kernel API : MmCopwatuaIMemory

[5NTSIETUS KeReadVirtualMemory(PEPROCESS Prﬂceis, PVOID SourceAddress, PVOID TargetAddress, SIZE T Size)
{

SIZE T Result;

__try

?

=

1f (NT SUCCESS(MmCopyVirtualMemory(Process, SourceAddress, PsGetCurrentProcess(),
TargetAddress, Size, KernelMode, &Result)))
: return STATUS SUCCESS;
}
__except (EXCEPTION EXECUTE HANDLER)
{

. { /DbgPrintEx( 0,0, "KeReadVirtualMemory Exception");
}
return STATUS ACCESS DENIED;
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Bz [SkOREE

—J%'YH: EJJ,U\ %_ff: i?i&}rrnfl: 1

Vmprotect =

REfR g W|II help you.

- BEFEStrings

- [Bypass BattIEyeJ -> Z:}ﬂl{ﬂ}ﬂl%}ﬂl'ﬁ'? |
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. e
. f8E / B/ BN
. IREIBEZA/ 3GB HISMINE?

ERET, (exe)

FUBG_Hack exe

2 80 GB (3,016,486,479 {1748

280 GB (3,016,486,912 {ITTE)
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|ntei® BB (Intel® VT)

“. . . ) ‘. T l
¥ VM VM vMCS
Entry Exit Configuration

H/W VM Control
Structure (VMCS)

b ;



Intel® Fﬁfi’ﬁﬂﬁﬁ'ﬁﬁ (Intel® VT) - HyperPlatform

* _ Satoshi Tanda P

https //glthub com/tandasat/HyperPIatform
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Intel® FEEHLELAT (Intel® VT) - &

- Analyzing kernel mode rootkit

- Virtual-machine-based sandbox ~

- Reverse-engineering the Windows kernel

« Hide memory patch from usermode & kernelmode



Hlde memory patch W|th Intel® VT

\l

-----




Intel® RS (Intel® VT

E“{’E KernelMode SSDT Func Hook
« Bypass Anti Rootkit (PC Hunter / Poower Tool)
 Bypass Patch guard

GHT’STHOOK




Intel® FERHLILHT (Intel® VT)

Demo Intel VT Rootklt [ )='|']
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Lorem ipsugn dolor sit amet, consectetur adipisicing elit,
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud s
exercitation ullamco laboris nisi ut aliquip ex ea
comfmodo consequat. Duis aute irure dolor in reprehen- 2
derit in voluptate velit esse cillum dolore eu fugiat nulla . .
pariatur.
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