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Campaign Success
• At least one target fell victim
• Interesting post-compromise tactic

• Detection avoidance?
• Better server-side component?
• Hand-off



Campaign Takeaways
• Largely based on publicly available content
• Excellent social engineering, average technical sophistication

• No 0day
• Custom implants

• Still successful
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Connections
• First order - directly observed
• Second order - infrastructure
• Nth order

• Code reuse？
• Shared development technique?
• Uncommon naming convention?



Closed Espionage Ecosystems



Su Bin
Arrested: 28 June 2014

Sentenced: 13 July 2016

Worked with 2 unnamed co-conspirators to 
identify and sell information stolen using 
malware intrusions

Interesting glimpse into resources of people and 
organizations responsible for malware 
intrusions



Group Size

Source: Source:  https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-systems-steal-sensitive



Cost

Source: Source:  https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-systems-steal-sensitive



Final Customer

Source: Source:  https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-systems-steal-sensitive



Final Customer

Source: Source:  https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-systems-steal-sensitive



Additional Collection Priorities

Source: Source:  https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-systems-steal-sensitive
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Parting Thoughts
● There are enough public, basic tools enabling average actors 

to cause harm
● Closed espionage ecosystems make it difficult to accurately 

segment and describe harms
● Interesting future work to be done on formal methods and 

campaign connections



Civil Society Coordination Problem
Victims -> Researchers

● Awareness
● Lack of trusted contacts
● Privacy concerns
● Researcher incentives

Researchers -> Victims

● “Nexus-only” knowledge
● Lack of trusted contacts
● Cannot close the loop
● Investigative concerns



The Public’s Problem
● The public interest is in having a safe, healthy, and 

fully-functioning society
● Civil Society has long been a part of pushing societal limits
● Internet plays an increasingly critical role
● Awareness of targeted surveillance impacts to CSOs is 

important
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