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genesis@ubunty;:~/syscall-hookings sudo insmod syscall_hooking.ko
[suwdo] password for genesis:

genesis@ubuntu:~/syscall-hooking$ is

Killed
genesisBubunty:~/syscall-hookings cleal]


http://www.youtube.com/watch?v=QqUklA6oziQ

SYSTEM CALL 2




Chavecteristic

LERENRE - PRRARN METRATESEEEN

RIS —-2NY - T RENYERNICAnan




System call
sys_read

Sys_write

sys_open

sys_close

sys_stat

sys_fstat

sys_lIstat

sys_poll

sys_lseek

sys_mmap

%rdi
unsigned int fd
unsigned int fd

const char
*filename

unsigned int fd

const char
*filename

unsigned int fd

fconst char
*filename

struct poll_fd
*ufds

unsigned int fd

unsigned long
addr

%rsi
char *buf

const char *buf

int flags

struct stat
*statbuf

struct stat
*statbuf

struct stat
*statbuf

unsigned int nfds

off_t offset

unsigned long len

%rdx
size_t count

size_t count

int mode

long
timeout_msecs

unsigned int
origin

unsigned long
prot

http://blog.rchapman.org/posts/Linux_System_Call_Table for x86 64/

unsigned
long flags

unsigned long
fd

unsigned
long off
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Program

open()

User Space

GLIBC

open()

syscall

}

Kernel Space
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Program

open()

User Space

GLIBC

open()

syscall

}
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1. {# PAGE_OFFSET BAfR#k
2. £ 8 bytes {FLL ¥
3. WEE NR close HEEEBEEMN

sys_close HY address
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Why sys_close ?

EXPORT_SYMBOL(sys_close):
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& MSR_LSTAR HPEXH entry SYSCALL 64 BI{IE

void syscall_init(void)

{

/*

* LSTAR and STAR live in a bit strange symbiosis.

* They both write to the same internal register. STAR allows to

* set CS/DS but only a 32bit target. LSTAR sets the 64bit rip.

* /’
wrmsrL(MSR_STAR, ((u64)_USER32 CS)<<48 | ((u64)__KERNEL_CS)<<32);
wrmsrL(MSR_LSTAR, (unsigned long)entry SYSCALL_64);

https://elixir.bootlin.com/linux/v4.4/source/arch/x86/kernel/cpu/common.c#L 1189
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https://elixir.bootlin.com/linux/v4.4/source/arch/x86/kernel/cpu/common.c#L1189

fi S B IA

% entry SYSCALL_64 &

'SCALL_64_fastpath:
ALL_MASK 0

CMpQq

andl

cmpl

ja 1f
movq %r10, %¥rcx
call *sys_call_table(, ¥rax,

' ’ VIV ren)
Mov(qg alfax, RAX (Al 5P)

https://elixir.bootlin.com/linux/v4.4/source/arch/x86/entry/entry 64.S
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https://elixir.bootlin.com/linux/v4.4/source/arch/x86/entry/entry_64.S
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00000000000000ac <entry SYSCALL 64 fastpath>:

ac:
bl:
b6:
b8:
kb:
s
-

25

ff
21

0of

0 =
w0

(Ta)

ff
02

dl
c5

ff bf
00 00

00 00
24 50

00

00

and

%ri10, %rcx
*sys_call_table(, %¥rax,

RAX(S

eax, OxXbfffffff

eax, 0x221

c7 <entry SYSCALL 64 fastpath+Oxlb>
rcx,rlo0

QWORD PTR [rax*8+0x0]

QWORD PTR [rsp+0x50],rax

rax

—en S
Yy

S
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Et ¥ machine code

code[0] == OXFF && code[1] == 0x14 && code[2] == OxC5 && code[7] == 0x48

&& code[8] == 0x89 && code[9] == Ox44 && code[10] == 0Ox24

00000000000000ac <entry SYSCALL 64 fastpath>:

ac:
bl:
b6:
b8:
bb:
i
-

25
3d
77
4c
ff
48
50

ff
21
Of

0 =
0

(Ve

ff
02

dl
c5
==

ff bf
00 00

00 00 00 00
24 50

and
cmp
ja
mov
call
mov
push

eax, OXbfffffff

eax,0x221

c7 <entry SYSCALL 64 fastpath+Oxlb>
rcx,rl0

QWCRD PTR [rax*8+0x0]

QWORD PTR [rsp+0x50],rax

rax
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sys_call_table I EFLTE code[3~6]

P.S. Ei2f8signed extended to 8 bytes

00000000000000ac <entry SYSCALL 64 fastpath>:

ac:
bl:
b6:
b8:
bb:
S
s

25
3d
77
4c
ff
48
50

ff
21
0f
89
14
89

ff
02

dl
cS
44

ff bf
00 00

00 00 00 00
24 50

and
cmp
ja
mowv
call
mowv
push

cax, OXbfffffff

eax, 0x221

c7 <entry SYSCALL 64 fastpath+Oxlb>
rcx,rlo

QWORD PTR [rax*8+0x0]

QWCRD PTR [rsp+0x50],rax

rax
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NG

e Spectre CVE
e patch with retpoline

-

sys_call_table(, %rax
__x86_indirect_thunk_

*sys_call_table(, ¥rax,

https://elixir.bootlin.com/linux/v4.4.189/source/arch/x86/entry/entry 64.S
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https://elixir.bootlin.com/linux/v4.4.189/source/arch/x86/entry/entry_64.S

/MR - fiF

e Spectre CVE
e patch with retpoline

- -
1) § ~

sys_call_table(, %rax,
__xX86_1indirect_thunk_rax

*svs_call_table(,

#fendif

48 8b 04 c5 00 00 0O mov rax,OQWORD PTR [rax*8+0x0]

e8 00 00 00 0O call lal <entry SYSCALL 64 fastpath+0x24>
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Meltdown CVE
KPTI patch (trampoline)

vold syscall_init(voild)
{
extern char _entry_trampoline[];
extern char entry_SYSCALL_64_trampoline[];

int cpu = smp_processor_id();

unsigned long SYSCALL64_entry_trampoline =
(unsigned long)get_cpu_entry_area(cpu)->entry_trampoline +
(entry_SYSCALL_64_trampoline - _entry_trampoline);

wrmsr (MSR_STAR, 0, (__USER32_CS << 16) | __KERNEL_CS);
if (static_cpu_has(X86_FEATURE_PTI))

wrmsr L(MSR_LSTAR, SYSCALL64_entry_trampoline);
else

wrmsr L(MSR_LSTAR, (unsigned long)entry_SYSCALL_64);

https://elixir.bootlin.com/linux/v4.14.138/source/arch/x86/kernel/cpu/common.c#L 1491

28


https://elixir.bootlin.com/linux/v4.14.138/source/arch/x86/kernel/cpu/common.c#L1491

NG

e Meltdown CVE
e KPTI patch (trampoline)

GLOBAL(entry_SYSCALL_64_after_hwframe)
pushqg %rax /* pt_regs->orig_ax */

PUSH_AND_CLEAR_REGS rax=$-ENOSYS
TRACE_IRQS_OFF
/* IRQs are off. */

movq %rsp, %rdi
call 54 /* returns with IRQs disabled */

https://elixir.bootlin.com/linux/v4.14.138/source/arch/x86/kernel/cpu/common.c#L 1491

AS


https://elixir.bootlin.com/linux/v4.14.138/source/arch/x86/kernel/cpu/common.c#L1491
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Meltdown CVE
KPTI patch (trampoline)

__visible void do_syscall_64(struct pt_regs *regs)

{

struct thread_info *ti = current_thread_info();
unsigned long nr = regs->orig_ax;

enter_from_user_mode();
local_irq_enable();

if (READ_ONCE(ti->flags) & _TIF_WORK_SYSCALL_ENTRY)
nr = syscall_trace_enter(regs);
/ %
* NB: Native and x32 syscalls are dispatched from the same
* table. The only functional difference is the x32 bit 1in
* regs->orig_ax, which changes the behavior of some syscalls.
* / £
if (likely((nr & __SYSCALL_MASK) < NR_syscalls)) {
nr = array_index_nospec(nr & __SYSCALL_MASK, NR_syscalls);
regs->ax = sys_call_table[nr](
regs->di, regs->si, regs-=>dx,
regs->rl10, regs->r8, regs->r9);

}

syscall_return_slowpath(regs);

https://elixir.bootlin.com/linux/v4.15.18/source/arch/x86/entry/common.c#L269
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https://elixir.bootlin.com/linux/v4.15.18/source/arch/x86/entry/common.c#L269




EZEMA

e /proc/kallsyms
e /boot/System.map
e kallsyms lookup name(“sys_call_table”)
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EZEMA

genesis@genesis:~$ sudo cat /proc/kallsyms | grep sys call table
fEIfffrr81a00200 R sys call tables

genesis@genesis:~$

sudo cat /boot/System.map-4.4.0-138-generic | grep sys call table

fEffffff81a00200 R =

KK]



NG

e /proc/kallsyms
o ZEE /proc/sys/kernel/kptr_restrict 5% E % 0 or 1
e /boot/System.map
o INRHBKASLRHIEE, EREME mappingflECiEEEf &R — %
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KERE

e CONFIG_KALLSYMS_ALL=n
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o EREEM X HEKEH
e FlIFA sys_call_table #{fFNTE rodata BzEI4F14E

o 1518 kallsyms_lookup_name $kZE| _etext

o ¥75 HPAGE_SIZE #&Fi=Z rodata HURCIR{IE
o ZRLLIGHIFAE #thik
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RS EiR A
| 916031d1 T _etext - -
916031d1 T _ indirect thunk end

ffffffff916031d4 R _ start_notes
fffffff916033a8 R _ stop_notes
fFffffff916033b0 R _ start__ ex_table
fFFfffff91609818 R __stop__ex_table
fEFFffff91800000 r _ func 57807

ffffff91800000 R start rodata
fEffffff91800020 r _ func__.57782

B
fffffff91800033 r _ func__.4836
fFFfffff91800040 r _ func__.4805
frffffffo1800048 r _ func_ .4795
fEffffff91800050 r _ param _str_initcall debug
fIffffff91800060 R linux_proc_banner
fFFFffff918000cO R linux_banner
FIFfffff91800180 r

__func__.39765
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write protection

e modify PTE
e disable WP in CRO

41



em—

B (@ kernel module

% El sys_call_table

B{& function

HERE hook BY syscall IR{RE R function B 2

RN
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