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Agenda

1. The detection results of IoT-based honeypot system

2. The unknown malware sample harvest

3. The observed distribution of IoT exploits

4. The distance between IT and OT attacks
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1. The detection results of IoT-based honeypot system
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About honeypot (Can we know the unknown?)
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200+ honeypots
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The usernames and passwords of attackers can be 
collected from honeypot traffic
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Top 20 usernames and passwords used by attackers
(2019-01-01 ~  2019-05-31)

Username/Password Pair Mapped Devices

root/xc3511 Xiong Mai Technology IP cam, 
DVR, NVR from China

root/vizxv Dahua IP Camera

root/888888 Dahua DVR

default/S2fGqNFs HiSilicon IP Camera

default/OxhlwSG8 HiSilicon IP Camera

root/taZz@23495859 Unknown devices

11

The top N usernames and passwords can be used to 
indicate the victims of current attacks.
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Sometimes, we can get traffic for printers
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PJL (Printer Job Language)

PCL (Printer Command Language)

.%-12345X - UEL (Universal Exit Language) Command
E - printer reset
*r3F - Raster image prints along the width of the physical page
*r2480s3508T - [s#T] Typeface Family command
*t75R - Raster Graphics Resolution
&l0E - Set top margin to 0
*v6W -
*r1A - Start graphics at current cursor position
*b0Y - Raster Y Offset command
*b3M - Set Compression Method command
*b8370W - Transfer Raster Data command
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Tcp destination port access count, top 30 in 2019/06
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2. The unknown malware sample harvest
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• Sometimes, we can follow the download links in the attack traffic to 
collect unknown/new IoT malware samples.
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Collecting unknown/new malware samples from attack traffic
Example: The attack for GPON routers

20



September 26, 2019

Collecting unknown/new malware samples from attack traffic
Example: The attack target is Drupal CMS (CVE-2018-7602)
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Collecting unknown/new malware samples from attack traffic
Example: The attack target is Drupal CMS (CVE-2018-7602)

• https://blog.trendmicro.com/trendlabs-security-intelligence/drupal-vulnerability-cve-2018-7602-
exploited-to-deliver-monero-mining-malware/
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https://blog.trendmicro.com/trendlabs-security-intelligence/drupal-vulnerability-cve-2018-7602-exploited-to-deliver-monero-mining-malware/
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Collecting unknown/new malware samples from attack traffic
Example: The attack traffic for mikrotik devices
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Collecting unknown/new malware samples from attack traffic
Example: Using pastebin as malware download links
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Collecting unknown/new malware samples from attack traffic
Example: 2019-06-12 ADB(Android Debug Bridge) RCE
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update.sh
SHA1: a4727204ebad6a6ff1b42336b5f2050118cd33ec
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Collecting unknown/new malware samples from attack traffic
Example: 2019-06-10 JAWS Webserver unauthenticated shell CE
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Jaws.sh
SHA1: 77213c503d704b977900651f4e9f7f55ce9e6c42  
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Collecting unknown/new malware samples from attack traffic
Example: 2019-06-02 CVE-2014-8361 (Realtek SDK)

27

frosty.mips
SHA1: 69b44ec647fc659025f8631679a262e81dc17488 
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Collecting unknown/new malware samples from attack traffic
Example: 2019-04-17 Hashicorp Consul RCE

• https://www.exploit-db.com/exploits/46074
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ECHOBOT.x86
SHA1: cb1641609f365cb66f15b638dab4e5340ddbb3f8 
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Collecting unknown/new malware samples from attack traffic
Example: A malware download host without permission control

29

Honeypots got attacks with this URL since 22th of 
May, and the host is still accessible as of 12th of June
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Unknown Malware samples collected
collecting period: 2018/02/27-2018/05/17
• The CPU distribution of the unknown samples
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Honeypot’s output: The unknown Malware samples
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3. The observed distribution of IoT exploits
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The distribution of IoT specific exploits – 2019 Jan

35

• ‘ADB (Android Debug Bridge) RCE’ is highly 
used for IoT attacks

• As ‘Linksys RCE’ decreases, attacks from Italy 
decrease

• As ‘AVTech Unauthenticated Command 
Injection’ increases, attacks from Iran increase
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The distribution of IoT specific exploits – 2019 Feb
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• As ‘JAWS Webserver Unauthenticated Shell 
Command Execution’ is suddenly increases in 
the middle of Feb, attacks from China increase
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The distribution of IoT specific exploits – 2019 Mar
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• ‘ADB RCE’ is suddenly increased, and attacks 
come from many countries

• As ‘JAWS Webserver Unauthenticated Shell 
Command Execution’ increases, attacks from 
the US increase
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The distribution of IoT specific exploits – 2019 Apr
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• As ‘CVE-2014-8361’ increases, attacks from 
UK and Germany increase

• As ‘Hootoo HT-05 RCE’ increases, attacks from 
Netherland increase
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The distribution of IoT specific exploits – 2019 May
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• ‘ADB RCE’ increases, and attacks came from 
many countries

• As CVE-2017-17215’ increases, attacks from 
Taiwan increase
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The distribution of source countries used ADB (Android 
Debug Bridge) RCE attacks – 2019 Jan - Mar
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The country distribution of IPs which port 5555 is opened 
for Android Debug Bridge

41

13,992 IPs are found on Shodan
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The device types of IPs which port 5555 is opened for 
Android Debug Bridge
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5681, 43%

6859, 52%

66, 0%

687, 5%

Device Type

mobile

smart tv

others

unknown

Device Type Count

1 Motorola XT1052 Mobile 1243

2 Samsung SM-N900A Mobile 1042

3 Hisilicon Hi3798MV100 TV 786

4 Google PIXEL 2 XL Mobile 688

5 Allwinner dolphin TV 500

6 Rockchip RK3328 TV 473

7 MXQ Pro P281 TV 462

8 LG G2-40 Mobile 284

9 Samsung SM-G900F Mobile 206

10 Hisilicon Hi3718CV100 TV 193

<Top 10 devices>
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The exploits detected are near their published date

• Some bad guys are fast to employ the latest exploits.
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The exploits detected are near their published date
E.g., https://www.exploit-db.com/exploits/46436
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https://www.exploit-db.com/exploits/46436
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The exploits detected are near their published date
E.g., https://www.exploit-db.com/exploits/46436
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https://www.exploit-db.com/exploits/46436
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The world-wide CVE-2019-0708 RDP attack
(https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708, 5/14 published)
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708
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4. The distance between IT and OT attacks
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IT vs. OT

48

Type IT
OT/ICS 
(operational technology/
industrial control systems)

Availability
Service Interruptions are OK, especially outside 
business hours

Real-time operations, downtime is 
unacceptable or very costly

Protocols
Standard, TCP/IP protocols that include 
authentication and encryption

TCP/IP protocols and a lot of vendor-specific 
protocols without security built-in

Network 
Segmentations

Segmented by IT with firewalls. E.g., LAN/WAN Segmented by the Purdue reference model

Threats IT threats IT and OT threats

Technology 
Support Lifetime

3 to 5 years 10 to 20 years

Security Patch Applied regularly on standards systems
Only provided by the device vendors. Maybe 
hardly be applied

Event Impact In general, no people get hurt.
Possible impact on people, environment, and 
industry
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IT vs. OT (Availability)
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IT

Confidentiality

Availability Integrity

OT
Availability

Integrity

Confidentiality
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IT and OT (Protocols)
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IT Networks
(HTTP, RDP, 

FTP, SMTP,…)

OT Networks
(Modbus, S7, 

DNP3,….)

PLC

HMI

Sensors

Historian 
Server SCADA

Remote StationsWorkstationEnterprise 
PC

Enterprise 
PC

Web Server
Mail Server
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The port number list for common IP-based ICS protocols
source: https://github.com/ITI/ICS-Security-Tools/blob/master/protocols/PORTS.md
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https://github.com/ITI/ICS-Security-Tools/blob/master/protocols/PORTS.md
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In general, there is no built-in security for traditional 
serial-connected devices. (A close network)
• (The image is missing.)

53

Redundancy -> O

Security/Encryption -> ?
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One day, the serial-connected devices need to connect to 
the outside.

• The devices without 
security/encryption 
may open to the 
outside.
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It is NOT a close network anymore.

(The image is missing.)
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The OT devices without security/ACL may open to the 
Internet.
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Maybe you want to give a trial login? 
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(We are good guys. We cannot do it, right?)
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Network Segmentations

57

IT with OTPure IT
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Purdue reference modelIT with OT

2
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Threats

Threats

Enterprise Zone 0day, APT, Ransomware, Botnet, 
Phishing Mail and so on.

• In general, the bad guys need to penetrate the 
Enterprise Zone first and then can attack the 
Manufacturing Zone.
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IT OT
Threats

Enterprise Zone 0day, APT, Ransomware, Botnet, 
Phishing Mail and so on.

Manufacturing 
Zone

ICS-specific vulnerabilities.
https://www.us-cert.gov/ics
Most vulnerability types are similar 
to IT vulnerability types. E.g., Weak 
password, non-authentication, 
command injection and so on.

* Some vulnerabilities are shared for 
IT and OT. E.g., CVE 2019-0708 (RDP)

https://www.us-cert.gov/ics
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A low-skill ICSA example - 1
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A low-skill ICSA example - 2  
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ICS vulnerability (data source: ICS CERT)
Most of the required attack skill levels (90%) are LOW
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ICS vulnerability 
Most of the required attack skill levels are LOW

• Source: https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology

Reference levels

1. No technical skills Low Skill Level

2. Some technical skills

3. Advanced computer users Medium Skill Level

4. Network and programming skills High Skill Level

5. Security penetration skills

63

(The attacks can be performed by script kiddies.)
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Technology Support Lifetime

64

3 to 5 years 10 to 20 years

OTIT

To keep the operation consistent
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Security Patch and AV

65

OTIT
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Security Event Impact
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May impact on people, environment, and industry
Img src: https://en.wikipedia.org/wiki/City_of_London#/media/File:Cityoflondon2019june.jpg

No people endangered?

OTIT

https://en.wikipedia.org/wiki/City_of_London#/media/File:Cityoflondon2019june.jpg
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Sometimes, OT attacks/probes can be found by honeypots
Phoenix Contact PLC traffic, TCP 1962
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Sometimes, OT attacks/probes can be found by honeypots
Phoenix Contact PLC traffic, TCP 1962

• Payload 1
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Sometimes, OT attacks/probes can be found by honeypots
Phoenix Contact PLC traffic, TCP 1962

• Payload 2
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Sometimes, OT attacks/probes can be found by honeypots
Phoenix Contact PLC traffic, TCP 1962

• Payload 3
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Reviewing the history of OT attacks

71
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More Security Flaws Found, from Critical Infra to Smart Factory

Saipem Middle East 
Servers Targeted, 
DEC 2018

Russian Critical 
Infrastructure Targeted 
by Profit-Driven 
Cybercriminals, 
DEC 2018

Targeted Attack (Critical-Infra) Non-Targeted/Profit-Intentional Attack (Smart-Factory)

A.P. Moller-Maersk
NotPetya; 200M loss,  
JUN 2017

Iran-Linked Actor 
Targets U.S. Electric 
Utility Firms,
AUG 2018

WannyCry Hits Plants 
of Chip Giant TSMC,
200M loss 
AUG 2018

LockerGoga:
Norsk Hydro, Saipem, 
Altran, Hexion, 
Momentive
APT with hackers act 
behind; 2018/E-2019

Stuxnet
Duqu

Shamoon

Flame
Havex/Dragonfly

BlackEnergy3• Sabotage Iran’s 
nuclear

• Targeting Europe, Asia 
and North Africa ICS

• Mainly for intelligence 
gathering • Ukrainian Power Grid

• Targeting Middle East 
• Mainly for intelligence gathering

Gauss Triton/Trisis
• Troj_Trisis.A
• Attack Triconex (SIS) to 

halt plant operation in 
watershed factory

• Watering Hole tactics.  
• Trojan attack OPC
• Targeting European ICS 

(mainly energy)

WannaCry
NotPetya
LockerGoga

More security incidents reported, are happening … Jun 2018 to 2019

2010 20132011 2012 2014 20162015 2017 2018-2019
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What is an initial attack of the OT security events?
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2015 Ukrainian Power Grid Cyber Attack
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2017 TRITON Malware Attack
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2018 Taiwan TSMC Malware Attack
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2019 LockerGoga Ransomware Attack

77



September 26, 2019

The well-known OT security events are mixed IT and OT attacks
The IT security is also important in OT environments
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If the attacks can be stopped in the IT environment,….
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The IT and OT mixed probes are also found by honeypots
Internet Scanner: 60.191.0.243 (China) in May
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port payload count

1 2404 h\x04\x07\x00\x00\x00 41

2 3128
CONNECT www.baidu.com:443 HTTP/1.0\r\nUser-Agent: Mozilla/5.0 (Windows NT 
6.1; WOW64; Trident/7.0; rv:11.0) like Gecko\r\nProxy-Connection: Keep-
Alive\r\nContent-Length: 0\r\nHost: www.baidu.com\r\nPragma: no-cache\r\n\r\n

38

3 27017
A\x00\x00\x00:0\x00\x00\xff\xff\xff\xff\xd4\x07\x00\x00\x00\x00\x00\x00test.$cm
d\x00\x00\x00\x00\x00\xff\xff\xff\xff\x1b\x00\x00\x00\x01serverStatus\x00\x00\x0
0\x00\x00\x00\x00\xf0?\x00

38

4 631 GET / HTTP/1.0\r\n\r\n 36

5 44818
c\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\xc1\xde\xbe\x
d1\x00\x00\x00\x00

35

6 1911 fox a 1 -1 fox hello\n{\nfox.version=s:1.0\nid=i:1\n};;\n 35

7 8123
CONNECT www.baidu.com:443 HTTP/1.0\r\nUser-Agent: Mozilla/5.0 (Windows NT 
6.1; WOW64; Trident/7.0; rv:11.0) like Gecko\r\nProxy-Connection: Keep-
Alive\r\nContent-Length: 0\r\nHost: www.baidu.com\r\nPragma: no-cache\r\n\r\n

35

8 1720 GET / HTTP/1.0\r\n\r\n 34

9 515 \x04default\n 33

10 8009
\x124\x00Z\x02\x02\x00\x08HTTP/1.1\x00\x00\x01/\x00\x00\r192.168.0.100\x00\x
ff\xff\x00\r192.168.0.100\x00\x1fI\x00\x00\x02\xa0\x0b\x00\r192.168.0.100\x00\x
a0\x06\x00\nkeep-alive\x00\xff

33

<Top 10 payloads>
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The IT and OT mixed probes are also found by honeypots
Internet Scanner: 218.75.37.18 (China) in May
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port payload count

1 2404 h\x04\x07\x00\x00\x00 39

2 1720 GET / HTTP/1.0\r\n\r\n 38

3 3128
CONNECT www.baidu.com:443 HTTP/1.0\r\nUser-Agent: Mozilla/5.0 (Windows NT 
6.1; WOW64; Trident/7.0; rv:11.0) like Gecko\r\nProxy-Connection: Keep-
Alive\r\nContent-Length: 0\r\nHost: www.baidu.com\r\nPragma: no-cache\r\n\r\n

37

4 1723 \x00\x9c\x00\x01\x1a+ 34

5 8080 GET / HTTP/1.0\r\n\r\n 33

6 1521

\x01\r\x00\x00\x01\x00\x00\x00\x019\x01,\x00\x00\x08\x00\x7f\xff\xc6\x0e\x00
\x00\x01\x00\x00\xd3\x00:\x00\x00\x08\x00AA\x00\x00\x00\x00\x00\x00\x00\x
00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00(DESCRI
PTION=(ADDRESS=(PROTOCOL=tcp)(HOST=51.112.12.223)(PORT=1521))(CONNECT
_DATA=(SERVICE_NAME=ORCL)(CID=(PROGRAM=C:\\Program?Files\\PremiumSoft\
\Navicat?Premium\\navicat.exe)(HOST=Admini-PC)(USER=Administrator))))

32

7 1911 fox a 1 -1 fox hello\n{\nfox.version=s:1.0\nid=i:1\n};;\n 32

8 8123
CONNECT www.baidu.com:443 HTTP/1.0\r\nUser-Agent: Mozilla/5.0 (Windows NT 
6.1; WOW64; Trident/7.0; rv:11.0) like Gecko\r\nProxy-Connection: Keep-
Alive\r\nContent-Length: 0\r\nHost: www.baidu.com\r\nPragma: no-cache\r\n\r\n

28

9 20547 \xcc\x01\x00\x0b@\x02\x00\x00G\xee 28

10 902 GET / HTTP/1.0\r\n\r\n 28

<Top 10 payloads>
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Summaries

1. The honeypot detection results could be an event indicator if 
we can interpret them correctly.

2. The honeypot could be a channel to collect unknown malware 
samples. 

3. The distribution of IoT exploits could be an attack trend guide.

4. The distance between IT and OT attacks are very close so that 
we may need to check them together for specific events.
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Q&A

• Thank you 
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One more thing….

• Based on our experience, if a honeypot is discovered by 
Shodan, sometimes its received attack events may drop 
dramatically.

• In other words, if your server is considered as a honeypot, some 
attackers may skip it, and your server may become safer.

• Is Shodan Engine manipulation Optimization (SEO) 
possible?
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“Honeypot” tag in Shodan
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“Honeypot” tag in Shodan
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• For the known honeypot, "Gaspot“, Conpot“, and "Elastichoney“, the 
service could be tagged as product, and Shodan recognizes it as 
honeypot. 
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“Honeypot” tag in Shodan
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• The default settings of the known honeypot are easily identified by 
Shodan. The following is the example of Conpot S7 default settings 

<Conpot default template>
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Is Shodan Engine manipulation Optimization (SEO) possible?
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The PoC code for fake honeypot

• https://github.com/PatrickK-TM/Dev-HP
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https://github.com/PatrickK-TM/Dev-HP
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