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.- Signaling basics

SS7 (Signaling System No. 7) is a set Diameter is an authentication, authorization, and

of telephony protocols used to set up accounting protocol for computer networks. RFC 5516
and tear down telephone calls, send defines a set of IANA Diameter Command Codes to be
and receive SMS messages, provide used in new vendor-specific Diameter applications
subscriber mobility, and more. defined for the 3GPP Evolved Packet System (EPS).

The basic unit in signaling
IS a message.
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::Who are potential targets?

2017 2018 2019 2020 2021 2022 2023 2024

© GSMA Intelligence 2018, Mobile connections by technology
https://www.gsmaintelligence.com/research/2018/02/infographic-mobile-connections-by-technology/656/

2025
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-:Now what can a hacker do?

Intercept private data,  \_ ... < Take control of your
calls, and SMS messages : = digital identity

= A ST, Any mobile
EaS||y .................................... operator

Track location of VIPs
and public figures

From
anywhere

Perform massive denial
of service attacks

Get access to your
email and social media

No special
skills needed

Steal money
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.- History of signaling security

g
ﬂ

SS7 development

Trusted environment. No security
mechanisms in the protocol stack.

SIGTRAN (SS7 over IP) introduced.

Security is still missing

) S A—

Scope grows

Growing number of SS7
connections, increasing
amount of SS7 traffic.
No security policies
or restrictions

)
Al

{

Not trusted anymore

o

Ik

Huge number of MNOs,

MVNGQOs, and VAS providers.

SS7 widely used, Diameter
added and spreading.
Still not enough security
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.= Mobile operators and signaling security

Security

configuration

——————————————————— = IIIII---OI i === Q

g é ; E """""""""" 7 ' :
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L
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Security assessment : L W
Signaling firewall SMS Home Routing Signaling IDS
0 o]
i - mni=---Q
I s I
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- Nodes and identifiers in GSM/UMTS

MSISDN — Mobile Subscriber Integrated
Services Digital Number

GT — Global Title, address of a core node
element

IMSI — International Mobile Subscriber
|dentity

STP — Signaling Transfer Point

HLR — Home Location Register

MSC/VLR — Mobile Switching

Center and Visited Location Register

SGSN — Serving GPRS Support Node

SMS-C — SMS Centre
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- Nodes and identifiers

EPC — Evolved Packet Core

Realm — standardized network identity

epc.mnc070.mcc466.3gppnetwork.org

Y

HostID — name of a node within the network

mme0l.epc.mnc070.mcc466.3gppnetwork.org

Y

in LTE

DEA — Diameter Edge Agent

HSS — Home Subscriber Server

MME — Mobile Management Entity

SGW — Serving Gateway

IMS — IP Multimedia System
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.- Mobile networks evolution

2G
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.- 9S7 protocol stack

 SCCP

Mobile Application Part
IS payload that contains an operation code and appropriate parameters
such as IMSI, profile information, and location data.

Transaction Capabilities Application Part
IS responsible for transactions and dialogues processing.

Signaling Connection Control Part
IS responsible for the routing of a signaling message by Global Titles.
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.. Diameter protocol stack

Diameter

SCTP

Diameter
IS payload that contains a command code, application ID, and

appropriate parameters within Attribute-Value Pairs (AVP) blocks.

Stream Control Transmission Protocol
Is a transport protocol that provides some of the features of both
UDP and TCP.

Internet Protocol
Is responsible for the node internetworking at the internet layer.
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.. Signaling security means

o

STP/DEA
makes simple screening of signaling messages.

SMS Home Routing
IS iIntended to prevent SMS fraud and hide IMSI identities.

SS7/Diameter firewall

IS the most sophisticated signaling security tool that protects the
network against a wide range of threats such as IMSI disclosure,
location tracking, and traffic interception.
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=STP and DEA

o

A

Signaling Transfer Point and Diameter Edge Agent are routers that
relays signaling messages between signaling points.

Usually the STP and DEA are border points in a signaling network.

It is possible to use the STP and DEA for the screening of the
ineligible signaling traffic.

Screening rules of the most STPs and DEAs are simple, for
Instance, blocking a sighaling message by a source address or
redirecting a signaling message by an operation code.
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::SMS Home Routing

SMS delivery process

SRI4SM — SendRoutingInfoForSM HLR

1ni---Q

SMS-C 1. SRI4SM Request 1. SRI4SM Request

* MSISDN * MSISDN T1HITERr
----------------- > N N N N SN BN N N BN BN NN BN BN BN NN BN BN BN N N B S

2. SRI4SM Response 2. SRI4SM Response

L1 . * IMSI
« $MSC Address - * MSC Address
4—&“”‘-““&“.— ———————————————————————————

3. MT-SMS 3. MT-SMS RTIIIII .

e IMSI * |MSI . .

* SMS Text * SMS Text




::SMS Home Routing

SRI4SM abuse by a malefactor

HLR
i =---Q

1. SRI4SM Request STP
* MSISDN

2. SRI4SM Response
* |MSI
* MSC Address

1. SRI4SM Request
* MSISDN

1 ---Q 2. SRI4SM Response

e |MSI
* MSC Address




::SMS Home Routing

SMS-C 1. SRI4SM Request

. MSISDN SMS Router

TN e

OpCode = SRI4SM

SCCP Destination HLR




::SMS Home Routing

1. SRI4SM Request 1. SRI4SM Request 4. SRI4SM Request

SMS-C . MSISDN STP - MSISDN SMS Router - MSISDN
-------------- | 2 —— L T T L
2. SRI4SM Response 1= O |2, sriasm Response Hi---0 5. SRI4SM Response

e Fake IMSI
* SMS-R Address

e Fake IMSI
e SMS-R Address

e Real IMSI
e MSC Address

3. MT-SMS 3. MT-SMS 6. MT-SMS
e Fake IMSI e Fake IMSI * Real IMSI
* SMS Text * SMS Text e SMS Text

MAP OpCode = SRI4SM




.- SMS Home Routing
against malefactors

HLR
1nii---Q
1. SRI4SM Request STP 1. SRI4SM Request SMS Router
* MSISDN * MSISDN -
""""""" 4 ETTTIEITT « } I ~——r
2. SRI4SM Response 2. SRI4SM Response

* Fake IMSI * Fake IMSI 1l w
* SMS-R Address w s SMS-R Address mnn

PR X D MSC

i =-=-Q

@ﬁ%




.- SS7 firewall: typical deployment scheme




. Diameter firewall: typical deployment scheme

1. Diameter 2. Diameter DEA
message message IO

3. Diameter
N message




.. Signaling firewall: blocking rules

Signaling firewall

Signaling Message Firewall rules

________________________ HSS
Category 0
1=
- OpCode, IMSI... Block an inconsistent message O

TCAP Application Context
SCCP Source / Dest GT

________________________ Category 2

Cmd Code, ApplD... Block a message by an operation code and correlation
of a source address and subscriber identity

Category 1

Block a message by an operation and application ID

Category 3
_ senree ) DSt (- Block a message by an operation code and subscriber

real location
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1. 9S7 and Diameter firewall penetration
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SS7 firewall penetration growth

2015

2016

2017

43%

2018

50%

40%

30%

20%

10%

0%
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.. Attack cases on signaling networks

IMSI disclosure

Attack on SS7 network with
SMS Home Routing bypassing

=

Location tracking

Attack on Diameter
network

£on

Voice call

Interception (MITM)

Attack via VOLTE suppression
and SS7 firewall bypassing
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IMSI disclosure

..... Attack on SS7

2l network with

SMS Home Routing
bypassing




.- IMSI

An IMSI identifier, by itself, is not valuable to an intruder.

salbojouyda] dAI}ISO( ::

But intruders can carry out many malicious actions
against subscribers when they know the IMSI, such as:

= Location tracking

= Service disturbance

=  SMS interception

= Voice call eavesdropping

The IMSI is considered personal data as per GDPR.




.. TCAP protocol

Protocal Info

GsM MAP  invoke sendRoutingInfoForSM

G5M MAP returnResultlast sendRoutingInfoForsM
L

TCAP Message Type — mandatory

Transaction IDs — mandatory

Dialogue Portion — optional

Component Portion — optional

» MTP 3 User Adaptation Laver
» Signalling Connection Control Part

4 Transaction Capabilities Application Part
4 begin
[Transaction Id: 881281]
*| Source Transaction ID

oid: @.8.17.773.1.1.1 (1d-as-dialogue)
4 dialogueRequest
application-context-name: @.4.8.8.1.8.28.3 (shortMsgGatewayContext-v3)

» compeonents: 1 1tem
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 ppCode: localValue (@)
localValue: sendRoutingInfoForsM (45)

» msisdn:mlfz

zm-RP-PRI: True

> seruiCECEntrE.ﬂddress:HQS-FE

[ouyod] dAIlIsod
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.-Changing ACN

Protocol Info

aGsM MAP  invoke sendRoutingInfoForsSM

G5M MAP returnResultlast sendRoutingInfoForsM
£

» Signalling Connection Control Part
4 Transaction Capabilities Application Part
4 begin
[Transaction Id: @@@883338]
> Source Transaction ID
oid: @8.8.17.773.1.1.1 (id-as-dialogue)
4 dialogueRequest
Padding: 7

» companents: 1 item
> @5M Mobile Application

shortMsgGatewayContext-v3)

giNEEEEEEEEEEEEY,

O R OO N

L)

N
w o

a

(]

L4
auEssEsEEEEnnEn®

*>

CCITT

Identified Organization
ETSI

Mobile Domain

GSM/UMTS Network
Application Context ID
ShortMsgGateway
Version 3 ”

N
WoOoORrohmsM~dO

CCITT

Identified Organization
Unknown

Mobile Domain

GSM/UMTS Network
Application Context ID
ShortMsgGateway
Version 3
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.- IMSI disclosure via malformed ACN

1. SRI4SM Request: MSISDN
Malformed ACN
I11] ELL O e e e e e e

Protocol Info msisdn IMSI
GSM MAP  invoke sendRoutingInfoForsM o212
£

[ Signalling Connection Control Part
4 Transaction Capabilities Application Part
4 hegin
[Transaction Id: @8883161]
[* Spurce Transaction ID
oid: @.8.17.773.1.1.1 (id-as-dialogue)
4 dialogueRequest
Padding: 7
[+ protocol-version: 88 (versionl)
|applicatiun—cnntext—name: 8.4.4.8.1.8.208.3 (itu-t.4.4.6.1.8.28.3)

: @8 11 86 85 @1 61 81 a8 11 o8 8f 58 82 &7 B8 al

i'.ﬂ'."':E
pece @9 ec o7 FEEENNEENEENEE cc 1 a1 1d 82 81

STP 1. SRI4SM Request: MSISDN

Malformed ACN
i ---Q

-----------------------’

SMS Router
i ---Q

TCAP Malformed ACN
SCCP Destination HLR

Malformed ACN

HLR

i ---Q



.- IMSI disclosure via malformed ACN

1. SRI4SM Request: MSISDN STP 1. SRI4SM Request: MSISDN HLR
Malformed ACN Malformed ACN
i === Q

i ---Q

=== Q

SMS Router
i ---Q

Protocol Info msisdn IMSI

GSM MAP  invoke sendRoutingInfoForsM o212

G5M MAP  returnResultlast sendRoutingInfoForsM
£

[ Signalling Connection Control Part
[ Transaction Capabilities Application Part
4 G5M Mobile Application
4 Component: returnResultlast (2)
4 returnResultlast
invokeID: 1
4 resultretres
[+ opCode: localValue (@)

b IMST - e0111

[+ locationInfoWithLMSI

SMS Router bypassed



Location tracking

EI%_, Attack on

== Dlameter network




.. Cell Global Identity

Mobile Country Code (MCC)
= 466 — Taiwan

Mobile Network Code (MNC)
= 70— Operator ID

Location Area Code (LAC)
= 00001

Cell Identity (CID)
= 00001

‘ Search ‘

¢

c

50 m
100 #t

'thih:-;@j _1_02]

%
R

%7k 2
2% '{31 e A";H X%
5€ =~ 7 "
Q Search g F & \¥ P
Search Cell Towers Q HE
MCC [466 109 ’
B
‘ mnc
I
LAC [W501 P
] [
Cell ID WiE72 ¥ Qo
I i
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.. Location tracking on Diameter

ISR — Insert-Subscriber-Data Request

mni=--0

nii---0

ISR

———————>

DEA
TIITIY
T
FTITE y
T N

|
|
I ISR
|
v
TIITIEY
TN
; ->
L] -
I||||| D=
MME

Protocol Info
DIAMETER cmd=3GPP-Insert-Subscriber-Data Request(313) flags=RP-- appl=3GPP S6a/56d(16777251) hZh
o AVP: User-Name(1) 1=23 f=-M- valZiuiiimesoz2
» AWP: Vendor-Specific-Application-Id(268) 1=32 f=-M-
» AWP: Auth-Session-State(277) 1=12 F=-M- wal=NO_STATE_MAINTAINED (1)
» AWP: Supported-Features(628) 1=56 f=VM- vnd=TGPP
» AWP: Supported-Features(628) 1=56 f=VM- vnd=TGPP
4 AVP: IDR-Flags(l49@) 1=16 f=VM- vnd=TGFP val=3a
AVP Code: 1498 IDR-Flags
» AVP Flags: @xc@®, Vendor-Specific: Set, Mandatory: Set
AVP Length: 16
AVP Vendor Id: 3GPP
IDR-Flags: 38
4 IDR Flags: @x888888le

aaad peBe bbod bobd eBee eBb. ... .... = Spare: @xbopBoe

.8 ... .... = P-C5CF Restoration Reguest: Not set

. B... .... = RAT-Type Requested: Not set
B.. .... = Remove 5M5 Registration: Not set
..8. .... = Local Time Zone Request: Not set

.1 .... = Current Location Request: Set

.1.. = EPS User 5tate Request: Set
.1. = T-ADS Data Request: S5et

1... = EPS Location Information Request:

Set

..8 = UE Reachability Request: Mot set

[ouyod] dAIlIsod
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.. Location tracking on Diameter

ISA — Insert-Subscriber-Data Answer

mni=--0

nii---0
1 1

Protocol

DIAMETER cmd=3GPP-Insert-subscriber-Data Request(319) flags=RP-- appl=3GPP S6a/56d(16777251) hZh{

Info

DIAMETER cmd=3GPP-Insert-Subscriber-Data Answer(319) flags=-P-- appl=3GPP S6a/56d(16777251) hZh=j]

ISR PEA
_—— e = = = |1 O
ISA - al
= ———— = |||||--y
I_ \
t 1
ISAT ISR
|
1
TR
el
;|||||-- :_':
MME

4 |AVP: EPS-Location-Information(l49a) 1=88 f=VM- wnd=TGPP

AVP Code: 1498 EPS-Location-Information
» AWP Flags: @wc@®, Vendor-Specific: Set, Mandatory: Set
AVP Length: 2@
AVP Vendor Id: 3GPP (18415)
4 EPS-Location-Information: 88888s4856888084480080823aF000R00425600000]130808280T..
4 AVP: MME-Location-Information(ls®8) 1=88 f=V-- wnd=TGPF
AVP Code: 1688 MME-Location-Information
» AWP Flags: @x88, Vendor-Specific: Set
AVP Length: B8
AVP Vendor Id: 3GPP (18415)
4 MME-Location-Information: AGRAR64228006013000025a eRINNINGL100000000643..
4 AVP: E-UTRAN-Cell-Global-Identity(1682) 1=19 #=V-- vnd=TGPP val=SNsimeedite
AVP Code: 1882 E-UTRAN-Cell-Global-Identity
» AWP Flags: 8x88, Vendor-Specific: Set
AVP Length: 19
AWP Vendor Id: 3GPP
(E-UTRAN-Cell-Global-Identity: VRpMREM @440 )
Padding: e
» AVP: Tracking-frea-Identity(1883) 1=17 f=V-- wnd=TGPP val=iiililiacaas
s AVP: Age-0f-Location-Information(lsll) 1=16 F=V-- vnd=TGPF wval=@

[ouyod] dAIlIsod
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.. Location tracking on SS7

Signaling messages used for
the location tracking

= ProvideSubscriberinfo

= ProvideSubscriberLocation
= AnyTimelnterrogation

= SendRoutinginfo

" |nsertSubscriberData

= AnyTimeModification

Q Search

Search Cell Towers

MCC |466

‘ mnc B
LAC [B01
Cell ID W72

Search ‘

@

c ]

50 m
100 ft

42570 x5
s A
% 7 Ad ¢ A
D ~52
b
=] e
109
a5k
AN
A5
o
= {.,\'(;Q‘
O

salbojouyda] dAI}ISO( ::



AN

N

Voice call interception (MITM)

L  Attack via VOLTE

(%T_E suppression and

SYAIEEU
bypassing




.- Voice call interception (MITM)

1. InsertSubscriberData Request: IMSI STP 1. InsertSubscriberData Request: IMSI MSC/VLR
Spoofed billing platform address Spoofed billing platform address o
==

i ---Q

J11IREEN e

Ma. Protocol Info
1 G5M MAP  invoke insertSubscriberData

» Signalling Connection Control Part
» Transaction Capabilities Application Part
GSM Mobile Application
4 Component: inwvoke (1)
4 invoke

AT T

invokeID: 1




.- Voice call interception (MITM)

1. InsertSubscriberData Request: IMSI STP 1. InsertSubscriberData Request: IMSI MSC/VLR
Spoofed billing platform address Spoofed billing platform address o
==

I Q |~ R

i ---Q

2. InsertSubscriberData Response

«----------------------

2. InsertSubscriberData Response

«---------------------_

3. TCAP End

----------------------»

3. TCAP End

-------------------->

Ma. Protocol Info
1 G5M MAP  invoke insertSubscriberData

2 G5M MAP  returnResultlast insertSubscriberData

3 TCAP End dtid(41@a8lba)

» Signalling Connection Control Part
» Transaction Capabilities Application Part
4 G5M Mobile Application
4 Component: returnResultlast (2)
4 returnResultlast
invokeID: 1
4 resultretres
» opCode: localValue (@)
Padding: 4
» supportedCamelPhases: c@ (phasel, phasel)




.- Voice call interception (MITM)

1. InitialDP: IMSI, A-Num, B-Num
== Q |-

Ma.

Protocol Info
1 GS5M MAP invoke insertSubscriberData
2 G5M MAP  returnResultlast insertSubscriberData
3 TCAP End dtid{418ealba)

4 Camel-v2 invoke initialDP

[ Signalling Connection Control Part
[ Transaction Capabilities Application Part
4 Camel-\V2

4 invoke
[+ invokeId: present (@)
[+ opcode: local (@)
4 InitialDPArg
servicekey: 1
b callingPartyNumber: SIS aa
callingPartysCategory: ordinary calling subscriber (1)
[ locationMumber:

I calledPartyBCONumber: WH

STP .
1. InitialDP: IMSI, A-Num, B-Num

ML= Q | € m === === = e

MSC/VLR

i ---Q




.- Voice call interception (MITM)

STP MSC/VLR

1. InitialDP: IMSI, A-Num, B-Num 1. InitialDP: IMSI, A-Num, B-Num
HI - Q | === 11| -+ Q | ¥~~~ =====mmcceceeceec | HIII1 === O

2. Connect: PBX-Num 2. Connect: PBX-Num

Mo. Protocol Info
1 GSM MAP invoke insertSubscriberData
2 G5M MAP returnResultlast insertSubscriberData
3 TCAP End dtid{41eaalba)
4 Camel-v2 invoke initialDP

5 Camel-v2 invoke connect

» Signalling Connection Control Part
» Transaction Capabilities Application Part
4 Camel-\V2
4 invoke

» invokeId: present (@)

» opcode: local (@)

4 ConnectArg

4 destinationRoutingAddress: 1 item

> CalledPartyNumber: SRENINININNNT S2




.- Voice call interception (MITM)

STP MSC/VLR
1. InitialDP: IMSI{A-Num, B-Num | 1. InitialDP: IMSI, A-Num, B-Num

=== Q | €~ ——————==============- Hi === Q | «————————=====r—=——==—=: -0
2. Connect: PBX-Num 2. Connect: PBX-Num [—
______________________ - i —
3. IAM:(A-Num, B-Num | 3. 1AM: A-Num, B-Num

. » I I U < [

----»




.. Numbering plans

E.164

E.212

MSISDN and GT
/

Country code (Taiwan)

IMSI
—

Mobile
network
operator

886/(54|1234567

Network destination code

466/ 70]|9876543210

Mobile country code (Taiwan)

Mobile network code
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.. Blocking rule: Category 2

Protocol Info

GSM MAP  invoke| provideSubscriberInfo |

4 Signalling Connection Control Part
Message Type: Unitdata (@x@3)
2888 = Class: B8x8
1888 .... = Message handling: Return message on error (Bx8)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatory Variable parameter: 16
Pointer to third Mandatory Variable parameter: 29
» Called Party address (13 bytes)
4 Calling Party address (13 bytes)
» Address Indicator
SubSystem Mumber: HLR (Home Location Register) (6)
[Linked to TCAP, TCAP S5N linked to GSM_MAP]
4 Global Title @x4 (11 bytes)
Translation Type: Bx88
@@@1 .... = Numbering Plan: ISDN/telephony (8xl)
@281 = Encoding Scheme: BCD, odd number of digits (@xl)
.BB@ @18d = Nature of Address Indicator: Internaticnal number (8x@4)
4 |Calling Party Digits: 47T

.
Called or Calling GT Digits: 4LPNENESN:
Number of Calling Party Digits: 12
Country CDdEI Switzerland (Confederation of) (41)
» Transaction Capabilities Application Part
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1

- opCode: localValue (@)

4 |IM51: 466789376543218
Mobile Country Code (MCC]I:
Mobile Metwork Code (MNC): Unknown (783)
» requestedInfo

Operation code

Source address

Subscriber identity

Block a message by an operation
code and correlation of a source
address and subscriber identity

Switzerland # Taiwan

[ouyod] dAIlIsod
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.. Blocking rule: Category 2

Protocol Info

GSM MAP  invoke| provideSubscriberInfo |

ignalling Connection Control Part
ssage Type: Unitdata (@xe3)
LoN\Be8e8 = Class: 8xe

irst Mandatory Variable parameter: 3

L2838 alea
4 |Calling Party Digitsi N\l
Called or Calling GT
Mumber of Calling Part cits
Country Code| Switzerland (CoxC
» Transaction Capabilities Application Part
4 G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
- opCode: localValue (@)

. = Messzage handling: Return message on error (8x8)

4 |TM5T: 466789876543218

Mobile Network Code (MNC): Unknown (783)

Mobile Country Code (MCC):|Taiwan (466

» requestedInfo

Operation code

Source address

Subscriber identity

Category 2

Block a message by an operation
code and correlation of a source
address and subscriber identity

Switzerland # Taiwan

[ouyod] dAIlIsod
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- 987 FW against MITM attack

J11IREEN e

1. InsertSubscriberData Request:
IMSI, Spoofed billing platform address| 11111=== O

----------------------»

Protocal Info

GSM MAP  invoke|insertSubscriberData |

4 Calling Party address (13 bytes)
» Address Indicator
SubSystem Mumber: HLR (Home Location Register) (&)
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
4 Global Title 8x4 (11 bytes)
Translation Type: @x8a
aaal . ... Mumbering Plan: ISDM/telephony (@x1)
. 8881 Encoding Scheme: BCD, odd number of digits (@xl)
.8@@ @18a8 = Nature of Address Indicator: International number (8x@d)
> Calling Party Digits: m____h_
» Transaction Capabilities Application Part
4 G5M Mobile Application
4 Component: invoke (1)

4 invoke
invokeID: 1
» opCode: localValue
> IMSI: e

> wvlrCamelSubscriptionInfo

STP

2. InsertSubscriberData
Request: IMSI, Spoofed
billing platform address

Switzerland # Taiwan

MSC/VLR
i ---Q

The SS7 FW correlates the IMSI and
source address and blocks the
InsertSubscriberData message

®




.. VOLTE against MITM attack

1. InsertSubscriberData Request: IMSI MSC/VLR
Spoofed billing platform address STP
== Q |~~~ ========= -

i =---Q

Il === Q |--—==—======— e -

DEA MME IMS
T EEEY o)




.- VOLTE service suppression

CLR — Cancel-Location Request

DEA
CLR
(11T ECEN © 3N S LILITETEY ) P
mnii---0 i -=- al
]IIII---C; ]||||.. ::5/}’
1 | T “b
STP

PBX

SS7 FW

MME

-0

== al

«3
-«

MSC/VLR

IMS

1] I---C)I

Protocol

Info

DIAMETER cmd=3GPP-Cancel-Location Request(317) flags=RP-- appl=3GPP S6a/56d(167772

"

AVP:
AVP:
AVP:
AVP:
AVP:
AVP:

» AWP Flags: 8xc@®, Vendor-Specific: Set, Mandatory: Set

AVP: CLR-Flags(1638) 1=16 f=V-- wnd=TGPP wal=1

User-Name(1) 1=23 f=-M- val-4jiiiiminec::
Vendor-Specific-Application-Id{268) 1=32 f=-M-

Auth-Session-State(277) 1=12 f=-M- val=NO_STATE_MAINTAINED (1)
Supported-Features(g28) 1=56 f=VM- wnd=TGPP

Supported-Features(g28) 1=56 f=VM- wnd=TGPP

Cancellation-Type(l42@) 1=15 f=VM- wnd=TGPP val=SUBSCRIPTIOMN_WITHDRAWAL

AVP Code: 1428 Cancellation-Type

AVP Length: 16
AVP Vendor Id: 3GPP
Cancellation-Type: SUBSCRIPTIOM_WITHDRAWAL (2)




.- VOLTE service suppression

CLR — Cancel-Location Answer

DEA

TITTEEEY -} P FTTITEEY ) i

mni---0

CLA i -=- I

.«_—_—__l.

=== Q 1 -- \/\

PBX

——*

«—-

STP

SS7 FW

MME

o

L TLEEDY -~ I

«3
-«

MSC/VLR

IMS
L= O |

Protocol Info

DIAMETER cmd=3GPP-Cancel-Location Request(317) flags=RP-- appl=3GPP S6a/56d(167772

DIAMETER cmd=3GPP-Cancel-Location Answer(317) flags=-P-- appl=3GPP Sea/Sed(1a77725

AVP: Vendor-Specific-Application-Id(268) 1=32 F=-M-

AVP: Result-Code(268) 1=12 f=-M- wval=DIAMETER_SUCCESS (2881)
AVP: Origin-Host(264) 1-63 =-M- val RSNt
AVP: Origin-Realm(296) 1=41 f=-M- val=cpc.[ I :cppnetvork.org

e v

AVP: Auth-Session-State(277) 1=12 f=-M- val=NO_STATE_MAINTAINED (1)




.- VOLTE service suppression

CLR — Cancel-Location Answer

DEA MME IMS

M0 | o o e = = = P _———
Protocol Info

’ . CLA
nii---0 DIAMETER cmd=3GPP-Cancel-Location Request(317) flags=RP-- appl=3GPP S6a/S6d(167772

T « —_— . . . . - « -—
M= O DIAMETER cmd=3GPP-Cancel-Location Answer(317) flags=-P-- appl=3GPP Sea/Sed(1a77725

I [ AVP: Vendor-Specific-&pplication-Id{268) 1=32 F=-M-

[ AWP: Result-Code(268) 1=12 f=-M- val=DIAMETER_SUCCESS (2@81)
b AVP: Origin-Host(264) 1-63 f=-M- val SRR
STP MSC/VLR [+ AWP: Origin-Realm{298) 1=41 f=-M- val=epc._3gppnetwurk.urg
b AVP: Auth-Session-State(277) 1=12 f=-M- val=NO_STATE_MAINTAINED (1)

ni=---0 (TT1TEEEN o)
i --al T
| A I b

PBX

T\
e

SS7FW




.. TCAP protocol

No. Protocol Info

TCAP Message Type — mandatory

1 GSM MAP invoke provideSubscriberInfo

Transaction IDs — mandatory

Dialogue Portion — optional

Component Portion — optional

> Transaction Capabilities Application Part
4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 opCode: localValue (@)
localValue: provideSubscriberInfo (7€)
o 1iST : SN 504
Mobile Country Code (MCC):
Mobile Network Code (MNC):

>_requestedInfo

JOuyo9] SANISOH

salbo



.- Double MAP component

Mo. Protocol Info

TCAP Message Type — mandatory

1 GSM MAP invoke provideSubscriberInfo

Transaction IDs — mandatory

Dialogue Portion — optional

Component Portion — optional

Component 1

Component 2

> Transaction Capabilities Application Part

4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 opCode: localValue (@)

localValue: provideSub
4] IMSI :ﬁﬁgil

Mobile Country Code (MCC):
Mobile Network Code (MNC):
> _requestedInfo

rInfo (7@)

4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 opCode: localValue (@)
localValue: provideSubscriberInfo (7€)

4 IMSI: HENNNNANoses

Mobile Country Code (MCC):

Mobile Network Code (MNC):

The SS7 FW
checks a
subscriber's ID in
the first component
considering the
other data as a
long payload not
meant to be
inspected

[ouyod] dAIlIsod
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::Double MAP in MITM

TCAP Begin
InsertSubscriberData_REQ DEA
DeleteSubscriberData REQ
STP
T > === 0
mni---0 i -- ]

——————>

I||||| OI Ili/\
|
PBX . |
L
II"IIII:I "””’::EEET”/V
k TEA)
Send the message to %

f[he SS? FW for "y
inspection

MME

MSC/VLR
i ---Q
1 -- al

T b
-

-
-

Inspect the first
component only and
forward the
message to the
network

IMS

attack

Mo,  Protocol Info

1 G5M MAP invoke insertSubscriberData invoke deleteSubscriberData

MTP 3 User Adaptation Layer
Signalling Connection Control Part

nnlication Part

hJF v W

G5M Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 1
4 opCode: localvalues (8)
localValue:| insertSubscriberData (?}]
categury: Ba
4 GSM Mobile Application
4 Component: invoke (1)
4 invoke
invokeID: 2
4 opCode: localVgluye (89
localValue:| deleteSubscriberData (S}]
> IMSI: a7a6




.:Double MAP in MITM attack

TCAP Begin

InsertSubscriberData_ REQ

DeleteSubscriberData REQ

mm-.o|- """ —-—-~-*

T .«_—_—__l

mni---0

mni:=-=-0
1 1

PBX

mni-=--0

inii---0
1 1

TCAP Continue

DEA MME

STP

ini---Q

TS X
t
|

SS7FW

MSC/VLR
TR
T
- =

<
T
— <>

IMS

M.

Praotocol Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData

2 G5M MAP  returnError

=

[

MTP 3 User Adaptation Layer
Signalling Connection Control Part
Transaction Capabilities Application Part

e
GSM Mob1ile Application

4 Component: returnError (3)
4 returnError
invokeID: 1
[ errorCode: localVWalue (@)




.:Double MAP in MITM attack

TCAP Begin TCAP Continue

InsertSubscriberData REQ InsertSubscriberData REQ IMS Mo.  Protocol  Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5M MAP returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

STP MSC/VLR [ MTP 3 User Adaptation Layer
nm---0|- ~ - - - == > === 0 —-—————=) -0 i Signalling Connection Control Part
I L = = =— = = = =— '.._..I - = = = = .._..I 4 Transaction Capabilities Application Part
IIIII...O — s . e . o - > == = —-— e . . - ’ LI EE = I CDﬂtinuE
. : I I -> 4 GSM Mobile Applicati
1nii===Q I = \ - 4-_’ pbile |'J|'J.1CE ion
I I : \ I <= 4 Component: invoke (1)
4 invoke
invokeID: )
| keID: 3
4 opCode: localValue
| Code: localValue (@)
PBX I | localValue: insertSubscriberData (7)
| . subscriberStatus: serviceGranted (@)
M InspeCt the fIrSt 4 G5M MobITe Application
i =---Q h Component only and 4 Component: invoke (1)
& e 4 invoke
i ---0 forward the [ invokeID: 4 )

4 ppCode: localValue (@)
SS7 FW message to the localValue: insertSubscriberData (7)

TCAP Continue network. ' BRGS0 TN




.:Double MAP in MITM attack

TCAP Begin TCAP Continue

InsertSubscriberData REQ InsertSubscriberData REQ IMS Mo.  Protocol  Info

1 GSM MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5SM MAP returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 GSM MAP returnResultlast insertSubscriberData

STP MSC/VLR [ MTP 3 User Adaptation Layer
T ) > T > T - Signalling Connection Control Part
i [ €= = == = o e el f = = = = = = L 4 Transaction Capabilities Application Part
HH"O | o e = = == == = p| 1L == ; —em mm = owm P | NHIND - = [+ continue
I I I I o 4 GSM Mobile Application
IIIII...O « — — — — — — | ] Illll-- « — — — — —-— IIIII-- «» \
I I \ - 4 Component: returnResultlast (2)
I — ! 4 returnResultlast
| f invokeID: 3
| [ resultretres
PBX I y
| I

AN

mni-=--0

TCAP Continue TCAP Continue




.:Double MAP in MITM attack

TCAP Begin TCAP Continue

InsertSubscriberData REQ InsertSubscriberData REQ IMS Mo.  Protocol  Info

1 GSM MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5SM MAP returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 G5SM MAP  returnResultlast insertSubscriberData

5 G5M MAP  returnResultlast

STP MSC/VLR [ MTP 3 User Adaptation Layer
T ) > T ) -_—————— T I Signalling Connection Control Part
X L ¢= = == == == == - '_._.,I = == e o = - — 4 Transaction Capabilities Application Part
N0 | o = = == = p| I :; S LI - I continue
' ! I I = 4 GSM Mobile Application
IO | €= = = = = = = / - == = = = 4—_> . iy N n ltLast (2)
I I I \ I - omponent: returnResultlas
4 returnResultlast
| f invokeID: 4
| I y
PBX
I |

mni-=--0

AN

TCAP Continue TCAP Continue




.:Double MAP in MITM attack

TCAP Begin

InsertSubscriberData REQ

DeleteSubscriberData REQ

TCAP Continue

InsertSubscriberData REQ

InsertSubscriberData REQ

mnim---0

PBX

mni-=--0

inii---0
1 1

———————’

T .«_—_—__l

M 0| e e e e e e = p

STP
ini---Q

I|||||...¢)I D N T X - ——— = -
t
|
1

TCAP Continue

ReturnResultLast

TCAP Continue

TCAP End

MSC/VLR

i =--0

== al

- =
-

==

il e

IMS

Mo,  Protocol
1 G5M MAP
2 G5M MAP
3 G5M MAP
4 G5M MAP
5 G5M MAP

Infa

invoke insertSubscriberData invoke deleteSubscriberData
returnError

invoke insertSubscriberData invoke insertSubscriberData
returnResultlast insertSubscriberData

returnResultlast

& TCAP

End dtid(@48alsaf)

[ MTP 3 User Adaptation Layer
[ Signalling Connection Control Part
4 Transaction Capabilities Application Part

[ end




- Double MAP in MITM attack

TCAP End

TCAP Begin TCAP Continue

InsertSubscriberData_ REQ IMS Mo,  Protocol  Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5M MAP  returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 G5M MAP  returnResultlast insertsubscriberData

InsertSubscriberData REQ

5 G5M MAP  returnResultlast

B TCAP End dtid({e4ealsat)
STP MSC/VLR [ MTP 3 User Adaptation Layer

i ---0 =0 -0 [ Signalling Connection Control Part
7 5 ———=x 4 Transacticon Capabilities Application Part
ni---0 n=- :;I - I end
T 7 I T —p -
i ---0 TITEE / TR b=
T 1 —¥ X\ —\*

A

PBX

A

mni-=--0

TCAP Continue TCAP Continue




- Double MAP in MITM attack

TCAP End

TCAP Begin TCAP Continue

InsertSubscriberData_ REQ IMS Mo,  Protocol  Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5M MAP returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 G5M MAP  returnResultlast insertsubscriberData

InsertSubscriberData REQ

5 G5M MAP  returnResultlast
& TCAP End dtidi{@48alsaf)

7 Camel-v2 invoke initialDP

STP MSC/VLR > MTP 3 User Adaptation Layer
i ---0 =0 -0 [ Signalling Connection Control Part
X L ¢= = == o =m o= o G == mm = = - 4 Transaction Capabilities Application Part
i ---0 i -- :;I i -- al I begin
. . I I -> 4 Camel-V2
I|||||---oI i =- /\ i -- :—> 4 invoke
|— - I invokeId: present (@)
2 > opcode: local (@)
4 InitialDPArg
PBX serviceKey: 1

b callingPartyNumber : ANEINREENNN: oo
){y\ callingPartysCategory: operator, language English (2)

i ===Q [» locationNumber:

X X [+ bearerCapability: bearerCap (@)
Hii---0 eventTypeBCSM: collectedInfo (2)
— > 1mST: SRAINP75s

TCAP Continue TCAP Continue




.:Double MAP in MITM attack

TCAP End

TCAP Begin TCAP Continue

InsertSubscriberData_ REQ IMS Mo,  Protocol  Info
1 G5M MAP  invoke insertSubscriberData invoke deleteSubscriberData

. . 2 G5M MAP  returnError
DeleteSubscriberData_REQ InsertSubscriberData_REQ 3 G5M MAP  invoke insertSubscriberData invoke insertSubscriberData

4 G5M MAP  returnResultlast insertsubscriberData

InsertSubscriberData REQ

5 G5M MAP  returnResultlast
B TCAP End dtidi{@48alaof)
7 Camel-v2 invoke initialDP

8 Camel-v2 invoke connect

STP MSC/VLR > MTP 3 User Adaptation Layer
i ---0 =0 -0 [ Signalling Connection Control Part
X L ¢= = == == == == - '_._.,I = == e o = - — 4 Transaction Capabilities Application Part
.IIIII'"O. I \ I 4_-> 4 Camel-V2
e % IR b= '+ invoke
1 1 | — — .
[+ invokeId: present (@)
2 > opcode: local (@)
4 ConnectArg
PBX 4 destinaticnRoutingaAddress: 1 item

[ Calledpartyrlumner:mlaz

P
<

mni-=--0

o E

TCAP Continue TCAP Continue




.- Contribution to GSMA

= Information about discovered
vulnerabilities has been reported to
the GSMA Coordinated
Vulnerability Programme in
December 2018.

= Vulnerability ID — CVD-2018-0015.

Information about the vulnerabilities
appeared in a new version of the
"SS7 Interconnect Security
Monitoring and Firewall
Guidelines" document that is
effective from May 2019.
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.. Main issues in signaling security

Architecture flaws

~+ Configuration mistakes

»» Software bugs

salbojouyda] dAI}ISO( ::



.- Protection
measures

Check if your security tools are
1 effective against new vulnerabilities.

Use an intrusion detection solution along with an
2 SS7 and Diameter firewalls in order to detect
threats promptly and block a hostile source.

Configure your STP, DEA, and signaling firewall

3 carefully. Do not forget about reported
vulnerabilities such as malformed Application
Context Name and double MAP encapsulation.

Continual real time monitoring
is essential to measure network
security efficiency and provide
rapid detection and mitigation.

Monitor

Assess

Auditing provides the essential
visibility to fully understand your
ever changing network risks.

39930.d

t

Completely secure
your network by
addressing both
generic
vulnerabilities
(GSMA) and the
threats that actually
effect you as an
ongoing process.

JOuyo9] SANISOH
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