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ISO/IEC 7816
ISO/IEC 14443

Common Criteria

HEEAIREE
Hardware Crypto.
Library

- PRI TV JEE

EAL6+ EAL6+

Applet ISO 7816-4
Q_E pE A2 =t ICAO 9303
\« Library O
LA JEB Household Registration Address Zone
Card OS I=E=sbrq
w2 4
FATFRSMA Public Data Zone
Nz
Applet Encrypted Data Zone
kg  BEER NEE
S EAC+SAC
Citizen Digital Certificate Zone
EAL6+ EALS+ BANERZE




Household Registration Address Zone

BEE Contact Contactless

Household Registration Address (Village and « No Access Control EE T JEiEAE T

Neighborhood) i fes
Pagunil (47 E50) B O O

Public Data Zone

LHE

Name # %

National ID No. #&—#& 5%

Birthday &4 H#A ICAO SAC Contact | Contactless
Household Registration Address F#&ith it (Supplemental E JEIZAH =

Compulsory Military Service Statusz sl
Marriage Status #E1&AREE
Card ID No. &35

Access Control)

with MRZ or CAN O O

Date of Replacement F&1£ <8 HHA
Date of Issue #5& HHA
Photo 48/ (300dpi)




Encrypted Data Zone
MZE&

Spouse Name EC{B &
Father K&

Mother 8%

Place of Birth {44
Gender %Al

Citizen Digital Certificate Zone
EANREE

e
— w2 4 %

g A H

ICAO EAC Contact Contactless
(Extended Access E g T JEERAT
Control) + TA O
+PIN1
Contact Contactless
PIN? ERET JEEAE T
O

10




ICAO Doc 9303

« Machine Readable Travel Documents Eighth Edition, 2021
« Part 1: Introduction
« Part 2: Specifications for the Security of the Design, Manufacture and Issuance of MRTDs
» Part 3: Specifications Common to all MRTDs
« Part 4. Specifications for Machine Readable Passports (MRPs) and other TD3 Size MRTDs
« Part 5: Specifications for TD1 Size Machine Readable Official Travel Documents (MROTDSs)
« Part 6: Specifications for TD2 Size Machine Readable Official Travel Documents (MROTDSs)
« Part 7: Machine Readable Visas
« Part 8: Emergency Travel Documents
« Part 9: Deployment of Biometric Identification and Electronic Storage of Data in eMRTDs

« Part 10: Logical Data Structure (LDS) for Storage of Biometrics and Other Data in the
Contactless Integrated Circuit (IC)

« Part 11: Security Mechanisms for MRTDs
« Part 12: Public Key Infrastructure for MRTDs
« Part 13: Visible Digital Seals
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Visa

VISUM/VISA == 125456789 o

DEUTSCHLAND/GERMANY/ALLEMAGNE D
“
e o v .

Y 1"7180‘ tttmt

ttn:m‘wx.s- :

VCD<<KMUSTERMANN<<OLGA<LLLLLLLLLLKLKKLKL
1234567897RUS7409185F1808096<M400630

By Bundesrepublik Deutschland, Bundesministerium des Innern. - PRADO, Public

Domain, https://commons.wikimedia.org/w/index.php?curid=80366059

Visa with Digital Seal

DEUTSCHLAND/GERMANY/ALLEMAGNE D
AT R T T I LR e

-VISUM/VISA g 000000000

VCD<<MUSTERMANN<<LOLGALLLLLLLLLLLLLKLKL
000000D000RUS7409185F2008099<M400630

{U:\Fo

https://www.icao.int/Security/FAL/TRIP/Publishinglmages/Pages/Public
ations/Guidelines%20-%20VDS%20for%20Travel-
Related%20Public%20Health%20Proofs.pdf
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€] D:\Work\Course\202009\EID\EIDE#\EIDICToken_ListEID.htm - G| ES. P~
(2 D:\Work\Course\202009\El... * || |
x GBBINEKIES~
7= 3 Windows 8 Metro Add se... |E 10200570547965470 &' stfi=EApple ID - 8E.. &) Apple &]iCloud Ei| Facebook & Twitter €] #EER £ Yahoo = #E«~ P9 w 2] ASUSTeK COMPUTER INC

= {1 N i S B ARG M B

o e R PHEIE L T I8 - (ListEID) |FEE R V|| BilRR

elD Part
CAN| |5k MRZ | [, FESRES |
(/A)DG2 M (/3)DG11 M (44)DG12| GetEIDPublicData |
SEERARES ¢ | | . . L
Additional HICOS Aplication
Is Required
EETERINE—E
, HiCOS E%
result:
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21 CA\Work\Course\202009\EID\EIDE #F\EIDICToken_ListEID.htm v O BE=.

2 CA\Work\Course\202009\...
x BEzREIS

% ®HConvert - @HSele

elD Part

(EPNTTAEL oy e
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#EHE

A

CAN |
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M (4MDG2 M (45DG11 M (44)DG12 ]| el
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FHeEICEEE £588 1 2202, FE : nraFaadiig #5258
SREARETH(2202)
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@ EEEABRLEEE — Mozilla Firefox - O

@ localhost:61161/elDPM/ChtPopupFormEIDPM e

AR R

Firefox X L5 FEE localhost:61161 EI73ELE -

o ZENCIBEE R A ERTR B FBEEE
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result;

eidRawdata:

[F ]

| GetEIDHouseholdData |
HEEE{REE - 0 |

Bl (Ff18) 65000120005
FHEEREE (3 010
FrEEgbh (BIFEHR) ErE IREERLE, 010

result:

You can read the
Household Registration
Address Zone Directly

CIS=E:-E=I=F 3 b




EEABE]

CAN (000005 |5 MRZ | B
M (A)DG2 M (Z4)DG11 M (ZA)DG12| GetEIDPublicData |

$EAIERE 1 [0 |

B{EETE : 2T0000005

FEMISEHHY (FH70) : 20301015 A

S HEY (F) 120201015
B3l 1000901952100238

%gﬁ%ﬁ‘é‘
155 -
gt F AR SRR LB 0L oA ERRE 2 8 0K v

result:

You need MRZ or CAN to

Read the Public Data Zone

EEEH MRZ 2 CAN 4
Al FAE

{"=20d":"d4IGuzCCBrcGCSqgGSIb3DQEHAQCCBgowogakAgEDMQOSWDQYJYIZIAWUDS
AIBBQAwWggIOBgZngQgBAQGgggICBIIB/jCCAfoCAQEWDQYIYIZIAWUDBAIBBQAwWgg N
NxzQlsfNt731tMpZKXzza90N/miiSFORrDnwH4IZz092MCUCAQMEIC/
vTiGvgbehN8m0/0ox101lwtb1UlskXc90Ir6Qrk+MCUCAQQEIPXSuHRKbuF2t5IV
22r8y318Iv5SMeCUSphsPH3xd2tMCUCAQUEILSXWXS rnLLd25AZSFYHgj7jAc
FkBjwlC7GpWQUiOMCUCAQYEIB6HTvXOPySDQ5x2iur+zinls0kQDEbErEJwEMallo
1ZMCUCAQCEIOrzjhDrd2t+deCé6Qym+w74PcsLC79IJwKgCuzTMhsOEJMCUCAQGEIGE
eidRawdata: [XIonY3tvdOAM71tVi3eeSERUCSiG+F1yulEV] tGbseMCUCAQKE IDRR3KAVI I BpNQkS
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[FEINEE]

Stepl

Pinl: | |
ATCertzl |
DVCert: |
(fImDG3 M (IMDG4 M (JDGS M (IHDG6 M (IDG7
(IMDGS M (JMDGY M (49DG11 M (49DG12 M (EHDG13

GetEIDPrivateData
SEIEIRES | |

result:

Step2

ResultChallenge(from outputl): | |
handle(from outputl): |
SignedData(from FRE RS- | |
| GetEIDPrivateDataStep2 |

HERARES | | |

It is Very Complicated to Read
the Encrypted Data Zone
ZEHNZEER 7 ...

result:

eidRawdata:
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Capture the USB Packets with Wireshark and USBPCap
o] AfE A Wireshark B USBPCap Z=HIEY USB $ &

M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A nm ® % €| ] =

1%
b

[M]&pply a display filter -+ <Cul-f>

Welcome to Wireshark

Open

CA\Usersyshich\Documents\traceload.pcapng (61 KB)
CAUsers\shich\Documents\cap3.pcapng (136 KB)
CA\Usersishich\Documents\cap2.pcapng (121 KB)
CA\Users\shich\Documents\cap1.pcapng (286 KB)
CA\Usersyshich\Documents\cap.pcap (128 KB)

Capture

---using {his filter: | |Enter a capture filter -+- '] All interfaces shown ~

EEEs2
EmESc
Adapter for loopback traffic capture I st At s s M Adn AN
BEES

{USBPcap1

Cisco remote capture
Random packet generator

SSH remote capture
UDP Listener remote capture

eeeee

Learn
User's Guide * Wiki ' Questions and Answers ' Mailing Lists

You are mnning Wireshark 3.4.9 (v3.4,9-0-g365e236f 5efe). You receive automatic npdates,




Test Standard is Good Resource

A IREZ U LGERAM 78R IEREF7 TRV

For Publication on the ICAD Website

TECHNICAL REPORT
Radio Frequency Protocol and Application
Test Standard for eMRTD - Part 3

Tests for Application Protocol and
Logical Data Structure

DISCLAIMER: All reasonable precautions have been faken by ICAQ to verify the information
contained in this publication. Howewer, the published material is being distributed without warranty of
any kind, either expressed or implied: nor does it necessarily represent the decisions or policies of
ICAD. The responsibility for the interpretation and use of the material contained or referred to in this
publication lies with the reader and in no event shall ICAD be liable for damages arising from reliance
upon or use of the same. This publication shall not be considered as a substitute for the government
policies or decisions relating to information contained in it. This publication contains the collective
views of an international group of experts, believed to be reliable and accurately reproduced at the
time of printing. Mevertheless, ICAD does not assume any legal liability or responsibility for the
accuracy or completeness of the views expressed by the international group of experts.

Version 2.11

March 2018

File: Technical Report - Radio Frequency and Protocel Testing Part 3 V2.11.doex
Author: ISOUTCUSCITWGATFS for ICAC-NTWG

SAEY

1"121
S

3.1.2  Test Case ISO7816 A 2

Purpose Selecting the LDS Application using the ATD (robustness tests)
Version 2.04

References [R1] Part 10

Profile ICAQ, Plain

Preconditions LDS application MUST NOT be selected.

Test scenario

1. Send the following SelectApplication APDU to the eMRTD.
=="00 A4 04 0C 07 A0O00 0002 47 1002°

2. Send the following SelectApplication APDU to the eMRTD.
=="00A4840C07 A0O00D 000247 1001°

3. Send the following SelectApplication APDU to the eMRTD.
==‘00 A4 04 8C 07 AOO0O 000247 1001°

4. Send the following SelectApplication APDU to the eMETD.
=="00 A4 04 0C 08 A0O00D 00 02 47 10017

5. Send the following SelectApplication APDU twice to the eMRTD.
=="00 A4 04 0C 07 A0O00D 00 02 47 10017
=="00 A4 04 0C 07 A000 0002 47 1001°

Expected results | 1. The APDU has an invalid ATD that does not belong to LDS application.
Therefore, the eMRTD MUST return an ISO checking error or ISO
€XEecution error.

2. The APDU has an invalid P1 parameter. Therefore, the eMRTD chip
MUST return an [SO checking error or ISO execution error.

3. The APDU has an invalid P2 parameter. Therefore, the eMRTD chip
MUST return an ISO checking error or ISO execution error.

4 The APDU has an invalid LC parameter. Therefore, the eMRTD chip
MUST return an [SO checking error or ISO execution error.

5. The application MUST be selected successfully even it was already
selected before. Therefore, the eMRTD MUST return the status bytes “90
00" twice.

Postconditions LDS application is selected.




I UsuaIIy Start with Select (OO:A4) Command
HEFETIEER (00:A4) 5<%

M capi.pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i ® RB Qe==7s 5 aaar
[ [frama contains 00:44 ] -]+
Mo, Time Source Destination Protocol Length  Info ~
4045 68.037641 ?hOSt ;1.1.1 USB 48 URB_BULK out
4051 68.061461 host 1.1.1 USB 48 URB_BULK out
4055 68.073981 host 1.1.1 USB 48 URB_BULK out
4067 68.126845 host 1.1.1 USB 48 URB_BULK out
4071 68.139340 host 1.1.1 USB 53 URB_BULK out \
4075 68.156880 host 1.1.1 USB 53 URB_BULK out
4079 68.174269 host 1.1.1 USB 53 URB_BULK out
4083 68.191622 host 1.1.1 USB 48 URB_BULK out
5709 185.456335 host 1.1.1 USB 48 URB:BULK out SeIeCt IVI F ROOt
5713 105.480515 host 1.1.1 USB 48 URB_BULK out V]

Frame 4@45: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface wireshark extcap126e, id @
USB URB
Leftover Capture Data: 6f baes7 700a4020c02310090

o 1b 0@ 20 98 75 ce 07 ce ff ff 00 00 G0 00 @9 00

2012 00 01 @0 P1 00 01 03 15 00 00 00 [GEN:ERElNCERCL .
EPI:BlO0 57 00 00 00 00 00 67 00 a4 02 6c 82 3f e 9e

@ 7 Padding added by the USE capture system (nsb.capdata), 21 byte(s) Packets: 9734 Displayed: 42 (0.4%) Profile: Defanlt




LDS1 eMRTD Application

MF
(Master File)

LDS1 eMRTD Application
AID = ‘A0 00 00 02 47 10 01’

EF.CardAccess
(Short File
Identifier “1C’)

EF.DG1
(Short File
|dentifier ‘01°)

EF.DIR
(Short File
|dentifier “1E’)

EF.COM
(Short File
|dentifier “1E’)

EF.DG2
(Short File
|dentifier ‘02’)

EF.DG3
(Short File
|dentifier ‘03’)

EF.SOD
(Short File
Identifier “1D’)

EF.DG16
(Short File
|dentifier “10’)

EF.ATR/INFO
(Short File
|dentifier ‘01°)

EF.CardSecurity
(Short File
Identifier “1D’)

ICAO 9303-10

&,



Data Group EF Name Short EF Identifier EF Identifier

Common EF.COM 1E 01 1E 60
DG1 EF.DG1 01 0101 61
DG2 EF.DG2 02 0102 75
DG3 EF.DG3 03 0103 63
DG4 EF.DG4 04 0104 76
DG5 EF.DG5 05 0105 65
DG6 EF.DG6 06 0106 66
DG7 EF.DG7 07 0107 67
DG8 EF.DG8 08 0108 68
DG9 EF.DGY 09 0109 69
DG10 EF.DG10 0A 01 0A 6A
DG11 EF.DG11 0B 0108 6B
DG12 EF.DG12 ocC 010C 6C
DG13 EF.DG13 0D 010D 6D
DG14 EF.DG14 OE 010E 6E
DG15 EF.DG15 OF 010F 6F
DG16 EF.DG16 10 0110 70

Document Security Object EF.SOD 1D 011D 77

Common EF.CARDACCESS 1C 011cC

Common EF.ATR/INFO 01 2F 01

Common EF.CardSecurity 1D 011D




s2HY EF.CardAccess

1b 8@ 20 fa f2 ce 87 ce ff ff 00 00 00 00 09 60

21 01 00 01 e 01 o3 |ZluNlslsaNslsRNs])

/ 6T0000eRebeR5900000RPRRET7ERaAB20Cc02011cb2

v

4855 68.873981 host \ 1.1.1 UsB 48 EURE_EULK out
- 4856 68.874861 1.1.1 host UsB 27 URB_BULK out

4857 68.074868 host ,1.1.2 UsB 27 URB_BULK 1n
4058 68.08087554 1.1.2 / host UsB 43 URBE BULK in
AR50 658.087785 host / 1.1.1 \ USB —» 6TP000E0E2005200000000400500bDOBRRR6T3
41060 68.087863 1.1.1 host UsB 27 URB_BULK out
4861 68.887871 host 1.1.2 UsB 27 URB_BULK 1n
4062 68.101778 1.1.2 host USE 300000000C00520000000040083163300d06089000b2
41063 68.1026838 host 1.1.1 UsB 46 URB_BULK out
4064 68.102117 1.1.1 host UsB 27 URB_BULK out
4065 68.102123 host 1.1.2 UsB 27 URB_BULK 1n
4066 68.125883 1.1.2 host UsB 149 URB_BULK 1in

1b 0@ 20 fa f2 ce 07 ce ff ff @9 00

00 01 00 01 60 52 03 00 00 00 0B 80000000060059000000000002900092

\lb Pe 20 fa f2 ce 87 ce ff ff o0 00 20 0O 09 GO
> E 81 e el 83 28 8 o [kl

(-

A




Id-TA

id-CA-ECDH-AES-CBC-CMAC-128 / V2 ecdsa-plain-SHA256
/ v2
« [30 0d [06 08 0>0({

7f 00 07 02 02 02] [02 01 02]] )/

Tag encoding

« [30 Of [06 Oa 04 00 7f 00 07 02 02 03 02 02] [02 01 02]

. [30 12 [06 0a 04 00 7f 00 07 02 02 04 02 04] [02 01 02] Boolean 0x01

~ [02 01 12]] Integer 0x02
p521 N

- [30 17 [06 06 67 81 08 01 01 05] [02 01 01] [06 Oa 04 00 Bitstring Ox03

7f 00 07 01 01 04 01 03]] Octetstring 0x04

- [30 19 [06 09 04 00 7f 00 07 02 02 03 02] [30 Oc [06 07 04  Null 0x05

007100 0701 02][02 01/12]] \ Object identifier 0x06

$ 9000 id-CA-ECDH Sequence x30

Active Authentication protocol Sequence of 0x30

id-PACE-ECDH-GM-AES-CBC-CMAC-256 Set 0x31

Set of 0x31

bsiEcKeyType | yrcTime 0x17




OID Repository

O & oid-info.com/cgi-bin/display?oid=0.4.0.127.0.7.1.2&a=display

Home |Tree display | Search OID | FAQ

» itu-t(0) » identified-organization(4) » etsi(0) » reserved(127) »

etsi-identified-organization(0) » bsi-de(7) » algorithms(1)

keyType(2)

childOID: . 1.

OID description

i{itu-t(O) identified-organization(4) etsi(0) reserved(127)
|etsi-identified-organization(0) bsi-de(7) algorithms(1)

®y EDO

» Format of this page
» Modify this OID

» Create child OID
» Create sibling OID

» Find similar OIDs

» Density of this OID

fAQKI 4 nAatatian)

27



MACHINE READABLE

TRAVEL DOCUMENTS
ID |Name Size Type |Reference
0 |1024-bit MODP Group with 160-bit Prime Order Subgroup 1024/160 | GFP |[14]
1 |2048-bit MODP Group with 224-bit Prime Order Subgroup 2048/224 | GFP |[14]
2 |2048-bit MODP Group with 256-bit Prime Order Subgroup 2048/256 | GFP |[14]
3-7 |RFU
8 |NIST P-192 (secpl92rl) 192 ECP |[16]. [14]
9 |BrainpoolP192r1 192 ECP |[15]
10 |NIST P-224 (secp224rl)* 224 ECP |[16], [14]
TECHNICAL REPORT 11 |BrainpoolP224r1 224 ECP |[13]
12 |NIST P-256 (secp256rl) 256 ECP |[16], [14]
Supplemental Access Control for 13 | BrainpoolP25611 256 ECP | [15]
Machine Readable Travel Documents -
14 | BrainpoolP320r1 320 ECP |[15]
Version - 1.01 15 |NIST P-384 (secp384rl) 384 ECP |[16], [14]
Date — November 11, 2010 16 |BrainpoolP384r1 384 ECP |[15]
Fublshedly suchoriy of th Secreay Generel 17 |BrainpoolP512r1 512 ECP |[15]
18 |NIST P-521 (secp521rl) 521 ECP |[16]. [14]
ISO/IEC JTC1 SC17 WGH/TF5 19-31 |REU
FOR THE —

INTERNATIONAL CIVIL AVIATION ORGANIZATION

Fila : TR-PACE-101-final odt
[ Author - ISOIEC ITC1 8C17 WG3/TF5

28




4067 68.126845 host 1.1.1 USB 48°URB_BULK out <« pPade20ce23foede
4068 68.126940 1.1.1 host USB 27 URB_BULK out
4069 68.126987 host 1.1.2 USB 27 URB_BULK 1in
4070 68.139085 1.1.2 host USB 43 URB_BULK in < 8000000006005C0000000040029000d2
4071 68,139340 host 1.1.1 USB 53 URB_BULK out <———00a4040c07a00000024710095b
4072 68.139467 1.1.1 host USB 27 URB_BULK out
4073 68.139479 host 1.1.2 USB 27 URB_BULK 1in T
4074 68.156426 1.1.2 host USB 43 URB_BULK in —
4075 68.156800 host 1.1.1 USB 53 URB_BULK out<- 00a4040c07300000024710091b
4076 68.156894 1.1.1 host USB 27 URB_BULK out
4877 68.156918 host 1.1.2 USB 27 URB_BULK in / 8BGGBBGBBEGGEdGBBBGBBBGBBEQ93992
4078 68.173915 1.1.2 host USB 43 URB_BULK in
4079 68.174269 host 1.1.1 USB 53 URB_BULK out «—— 90a4040c07a00000024710091b
4080 68.174367 1.1.1 host USB 27 URB_BULK out
23 00 oo oo EETECEEE ... .. ... pEas Tk In  80000000060050000000000002900092
‘be--+@ m:_--65€ E izt . ——00a4020c02010de3
00120005 --010 - NN
.............. ‘i / 2000000006005d0000PEEEEEEB2900092
------------- K in 00b200eE06b3
........ K out /
................ K out
K in! 300000000 CPP610000000000086d3a5T010b36900BAC
................ o ——00be00eooefs
K out
K out
4093 68.217648 host 1.1.2 USB 27 URB_BULK 1in
4094 68,242936 1.1.2 host USB 163 URB_BULK in




Learning from JMRTD
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nEAE

€ IMRTD ©

&

- C O 8 hitpsy//jmrtd.org

= @
VEJMRTD

JMRTD: An Open Source Java Implementation of Machine
Readable Travel Documents

JMRTD is an open source Java implementation of the Machine Readable Travel Document
(MRTD) standards as specified by the International Civil Aviation Organization (ICAQ). The
electronic passport (or "ePassport”), which by now has been introduced in many countries, is an
implementation of these standards.

JMRTD provides both a card side application (the "passport applet") and a host side API for
accessing ePassports. The passport applet makes it possible to create your own passports (in
case you're starting your own country). The applet is written in Java Card.

The host side Java API can be used in different scenarios:

» Inspection system: The AP| makes it possible to read, decode, and validate the information
on the chip (for some of these tasks JMRTD will need access to the issuing country's country
signing_root certificates).

= Enrollment / personalization system: The API also allows to encode information by complying
to the relevant standards.

» Testing framework: JMRTD was developed initially to test conformance and security of
ePassport implementations.

Note that since version 0.5.x JMRTD focusses on delivering ICAO Doc 9303 compliant low level
building blocks (card specific communication, cryptographic protocols for access and clone
detection, encoding and decoding of LDS content) in a consistent and comprehensive SDK. Higher
level functionality such as demonstration applications (the Java Swing Ul application), trust
management (LDAP CSCA Nasterlist certificate lookup), and offline verification of the results of the
protocols (Passive Authentication) have been deprecated. A complete solution for document
verification, based on JMRTD is InnoValor's ReadID.
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Authentication Process

15 Bl 12 Fr
Read EF.CardAccess (Required)
&2 BV EF.CardAccess (W E)
!
Read EF.DIR (Optional)
sEHY EF.DIR GEME)
v v
Authenticate with PACE Authenticate with BAC
5 A PACE #7175 Al {5 A BAC 17k Al

Starting 1 January 2018, eMRTD chips implementing PACE only

2018/1/1 &8 eMRTD &R R E1F PACE
n &




] xR HEE EWEEE) BEV BEG HATR LHEOD HBEW BACProtocal java - jmrtd-0.7.24-sources - Visual Studio Code — a *

@ B ® EACCAProtocol java 9+ O pACProtocoljava 9 X B2 (0] e

v JMRTD-0.7.24-s0URCEs [} BE5 © &  org > jmrtd > protocol > @ BACProtocoljava > .

sy gy

> wscode 71 }
> META-INF 72
~ org ' jmrtd 73 /=*
S cheff 74 * performs the Basic Access Control protocol.
*
> cert I
5 76 * [@param bacKey the key based on the document number,
10 -
77 = the card holder's birth date,
7 lds 78 * and the document's expiry date
~ protocol 79 =

.BACAPDUSender.java.swp 80 * @return the BAC result
® AAAPDUSender.java 9+ 81 *
© AAProtocol java 4 82 * @throws CardServiceException if authentication failed

- 83 =
® AAResultjava 3 / . ) .
84 public BACResult doBAC(AccessKeySpec bacKey) throws CardServiceException {
@ AESSecureMessagingWrappe... 2 35 try |
© BACAPDUSenderjava 9t 86 byte[] keySeed = bacKey.getkey();

BACProtocol.java 9 87 SecretkKey kEnc = Util.derivekey(keySeed, Util.ENC MODE);
® BACResultjava 88 SecretkKey kMac = Util.derivekey(keySeed, Util.MAC MODE);
® DEeSedeSecureMessagingWra... 2 89 )
® £ACCAAPDUSenderjava 9+ 99 SecureMessagingWrapper wrapper = doBACStep(kEnc, kMac);
© accap o - 91 return new BACResult(bacKey, wrapper);

mmc_o Java N 92 } catch (GeneralSecurityException gse) {
© EACCAResultjava 2 a3 throw new CardServicefxception("Error during BAC", gse);
® EACTAAPDUSender.java 9+ 94 1
® EACTAProtocoljava 9+ 95 }
® EACTAResultjava 2 96
L
© PACEAPDUSenderjava 9+ 27 / .
. a8 * performs the Basic Access Control protocol.
® PACECAMResultjava 3 .

) ) 99 * It does BAC using kEnc and kMac keys, usually calculated
© PACEGMMappingResultjava 100 * from the document number, the card holder's date of birth,
© PACEGMWithDHMappingResultja..  1g1 * and the card's date of expiry.

> K 102 *
» JAVA PROJECTS 103 ® @param kEnc the static 3DES key required for BAC
I 5 paven 104 ® [@param kMac the static 3DES key required for BAC

17 -B18 Z#:2 UTF8 IF Jaa &% & Q)
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Process of BAC . . .
S = The biggest issue of BAC is
BAC RVEERRZR using 3DES?
IC IFD BAC sx ARSI B FE % =
1. Get Challenge 3DES &7
2. RND.IC

\ 4

RND.IFD and K.IFD
S = RND.IFD || RND.IC || K.IFD

K.IC 3 E | Auth icat EIFD = E(KEnc’ S)

R =RND.IC || RND.IFD || K.IC - External Authenticate Mo = MAC(Kyacs Eiep)
EIC: E(KEnc, R)

Mic= MAC(Kunc, Exc). Eirp Il Miep

Ec|| M.

A 4

KS.SEED = K.IFD XOR K.IC
EIC” MIC

KSg,. and KSyac

v

4. Communicate with Session Key

A

A 4




Process of PACE GM PACEInfo has been obtained

PACE GM HIiEIERRFF ZEERYS PG A
IC IFD

MSE:AT Set Parameter
SRESE

A
\ 4

Nonce Generation Get a Encrypted Nonce

= g S M EL&
) . " Generate temporary keys
Generate temporary keys Exchange Generated Public Keys for mapping
for mapping RBELNLRER B A BRI Y FE S 08
ELTHGBRI AR ‘ >

Exchange Generated Public Keys Generate keys for key

Generate keys for key SRBEERN RHER agreement with nonce

A o | (st en

EXELWHETRATIE 55 oI5 I U gl <z B T Stz 3
Token Exchange

Generate Agreement Key ZX#8 Token Generate Agreement Key

and Token “ > and Token

ELEHEEHE Token Ed iz igid Token

. &




Password Encoding

MRZ SHA-1(DOC Number || DoB || DoE) —  KDFy(f([1),3)
CAN ISO 8859-1 Encoded String
IC IPS

z = E (Kp,RND.IC)

\ 4

RND.IC = D (K, 2)

D = Map(D,c, RND.IC, ....) D = Map(D,c, RND.IC, ....)
PK PK
orie oriPs Choose (SKpy,ips: PKpw,ips)

Choose (SKpy ¢, PKpy,ic) Based on D

Based on D

A
\ 4

K=KA(PKp,ic: SKph,ips)
K=KA(SKph,ic; PKph,ips)

Generate KSg, ., KSyac
Generate KSg, ., KSyac

\ 4

Tips Tips = MAC(KSyac, PK
T\c = MAC(KSyac: PKpy ips) IPS (KSyac DH,IC)

[Ac = E(KSgne, CA)]

A

[PKDH,IC ?= KA(CAc, PKic, D)]
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C:\Java\jdk1.8.0_301\bin\java.exe

Terminals: [PC/SC terminal InfoThink USB Reader 0]

card: PC/SC card in InfoThink USB Reader @, protocol T=1, state 0K

select applet: 9000

select file DG13: 9000

read binary file DG613: 6D3A5F010B36353030303132303030355F02033031305F0323E696BOES8C97E5B8822CE7919EE88AB3ES8DBOEYBESBDESBIBIES878C2C303130E984B000000ONOONORAROAONOCO0EOOOEOEOA0R0O
Send MSE:AT Command

Response MSE:AT Command: 9000

Send General Authenticate Command 1 to Get a Encrypted Nonce

Response General Authenticate Command 1: 7C1280101329BCE702E26B972609A823E5DB43E39000

Nonce: 1329BCE702E26B972609A823E50B43E3

General Authenticate Command 2 to Exchange Random Generated Public Keys

Response of General Authenticate Command 2 : 7C818882818504011725D101E1A8BD6F572F16A7AEELIBBBF4036ES5DE6TT4F44344A3F6BBICAF70FF50A1A7113CD421FF7CCYE9BOBBA273A055E8427A0CD22E3AAB61
piccMappingEncodedPublicKey: 04011725D101E1A8BD&F572F16A7AEEIBBBF4036ESDESTT4F44344A3F6BBICAFTOFFS0A1A7113CD421FF7CCOE9BOBBA273A055E8427A0CD22E3AA0618684F8BE9DE353801787F197C2920
General Authenticate Command 3 to Exchange Key for Key Agreement

Response of General Authenticate Command 3: 7C818884818504004390FE460DA45ECIC69288FDASF731BF19DD07212A312F9C692F1EC168224968TET7126F4A467062945B03B5B03274B2C4412A41F0193DACCO2F21D3
General Authenticate Command 4 to Exchange Token

Response General Authenticate Command 4: 7COA86088B9FB5841DFOE8569000

Token match!!!

sselect:99026A868E08396ADA743804335A6A86

select DG11:99026A868E08E4352542F1884F0A6A86

verify:87110168F37CCE28365B64A63A0F998DF7EAG4990290008E082014B42DB4AB55349000

decrypted verified: 609000
readbinary:87818101830B0A6D19AFA73C2D9824E685ADF4C5914C2FBAFDAEB202AB42157F4BES62092CF2200D1B570DFA180D37EFE3AFAL4ET42102AC84FF651AFFAL168874350BDBEFEABC493A9B3C440DA097242061435
decrypted DG11:6D3A5F010B36353030303132303030355F02033031305F0323E696B0OE58C97E5B8822CE7919EEB8AB3ES8D80EYBESDESB1B1EY878C2C303130E984B00000000000OOOREOEOAO00000EOOOENEROROO00000BE
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DG11

S230892738 LIU,DUO-TUO
20301015 \B 19671121 /

\le\;g[SFO4OBE69F 3F0A98D90F0A795A«%§Q§00}[5F060|3[4C49552C44554F2D54 4F]|[5F070
A53323330383932373338][5F08083139363731313231][5F090130][5F0A09415430303030303035]
[5F0B083230333031303135][5F0C083230323031303135][5F0D103130303039303139353231303
0323339]000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000009000

AT0000005

20201015 1000901952100239
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DG12

Fribmiim S &A1 BB 0104 ZEF S 2 8 0 5%

|

« 6C3D[5FOE0120][5FOF36E696BOES8CO97ESB882E7919EE8S8AB3ES8DS0OE9BESDESB1B1E9878C
303130E984BOE980A2E794B2E8B7AFEFBC92EFBC98EFBC90E8999F]00000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000009000
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From Accessing Public Data Zone to Encrypted Data Zone
ErREREIMEE

==

Select Card Application

EHEREARED

\ 4

A

A 4

A

Set Parameter
SESE]

A 4

A

PACE

<
<

Active Authentication

TENiEA

A 4

v

P
<

Data Access
EEER

IFD

==

Select Card Application

EHE R EARED

P
<«

\ 4

P
<

A 4

Set Parameter

RIEZSE

A

A 4

PACE

<
<

\ 4

Chip Authentication

<

=hakiall

[

<

»

Terminal Authentication
HETTAERIEBEREE

Data Access
VB ERER

IFD




Chip Authentication Process
CAREERF

CA CA
SKIPS' PKIPS

————

K=KA(SK&4,

\ 4

D, SK,~, PK
IC IC IC |C |PS

DIC’ I:)KIC

PK&
K=KA(SKc,PKSY, Do)
lc
—CA Tie Ne
T,c=MAC(KMAC, PK{%

I:)KIC’ DIC)
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Terminal Authentication Process

A RERERF

Choose r, randomly

PETR I 1

Signature Verification
B 5 75 =8

IPS

A

glPS

\ 4

SlPS — Sign(SK”DS’IDlC | | r|C | |

Comp(PKIPS))
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MSE AT: Set Parameter
(MANAGE SECURITY ENVIRONMENT command with Set
Authentication Template function)

00 22cl a4 27
800a 0400 7f00 07 0202040204

83 01 03

v

PACE

v

Read Certificate from EF.CardSecurity

Send DV and AT Cert to Card

A 4

Set MSE:SET AT External Authentication

Get Challenge

External Authentication

7f4c 12 06 09 04 00 7f 00 07 03 01 02
02 53 05 00 00 00 60 00
84 01 12

OID || Holder for AT ||
Temporary Public Key

Sign (Temporary IC Public Key in
PACE process || challenge ||
Temporary Public Key)

. &



Certified Host EID Center
7o O] BB 1] EID &0

XD
JEE 2K SEE X “

DV /u\nﬂ,ﬂi AT AR ag — . —




[0] Version: 3
SerialNumber: 28156782072750167572079822468317946189
IssuerDN: C=TW,O0=1TEFz,0U=A &, 0U=F L =],CN=CSCA
Start Date: Fri Sep 25 11:37:12 CST 2020
Final Date: Tue Mar 25 23:59:59 CST 2031
SubjectDN: C=TW,0=1TEf5z,0U=AEEB,0U=F I 5],CN=DS202009250001
Public Key: EC Public Key [c6:7c:fb:el:c8:4f.e3:4a:4d:23:2a:ab:2e:06:57:77:5e:27:d6:b4]
X: 7db0dd8864840f9856c957715162¢c28c346¢c936¢c92fdffoc1ffb110c09dac3e7ae067bada0b8e93bd86451b860377b85d67dal33ee5d10bafaa7068dc88c76056
Y: 96139cc7cfel14c851e96b0d03b851fd16d19b5d61e3cbecf7al35f69e047f7765771600bc6afc633bbl7aa8953a7ad4ea8cfe22a3b179b8b1b66f8b1340b7d97dd
Signature Algorithm: SHA256withECDSA
Signhature: 308188024201cce9925ecceelal0ba46625a6¢13c0a70c3dc9bbh368253¢c6917¢3f399bc4c20087e0f3f1595ae193ee474cafebc386f8a40aa5040103
2060314d2b400ed66b20ad0242008800e154df65aeb9bae33d7bb45f1fd6800a8e335c2a2leba5ae033¢c56f06e29384ac5308654ca0fbd98b19e5e29
cdace675d157c66e09a49fa69b5be91d2b3f25
Extensions:
critical(false) 2.5.29.16 value = Sequence
Tagged [0] IMPLICIT
DER Octet String[15]
Tagged [1] IMPLICIT
DER Octet String[15]
critical(false) 2.5.29.35 value = Sequence
Tagged [0] IMPLICIT
DER Octet String[20]
critical(false) 2.5.29.14 value = DER Octet String[20]
critical(true) KeyUsage: 0x80
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7f21 CV_CERTIFICATE
7f4e CERTIFICATE_BODY
5f29 PROFILE_IDENTIFIER O
42 CA_REFERENCE TW/MOICVCAG1/00001
7f49 PUBLIC_KEY
6 OID 0.4.0.127.0.7.2.2.2.2.3
86 PUBLIC_POINT_Y
040048B5D4E6C2B2E91B3D3DCF5C91E4A0C45BFE98086EBEF6440FFB20326BD5BC978CAACE4BCDA82731DDAE3EF880
BFB4F7A6A5BE30798CF36A2833D9B186A4F916E10022BOE6SFEB6CD42FD2ADB52FC30E181BD8A73432E1BB3F7928653B
D4CF3D7727904C36C3B2890527472BCF476323D89192AE82973B0081D7B02C939950C08CF37C
5f20 HOLDER_REFERENCE TW/MOIDVCAG1/00001
7f4c HOLDER_AUTH_TEMPLATE
6 OID 0.4.0.127.0.7.3.1.2.2
53 ROLE_AND_ACCESS_RIGHTS BFFFFFFFFF: DV-domestic/Age Verification, Community ID Verification, Restricted
Identification, Privileged Terminal, CAN Allowed, PIN Management, Install Certificate, Install Qualified Certificate, R-DG1, R-DG2,
R-DG3, R-DG4, R-DG5, R-DG6, R-DG7, R-DG8, R-DG9, R-DG10, R-DG11, R-DG12, R-DG13, R-DG14, R-DG15, R-DG16, R-
DG17, R-DG18, R-DG19, R-DG20, R-DG21, RFU-29, RFU-30, RFU-31, RFU-32, W-DG21, W-DG20, W-DG19, W-DG18, W-DG17
5f25 EFFECTIVE_DATE 2020-09-17
5f24 EXPIRATION_DATE 2026-03-17
5f37 SIGNATURE
A2AD152186C5E700DA2CCAB883B85CAF2AC2892643011452D421E8CE45C311D96A1DA3BFB1992054751B2FDE7ACODEGF
869400740920519D676C37DF8028A520DBBE96602C317AD338439DBDCBC122338D4990BA6EE30B07E40BDCOF3E2D3F31F
ESD8DAAI9C8BF7AC6BA8241F24C4ED94FB2D332016A54FF35F02623AC857C77DAFF6
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7f21 CV_CERTIFICATE
7f4e CERTIFICATE_BODY
5f29 PROFILE_IDENTIFIER O
42 CA_REFERENCE TW/MOIDVCAG1/00001
7f49 PUBLIC_KEY
6 OID 0.4.0.127.0.7.2.2.2.2.3
86 PUBLIC POINT_Y
0401CF9D14C148602C9A391541614EF330C47C6402E51A41A4A71403434F68FODFE7D8FFOCEA67700004D41A089
02C8F8D46D583355607FFB673403B44174BCA7BF13B00689BA97774145503F7B1532578BFE80451DA6F13B9C2D2
92B42A0D145559CED9ASDBA7CAO01FAABOEFIF6D634CBD44B3F540E669EO0CACO3A9E6B633997C8A2EE3EB
5f20 HOLDER_REFERENCE TW/MOICA0085/00000
7f4c HOLDER_AUTH_TEMPLATE
6 OID 0.4.0.127.0.7.3.1.2.2
53 ROLE_AND_ACCESS RIGHTS 0000006000: Authentication-Terminal/R-DG6, R-DG7
5f25 EFFECTIVE_DATE 2020-11-20
5f24 EXPIRATION_DATE 2020-11-26
5f37 SIGNATURE
0151F4D4706828898DC1EA8AE4D9292105D5D7F209FF1DECE8SBD5D9645B2049FCCOEF2A5D5F2E5D941CEEBC2E
4BF4E719097CCD48057F4EB79C22F22473C293EC33A0177C1EFE4C1949EDE45DFCCF1E72B4B42F1F1912489269
A6D759F65C2E27EAFF1429C39A76EATF73DA6739097425C59E742F2893998242300C45435BC276AD8016B
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ECC Output ....
ECC il .....

* 0300A55A05060014A092B6642E095A78929DA3116678EFCB10533BA8A21B7D008A09E287E00B9
8924BDD55E55C2BF1A50BES5849706A85E27EDB61B857AA65ED3A4A4D0

* 00A55A05060014A092B6642E095A78929DA3116678EFCB10533BA8A21B7D008A09E287E00B989
24BDD55E55C2BF1AS0BE5849706A85E27EDB61B857AA65ED3A4A4D0
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MSE set AT Ext Auth: 9000

Get Challenge: 386496050041522C9000
386496050041522C

select file DG6: 990290008E08C006DC1E2DB1D3BD9000
decrypted verified:9000

readbinary:878201A101FBE49AE2CA4342F6B0397AE2AAAE9854BF0687740B6D79C12480E2BODAEAODO5S1E5733E7EAAS44
6EDBD8287EA19D962622E426C12C4DC427/BAC21B71DAD16D29ECDD984BF460E6779DB5C29B495C481D036BF6C2CEDS
F1B9B25165F04CODB72F4569D11E757A845D42E5DA88D34BC70F0930696AC657496D88D43261A4C7C502B37B51A0808665
E9BI9CB41C05BB579F44168110350A1407/0EF1879DCBD755678EFB2AB669910CCC1AEEBOA4B0C873B49565CC3762C0/7/D5
7/D2CA9289C1FAD8ES3206A9899AD5C8BB624FFDAAGB08371606ES88CDES5DDFA3293FC3AD2036D56D85105379D288CD78
D7D31C4AA206F2F344A62E9539E2BEFF8B6F3A86FFD3EC86D5281F1DA3D1F4BFA3C3E4C429D762635CB8041840FEFFDE
A3C65AC34C7A209D81A5EFD8C97CC89D9EB48593FCB1306D14532F3B41E2141292B00D3535DAF08FF8FES88BC29E2C22
6B1981AB53AA297/D7D3F2F09B2A3B8D9C803C4F 7/F353E89E31F3C10482AB6A661F3680C14C01DF9/B58EFOBC275D8DFB
708C518EDF2C8620710ABDE7A1AG6AG9A33F28EEB71EC533ECD/F52EC7FESFEABA1261407AB2839D1BD990290008E080A

B6AC20C88203199000 o
decrypted o - TiRA _ 05039290 (Random Value)

DG6:66205F1301315F140BEG9FB3FO0A28A96FOAAAI9AB5F15005F16083035303339323930000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000009000
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DG7:67205F1701315F180BESA79CFOAFASSEF3BCBB945F19005F1A08393033393030363800000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000009000
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ldentifying Potential Vulnerabilities

at Al O] BE 5534

: : ldentifying
Information Learning How : L :
: ) Potential Key Findings Recommendation
Collection it Works? iy o 7% e
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R " sk ol O] BE 59 %4
50




Security Mechanism for eMRTD in ICAO 9303-11
eMRTD G AMZZ

Passive
Authentication

BAC (Basic Access
Control)

Terminal
Authentication

Active
Authentication

Chip Authentication

PACE (Password
Authenticated
Connection
Establishment)

Data Encryption
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We don't address the chip security issue We also don't address security of backend system
RKRAERBEBREZEH AR REEBLORSD

Termilwal EID Center
EID EID 2.0,

221
| I ..
E i I

Risk Scenario 1: Data can be accessed without permission

RRRIEE 1 TR SERIRZ T ER T ERER &R

Risk Scenario 2: Cannot use TA to forbid unauthorized

O BUE R AR BIRR T B AR R A E

v
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e Google Titan Security Key (all versions)
e Yubico Yubikey Neo

e Feitian FIDO NFC USB-A /K9

e Feitian MultiPass FIDO /K13

e Feitian ePass FIDO USB-C /K21

e Feitian FIDO NFC USB-C /K40

e NXPJ3D081 M59 DF and variants
e NXP J3A081 and variants

e NXP J2E081 _M64 and variants

o NXPJ3D145 M59 and variants

o NXPJ3D081 _M59 and variants

e NXP J3E145 M64 and variants

o NXPJ3E081 Mé4 DF and variants

Further Notes

1. The impacted Yubico Yubikey Neo is an old product no more available for sale. All FIDO U2F Yubico
Yubikeys currently available on their webstore are based on a newer secure element from Infineon, and are

not impacted by our work to our knowledge.

2. The NXP P5 / SmartMX secure microcontroller family and its associated cryptographic library (up to v2.9)
impacted by our work is quite old. Since, NXP has released two new generations of secure microcontroller
families, the “NXP P60 / SmartMX2” family and now the “NXP P70 / SmartMX3" family. Both are Common
Criteria certified (with recent certification process), and are not impacted by our work to our knowledge.
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Access without TA (only
HfER CAN #1T PACE #BlI1E/Y7FEY

DG1
DG2
DG3
DG4
DG5
DG6
DG7
DGS8

A (DG13)
O
X (6982)
X (6982)
X (6982)
X (6982)
X (6982)
X (6982)

PACE with CAN)

DG9
DG10
DG11
DG12
DG13
DG14
DG15
DG16

X (6982)
A (DG13)
O
O
O
A (DG13)

O
A\ (DG13)
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Access Encrypted Data Zone with Contact and Contactless Interface

ﬁﬁ%?&ﬁﬁﬂfﬂaﬂzﬁﬁ‘t; HFEUINZ &

MSE set AT Ext Auth: 9000
Get Challenge: 7B151C3BBF9722639000

7B151C3BBF272263
select file DG6: 99029000BEOBAZEB2067EFO437FO9000 Contact lnterface
. <r > A
o EETUTE
decrypted verified:9000

readbinary:878201A10153EFBF4AESAS2DEFE84ADD975A9651C8558DEET8
decrypted DG6:66205F1301315F140BE69FBIFOA2BA96FOAAAIABSF1E00

MSE set AT Ext Auth: 9000

Get Challenge: B3CDDBD5CDGB3C6AZ000

83CDDBD5CDOB3CAA Contactless Interface
select file DG6: 990290008EO888BEF01687464ABBI00O0 QFTﬁﬁ%ﬂﬂﬁ
decrypted verified:?000

readbinary:990269828E087C07153575622A456982

decrypted DG6:6982
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7F218201747F4AE81E85F290100421054574D4F4944564341473130303030317F498194060A04007F0007020202
02038681850401CF9D14C148602C9A391541614EF330C47C6402E51A41A4A71403434F68FODFE7DSFFOCEA
67700004D41A08902C8F8D46D583355607/FFB673403B4417/4BCA7BF13B00689BA97774145503F/B1532578B
FE80451DA6F13B9C2D292B42A0D145559CED9ASDBA7CAO1FAABOEFIF6D634CBD44B3F540EG69EOCACOS
A9EG6B633997/C8A2EE3EBS5F201054574D4F4943413030383530303030307F4C1206090400/F00070301020253
0500000060005F25060200010102005F24060200010102065F3781840151F4D4706828898DC1EA8AE4D929210
S5D5D7F209FF1DECE8BD5D9645B2049FCCOEF2A5DSF2ESD941CEESC2E4BF4E719097CCD48057F4EB79C2
2F22473C293EC33A0177/C1EFE4C1949EDEASDFCCF1E/2B4B42F1F1912489269A6D 759F65C2E27EAFF1429
C39A76EATF7/3DA6739097425C59E742F2893998242300C45435BC276AD8016B

7F218201747F4AE81E85F290100421054574D4F4944564341473130303030317F498194060A04007F0007020202
02038681850401CF9D14C148602C9A391541614EF330C47C6402E51A41A4A71403434F68FODFE7D8FFOCEA
67700004D41A08902C8F8D46D583355607/FFB673403B44174BCA7BF13B00689BA97774145503F/B1532578B
FEB80451DA6F13B9C2D292B42A0D145559CEDY9ASDBA7CAO01FAABOEFIF6D634CBD44B3F540E669EO0CACO3
A9EG6B633997C8A2EE3EB5F201054574D4F4943413030383530303030307/F4C12060904007F00070301020253
0500000060005F25060200010102005F24060200010102075F3781840151F4D4706828898DC1EA8AE4D929210
5D5D7F209FF1DECESBD5D9645B2049FCCOEF2A5D5F2ESD941CEESC2E4BF4E719097/CCD48057F4EB79C2
2F22473C293EC33A01/77C1EFE4AC1949EDEA4ASDFCCF1E72B4B42F1F1912489269A6D 759F65C2E27EAFF1429
C39A76EA7F73DA6739097425C59E742F2893998242300C45435BC276AD8016B
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7f21 CV_CERTIFICATE
7f4e CERTIFICATE_BODY
5f29 PROFILE_IDENTIFIER O
42 CA_REFERENCE TW/MOIDVCAG1/00001
7f49 PUBLIC_KEY
6 OID 0.4.0.127.0.7.2.2.2.2.3
86 PUBLIC POINT_Y
0401CF9D14C148602C9A391541614EF330C47C6402E51A41A4A71403434F68FODFE7D8FFOCEA67700004D41A089
02C8F8D46D583355607FFB673403B44174BCA7BF13B00689BA97774145503F7B1532578BFE80451DA6F13B9C2D2
92B42A0D145559CED9ASDBA7CAO01FAABOEFIF6D634CBD44B3F540E669EO0CACO3A9E6B633997C8A2EE3EB
5f20 HOLDER_REFERENCE TW/MOICA0085/00000
7f4c HOLDER_AUTH_TEMPLATE
6 OID 0.4.0.127.0.7.3.1.2.2
53 ROLE_AND_ACCESS RIGHTS 0000006000: Authentication-Terminal/R-DG6, R-DG7
5f25 EFFECTIVE_DATE 2020-11-20
5f24 EXPIRATION_DATE 2020-11-27
5f37 SIGNATURE
0151F4D4706828898DC1EA8AE4D9292105D5D7F209FF1DECE8SBD5D9645B2049FCCOEF2A5D5F2E5D941CEEBC2E
4BF4E719097CCD48057F4EB79C22F22473C293EC33A0177C1EFE4C1949EDE45DFCCF1E72B4B42F1F1912489269
A6D759F65C2E27EAFF1429C39A76EATF73DA6739097425C59E742F2893998242300C45435BC276AD8016B
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7f4c HOLDER_AUTH_TEMPLATE
6 0ID 0.4.0.127.0.7.3.1.2.2
53 ROLE_AND_ACCESS_RIGHTS 0000006000: Authentication-Terminal/R
5f25 EFFECTIVE_DATE 2020-11-20
5f24 EXPIRATION_DATE 2020-11-27
5f37 SIGNATURE ©151F4D4706828898DC1EABAE4D9292105D507F209FF1DECESEDSD
TWMOICVCAGlonoO01
TWMOIDVCAGlo0001
MSE set cert request: 9000
MSE set cert body: 9000
MSE set cert request: 9000
Error result:00006300
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C:\Java\jdkl.8.0_301\bin\java.exe ...
Terminals: [PC/SC terminal SCR331CL-NTTCom 0]
Try CAN:000000

CAN error

Time vused:3941

Try CAN:000001

CAN error

Time vused:2407

Try CAN:0B0GB2

CAN error

Time vused:2397

Try CAN:000003

CAN error

Time vused:2404

Try CAN:0000B4

CAN error

Time vused:2403

Try CAN:000005
readbinary:8782026101437BAA23538AR4F4AC915DEAS93250AT7DAA32C848CEL3AZA8F19C9E20D18608A8655EEABAFBDFS5AT04528
decrypted DG11:6B705F040BE6FFB3FOA8DCFOATI5A65F05005F060B4C49552044554F2054554F5F070A5332333038393237333
Read Success

Time vused:2777
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CAN error

Time used:5377

Try CAN:000002

Terminals: [PC/SC terminal SCR331CL-NTTCom 0]
CAN error

Time used:5373

Try CAN:000003

Terminals: [PC/SC terminal SCR331CL-NTTCom 0]
CAN error

Time used:5377

Try CAN:000004

Terminals: [PC/SC terminal SCR331CL-NTTCom 0]
CAN error

Time vused:5381

Try CAN:000005

Terminals: [PC/SC terminal SCR331CL-NTTCom 0]

The performance of contactless card reading
determines the position of card

FEEMIVAYF R EIEEM T RENNEEM SR

readbinary:87820261015B39E78299E758F95A0943BES4F3D3664D3CBCOEDFOSPE68IEADL44332FC27ABF2D8D0EO66FO3381F078D3FAA3Z4AESCF67581328E25ADA331FBF1899548097005913E285
decrypted DG11:6B705FD40BE6IFB3FOA98D9CFOAT?5A65F05005F060B4C49552C44554F2D54554F5F070A533233303839323733385F080831393637313132315F0901305F0A09415430303030

Read Success
Time used:5980
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Try CAN:00QQOQ
CAN error

Time vused:2212 . . .
Try CAN:008001 The performance via contact interface is better than

CAN error performance via contactless interface

Time used:581 ERILLIF B2

Try CAN:000BO2

CAN error

Time used:575

Try CAN:000003

CAN error

Time used:571

Try CAN:000004

CAN error

Time vused:579

Try CAN:000005
readbinary:878202610174115592EA958E2F95F8152344345E97C5C09BABT1F2AA23C61D5B6DE2A9CCO1B58078F7A7650C5B270B6076761088B8DABCSE
decrypted DG11:6B705F040BE6FFB3IFOA9ED9CFOATISA65F05005F060B4C49552C044554F2D54554F5F070A533233303839323733385F0808313936373:
Read Success

Time vused:891
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63CX: Verify fail, X tries left

TYRE H.UUNAJLLUDOLHUAHUUILOOLrH I 77JUOLFONDOLAJLOOHIUVOUr LA

A 2% =] = \| === .
'%EEHEQEE\Q ’ @EX—)’QE_H, Enft General Authenticate Command 4 to Exchange Token
Ex Response General Authenticate Command 4: 63C3

63C3: Verify fail’ 3 trieS Ieft. TS D WlWY P el W W LW L Ll Mo dwdl AWl nd W L DL W

.%?EEEQEEQ ’ ﬁUE:ﬂE_”/\ %Eﬂ General Authenticate Command 4 to Exchange Token
Response General Authenticate Command 4: 63C2
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Summary of Findings
IR

» The data in the Public Data Zone can be accessed via brute force attack against CAN. Therefore,
malicious people can access data in a card without contacting a card at most 27 days
(2,400,000/86,400~27)

oD ESEFEIRWNIER N - oJPUER CAN BEHEE - EAERRRIBERL N B LARENER -
MRDIGEIN—X 2.4 ¥5TE - 2400000/86400~27 X
« MRZ could be better than CAN

HARFH O] DIBRSIER MRZ - 1B 08K A 1R fE]
« Cannot inactivate a terminal actively

HREIfEA TA T EAEFFR—aB AR (FREAEEEER CRL 2114 OCSP)
« Could use SAM to protect terminal private key and shorten the validation time of AT certificate
MREEZH TN - o] IR SAM RREER - [EF48 % /REAWEAE

 AA mechanism could be misused

AA RRE S oI BER aR F
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1D Terminal EID Center
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Obtain AA Certificate (DG15)

»
»

00 88 00 00 RND.IFD

P
<

Signature generated by the IC

»

»
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Recommendation
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Conclusiqn and Recommendation
n\I:I nﬁﬂfﬂLiﬁ

Integrated circuit identification card can improve the security and convenience of using online
services. As every national online services may rely on the card, we should consider the securlty

and prlvacylssues carefully 21US 7 n"jz/”jJ”‘TJ/MzeﬂﬁﬁﬁEMHHE%&‘E’JZ‘E’E\ﬁ MAABB XN G 7 &
RS2 ¥ i%iﬁ?‘ﬁ)ﬁ FIEZZHENNEERTEZRAIZE -

The suspended EID card adopts the specification of ICAO 9303. We did not find critical security
issues currently. BETE =/ EID EF ICAO 9303 fU1Z#E - EF LI KREIRERZ EEE -

« The data in the Public Data Zone can be accessed via brute force attack against CAN o3& 1B

SEEEIV T ER D AE CAN EEFARER

Contactless interface is very important for smart phones. We suggest to keep the interface and
adjust the associated function SEZBET TEEE S FENIER LIFEFEZE - Rt REBHEE
BT E - W ol fFEE R LR -

- OJPAZEESZIE FIDO CTAP2

As the data in the Encrypted Data Zone are not very sensitive, current software-based terminal
authentication scheme does not have significant risks. However, terminal binding would bring

mconvenlenceforsome applications. HAETNN# &S 3 SEHEER Rt BB RE S e
R In#E B IE AR - RMEBEBINNZ &Z#MEN - HRFELEEANRGROIBES SN AE -
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