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Shared Responsibility Model

4

https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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“Through 2025, more than 99% of 
cloud breaches will have a root cause 
of preventable misconfigurations or 
mistakes by end users.”
- Gartner. (H/T Anton Chuvakin)
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ꦴ珸㣜耖 – CSA 氳鈶럅
1. Data Breaches
2. Misconfiguration and Inadequate Change Control
3. Lack of Cloud Security Architecture and Strategy
4. Insufficient Identity, Credential, Access and Key Management
5. Account Hijacking
6. Insider Threat
7. Insecure Interfaces and APIs
8. Weak Control Plane
9. Metastructure and Applistructure Failures
10. Limited Cloud Usage Visibility
11. Abuse and Nefarious Use of Cloud Services
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https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/
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ꦴ珸㣜耖 -└㛻ꪫ⺸

Identity Perimeter

Network Perimeter

Hosted Applications/Services
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Identity Perimeter

骰♸艃㰇⹦畚杼硎礶 (IAM)鷪亥郀ꦉꦙ♓畚杼
刈◚䇖⺐ꯏ錄垷꡿鷪냖
CSA Ref:

Data Breaches (No.1)
Insufficient Identity, Credential, Access and Key Management
(No.4)
Account Hijacking (No.5)
Limited Cloud Usage Visibility (No.10)
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ꦴ珸◄♭礶銷
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https://speakerdeck.com/ramimac/learning-from-aws-customer-security-incidents
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ꦴ珸◄♭ – Initial Access 礶銷
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Drive-by Compromise

Exploit Public-Facing Application
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Trusted Relationship

Valid Accounts
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ꦴ珸◄♭ – Escalation/Persistence 礶銷

0 1 2 3 4 5 6 7

EC2

IAM
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Network Perimeter

⚀哆ꡕ煞麕槡嘘矗ⴭ
ꦴ㏑岞⺭⟔♴꟯➡
CSA Ref:

Data Breaches (No.1)
Lack of Cloud Security Architecture and Strategy (No.3)
Insufficient Identity, Credential, Access and Key Management
(No.4)
Weak Control Plane (No.8)
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Hosted Applications/Services

鷪亥郀ꦉ氳䟕榫䌋錄㲋
ꪞ⸊榟ꦴ珸䟕榫䌋艃ꦴ珸丞⺭氳ゖ갭
CSA Ref:

Data Breaches (No.1)
Misconfiguration and Inadequate Change Control (No.2)
Insecure Interfaces and APIs (No.7)
Metastructure and Applistructure Failures (No.9)
Abuse and Nefarious Use of Cloud Services (No.11)
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AWS: Identity Perimeter
Azure: Network Perimeter
GCP: Hosted Applications/Services
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Case Study
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AWS
Identity Perimeter
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Identity and Access Management
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Identity

ResourcePermission
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Identity
User

Group
Service Account

Resource
VM

Bucket
…

Permission
Owner
Editor

Reader
…
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Identity Permission Resource

AWS

GCP

Azure Role
(Built-in / Custom)

Policy
(AWS / Customer Managed or Inline)

Scope

Role (Basic / Custom)

Role (Pre-define)

Resource

User Identity Service Identity User or Service Identity

Federated Identity

Resource (e.g. EC2, lambda)

IAM Group

IAM Role

IAM User

Identity from External Account

Resource (e.g. VM, Function)

Azure Group
Azure User

Application (e.g. x-account) Service Principal

Managed Identity

Legened: 

Google Group
Google Account

Resource (e.g. CE, AE)
Service Account

Identity from External Account

Cloud Identity domain

Google Workspace Domain
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Attack Mindset

Credentials Harvest
Lateral Movement

Add SSH key through control plane
Firewall rule enumeration
Bypassing boundaries

Privilege Escalation
Modifying the metadata
Steal Credential from file, environment, code and control plane
Create IAM rule(Shadow Admin)
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Credentials Harvest

Internet-Facing Sensitive Data
Config Files on Disk
Control Plane Interface
Codebase
Environmental Variables
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Cloud Matrix 㵴亥 IAM 氳⮵榫鷪亥睲樋
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Cloud Matrix 佭㛻亡⺸䋧閲
The Lockheed killchain and MITRE ATT&CK models are two 
popular and well-developed frameworks, but they tend to 
be a bit high-level for guiding specific security control 
decisions. – DisruptOps
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https://disruptops.com/stop-todays-top-10-cloud-attack-killchains/
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IAM Attack Pattern



CyCraft Proprietary and Confidential Information CyCraft Proprietary and Confidential Information

Identity 
A

ResourcePermission 
A

Permission
B

Identity
B

Resource

S3 Resource Exposure / Sub-Domain Takeover
㏇ Instance⪐緿 Code / Credential

⠺⭾夋☕韥◀垷꡿礢⺎䫞氳 Resource
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Credentials Harvest + LM
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Role 1
AssumeRole
Succeeded

Role 2AssumeRole
Denied

Cloud Platform

Identity 
A

Permission 
A

Permission
B

Identity
B

Resour
ce
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Privilege Escalation
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Lambda

Cloud Platform

Invoke

Role 2

Identity 
A

Permission 
A

Permission
B

Identity
B

Resour
ce

PassRole
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Identity
A

Permission
A

Permission
B

Identity
B

⟣䷊舅骰 Permission
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Shadow Admin

30

Policy

Cloud Platform

SetDefaultPolicy

Identity
A

Permission
A

Permission
B

Identity
B

Role
Admin Access
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Identity
A

Permission
A

Identity
B

㵷⭴⮯氳✳榫縖氳 Access key
䷊⮯氳✳榫縖氳 login Profile

ⱶ⮽냖垷꡿ Group
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Privilege Escalation
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Group

Cloud Platform

User

AddGroup

Identity
A

Permission
A

Identity
B
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SSRF to Metadata Service
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Resource
A

Oracle Identity
B
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Sub-Domain Takeover + SSRF
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VM Instance

S3

Cloud Platform

Normal Request

Static Web Hosting

External Site
Hijack

Resource
A

Oracle Identity
B
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Azure
Network Perimeter
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Private, Public and Hybrid Cloud
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https://itelligencegroup.com/cn/global-blog/what-is-a-hybrid-cloud/
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Hybrid Cloud 氳꟯ꐷ㓹灅錄亩
Hybrid Identity for

Cross-realm Application Access
Simplified account access and management
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Active Directory vs. Azure AD
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Active Directory Azure Active Directory
LDAP REST API’s
NTLM/Kerberos OAuth/SAML/OpenID/etc
Structured directory (OU tree) Flat structure
GPO’s No GPO’s
Super fine-tuned access 
controls

Predefined roles

Domain/forest Tenant
Trusts Guests

https://troopers.de/downloads/troopers19/TROOPERS19_AD_Im_in_your_cloud.pdf
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Real World Case - Solorigate

39

https://us-cert.cisa.gov/ncas/alerts/aa21-008a
https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/wbnr-unc2452-presentation-slides.pdf

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/understanding-quot-solorigate-quot-s-identity-iocs-for-identity/ba-p/2007610
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Real World Case - FoggyWeb

40

https://www.microsoft.com/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/
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Best Practice
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https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
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GCP
Hosted Applications/Services
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Server Side Request Forgery
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VM Instance

Metadata Service
169.254.169.254

Cloud Platform

Normal Request

SSRF

External Site

Access Denied

Resource
A

Oracle Identity
B
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Root Cause

OracleInstance Metadata Service籭╴骰♸꿨镜
Authentication
扝嫏ⶆ⮯鑃姳榺鐎氪⭴
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Kubernetes
Master(Control Plane)

Worker(Node)

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container
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kubectl
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GCP Compute Engine

Kubernetes on GCP

Master(Control Plane)

Worker(Node)

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container

GCP GKE Service
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Instance Metadata Service?
GCP Compute Engine

Master(Control Plane)

Worker(Node)

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container

GCP GKE Service

48

Metadata Service
169.254.169.254
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Secret in Metadata Service
Kube-env

KUBELET_CERT
KUBELET_KEY
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https://medium.com/@toddrosner/kubernetes-tls-bootstrapping-cf203776abc7

TLS bootstrapping - certificate signing request
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Instance Metadata Service?

Master(Control Plane)

Worker(Node)

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container

GCP GKE Service
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Metadata Service
169.254.169.254

Container
4

GCP Compute Engine

3

2

1
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Real World Case
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GCP 㞞⛰䟕㵴
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泘嘆鹶⩦ Pods ⹦䐂 Bootstrap Credential
Metadata concealment & Workload Identity
Shielded GKE nodes
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Metadata concealment & Workload Identity

53

泘氳鹶⩦ Pods 波䫚艃 Metadata Service 䫚銕
⛼嫏䵿䡽䢦僘㵴 Metadata service 氳鑃姳

Metadata concealmentfirewall
Workload Identityproxy -> GKE metadata service
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Worker(Node)

DaemonSet

GKE 
Metadata 
Service

Workload Identity

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container
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DaemonSet

GKE 
Metadata 
Service

Master(Control Plane)
GCP GKE Service

Metadata Service
169.254.169.254

GCP IAM Service GCP Compute Engine
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Worker(Node)

DaemonSet

GKE 
Metadata 
Service

Misconfig(Host Network) -> Bypass

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container
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DaemonSet

GKE 
Metadata 
Service

Master(Control Plane)
GCP GKE Service

Metadata Service
169.254.169.254

GCP IAM Service GCP Compute Engine
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Shielded GKE nodes

Shielded VMs榫 vTPM ⸼꿨镜 VM 氳㱮丞䓪
ꯏꡕ rootkit鞴乣孋庁璢

泘氳ⶆ⮯Worker(Node) 艃 Pods
⛼嫏⢢ certificate signing request 侈ꧏ釒 vTPM꿨镜

Worker(Node)澛䐂⮽ vTPM
Pods ⪐氳 Container 澛┘⮽ vTPM
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https://github.com/kubernetes/cloud-provider-gcp/blob/b3dec429d3fc06810cfc5ef7aa493efdcac9fe6d/cmd/gke-exec-auth-plugin/tpm.go#L82
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Worker(Node)

Shielded GKE nodes

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container
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Master(Control Plane)

GCP GKE Service

Metadata Service
169.254.169.254

GCP Compute Engine

vTPM

vTPM
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Worker(Node)

Misconfig(privileged) -> Bypass

Pod Pod

PodContainer Runtime

Worker(Node)

Pod Pod

PodContainer Runtime

Container

Container

Container

Container
Container

Container
Pod

Container
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Master(Control Plane)

GCP GKE Service

Metadata Service
169.254.169.254

GCP Compute Engine

vTPM

vTPM
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Defense
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