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Shared Responsibility Model

On-
Responsibility SaaS PaaS laaS prem

Information and data
AT 7 Sl ETE Devices (Mobile and PCs)
retained by the customer
Accounts and identities
Identity and directory infrastructure
Responsibility Applications

varies by type Network controls

Operating system

Physical hosts

Responsibility transfers ,
to cloud provider Physical network .

Physical datacenter .

Microsoft . Customer ‘ Shared

https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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“Through 2025, more than 99% of
cloud breaches will have a root cause
of preventable misconfigurations or
mistakes by end users.”

- Gartner. (H/T Anton Chuvakin)
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EimE S — CSA BVE

>1. Data Breaches

> 2. Misconfiguration and Inadequate Change Control

> 3. Lack of Cloud Security Architecture and Strategy

> 4. Insufficient Identity, Credential, Access and Key Management

> 5. Account Hijacking

> 6. Insider Threat

> 7. Insecure Interfaces and APIs

> 8. Weak Control Plane Cloud ,
> 9. Metastructure and Applistructure Failures security
>10. Limited Cloud Usage Visibility alliance®
>11. Abuse and Nefarious Use of Cloud Services

e

https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/
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ldentity Perimeter

> B EEFEINEEZS (IAM) BN EM > TR
>HLEEFSFESERES
> CSA Ref:

> Data Breaches (No.1)

> Insufficient Identity, Credential, Access and Key Management
(No.4)

> Account Hijacking (No.5)
> Limited Cloud Usage Visibility (No.10)
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Learning from AWS Customer

Security Incidents

Rami McCarthy

https://speakerdeck.com/ramimac/learning-from-aws-customer-security-incidents
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Valid Accounts

Trusted Relationship

Phishing

Exploit Public-Facing Application

Drive-by Compromise
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Network Perimeter

> R EE R EMIME
>ERURS 0 F1ERAR
> CSA Ref:

> Data Breaches (No.1)

> Lack of Cloud Security Architecture and Strategy (No.3)

> Insufficient Identity, Credential, Access and Key Management
(No.4)

> Weak Control Plane (No.8)
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Hosted Applications/Services

>BIIEFERVIE R IURE
>IEREEmEAREINERRESHESR

> CSA Ref:
> Data Breaches (No.1)
> Misconfiguration and Inadequate Change Control (No.2)
> |nsecure Interfaces and APIs (No.7)
> Metastructure and Applistructure Failures (No.9)
> Abuse and Nefarious Use of Cloud Services (No.11)
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>AWS: Identity Perimeter
>Azure: Network Perimeter
>GCP: Hosted Applications/Services
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Identity and Access Management
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Identity
User
Group
Service Account

Permission

Owner
Editor
Reader
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|ldentity Permission Resource

IAM User

AWS | Federateddentity

Resource (e.g. EC2, lambda)

|dentity from External Account

Google Account

GCP
Resource (e.g. CE, AE)
Identity from External Account
Azure User
Azure Application (e.g. x-account)
Resource (e.g. VM, Function)

Legened: _ Service ldentity User or Service Identity
MNCYCRNFT %
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Attack Mindset

> Credentials Harvest

>Lateral Movement

> Add SSH key through control plane
> Firewall rule enumeration
> Bypassing boundaries

>Privilege Escalation
> Modifying the metadata

> Steal Credential from file, environment, code and control plane
> Create |AM rule(Shadow Admin)
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Credentials Harvest

>Internet-Facing Sensitive Data
>Config Files on Disk
>Control Plane Interface

>Codebase
>Environmental Variables
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Initial Acces

5 techniques

Execution

1 techniques

Persistence

5 techniques

Privilege
Escalation
2 techniques

7 techniques

Credential
Access

5 techniques

Discovery

12 techniques

Lateral
Movement
3 techniques

Collection

4 techniques

Exfiltration

1 techniques

Impact

6 techniques

Drive-by
Compromise

Exploit Public
Facing
Application

Trusted
Relationship

User
Execution (1)

Account
Manipulation (3)

Domain Policy
Modification (1)

Domain Policy
Modification (1)

Create
Account (1)

Valid
Accounts (2)

Hide Artifacts (1)

Brute Force (4)

Forge Web
Credentials (2

Implant Internal
Image

Office Application
Startup (6)

Valid
Accounts (2)

mpair Defenses (3)

Cloud Compute
nfrastructure (4)

Unused/Unsupported
Cloud Regions

Use Alternate
Authentication
Material (2)

Valid Accounts (2)

Steal
Application
Access Token

Steal Web
Session Cookie

Unsecured
Credentials

Account
Discovery

Cloud
Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Cloud Storage
Object
Discovery

Network
Service
Scanning

Password
Policy
Discovery

Permission
Groups
Discovery (1)

Software
Discovery (1)

System
Information
Discovery

System
Location
Discovery

System
Network
Connections
Discovery

nternal
Spearphishing

Taint Shared
Content

Use Alternate
Authentication
Material (2)

Data from Cloud
Storage Object

Data from
Informa
Reposit

Cloud Matrix 352 IAM BYF!] F4E

Transfer Data
to Cloud
Account

Data Destruction

Data Encrypted
for Impact

Defacement (1)

Endpoint Denial
of Service (3)

Network Denial
of Service (2)

Resource
Hijacking
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Cloud Matrix @ KFEEE

The Lockheed killchain and MITRE ATT&CK models are two
popular and well-developed frameworks, but they tend to

be a bit high-level for guiding specific security control
decisions. — DisruptOps

https://disruptops.com/stop-todays-top-10-cloud-attack-killchains/
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|JAM Attack Pattern
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Identity Permission Resource Permission Identity
A A B B

>S3 Resource Exposure / Sub-Domain Takeover
>1£ Instance A&l Code / Credential
>E7IR A (BT HEPR4G ] #£RY Resource)
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Credentials Harvest + LM |=)[¢) [&]
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Cloud Platform
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Privilege Escalation

MNCYCANFT
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Cloud Platform

Lambda

w

o

Role 2

O
f\

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr



MANCYCANFT

GHONORG

Identity
A

Permission Permission

A

>{EENE

=

B

r Permission

Identity
B

CyCraft Proprietary and Confidential Information



Shadow Admin (@) @)

Identity Permission Permission Identity
A A B B

Cloud Platform

Role

6 Admin Access =
SetDefaultPolicy , \

MNCYCANFT
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Identity Permission Identity
A A B

> E i pI|BIFFEEHRI Access key
> R BIRIfERZE R login Profile
> IIES#EFR Group




Privilege Escalation DU ’

Cloud Platform
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Resource Oracle Identity
A B

>SSRF to Metadata Service
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Sub-Domain Takeover + SSRF

MNCYCANFT

&

Normal Request

Cloud Platform

VM Instance

=
e

Hijack

(s}

S3

Static Web Hosting
External Site
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Private, Public and Hybrid Cloud

Private Cloud

Compatibility

Independence
Security

&

Hybrid Cloud
Maximum flexibility Public Cloud
according to Availability
your needs Scalability
Low investment

o

https://itelligencegroup.com/cn/global-blog/what-is-a-hybrid-cloud/
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Hybrid Cloud BIRA#

>Hybrid ldentity for

> Cross-realm Application Access
> Simplified account access and management

On-premises .
wsn applications SO
'"Q Azure AD Azure Active G Office 365 tm G

Connect Directory
3 «——  —» «— [V public cloud
Windows Server ‘

Active Directory \:*‘ /{)rCC‘ / S Docusign

Cloud applications

applications

Your own business L External identites

-Havii

MNCYCANFT



Active Directory vs. Azure AD

Active Directory Azure Active Directory
LDAP REST API's

NTLM/Kerberos OAuth/SAML/OpenliD/etc
Structured directory (OU tree) Flat structure

GPQO’s No GPQO’s

Super fine-tuned access Predefined roles
controls

Domain/forest Tenant
Trusts Guests

https://troopers.de/downloads/troopers19/TROOPERS19_AD_Im_in_your_cloud.pdf
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Real World Case - Solorigate

CYBERSECURITY 1)
& INFRASTRUCTURE mﬂr"ﬁ

U N C SAML SP configured to trust SAML Token Signing Certificate. Attacker has figured out how to gain that trust.
We believe this is either because:

Alerts and Tips e 1. Attacker has exfiltrated on prem SAML Token Certificates or

Nt Eey ) * Golden This allows them to impersonate ANY account to the SP (most importantly, high privilege)

Alert (AA: - GOIn" By impersonating a cloud IDP admin,
Specn * 3. they add creds to an existing app

Detecting Po — Steal This lets them call APIs with that app’s permission.

Original release date:

— Steal

= Que Attacker

Summary * Que & A Attacker
Updated April 15, Z disk > SAML RP/

Additional informa — Obtai On Prem . Cloud IDP
activity, go to http:
compromise. - Op(

This Alertis a comg — ACTOF
Infrastructure, and FGQUir

actor’s compromis SAML IDP a;:plication

critical infrastructu
Infrastructure Secu or Service

Principal

nnt ¥ Tweet

CYCRANFT

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/understanding-quot-solorigate-quot-s-identity-iocs-for-identity/ba-p/20076 TR
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Real World Case

September 27, 2021

FoggyWeb: Targeted NOBELIU
persistent backdoor

Ramin Nafisi Microsoft Threat Intelligence Center

Microsoft Threat Intelligence Center (MSTIC)

FoggyWeb

Microsoft.IdentityServer.ServiceHost.exe

Unmanaged code

Common Language Runtime (CLR)

DLL search
l oads order hijacking
(T1574.001)

version. dII
mscoree.dll mscorei.dll (%WinDir%\ADFS\version.dll)

Managed code o

backdoor
DLL

- (encrypted
AppDomain prifile on

L W

ADFS code FoggyWeb
backdoor DLL

https://www.microsoft.com/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/
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Best Practice

Fully isolate Microsoft 365

&o admin accounts
Other

Dedicated Cloud
Admin Accounts \ \ Cloud Apps
Secure :

Workstation l_l_.
Azure AD

Unprivileged
Accounts

Cloud On premises accounts haveno
: ) Microsoft 365 admin privileges R) ; .
On-Premises c o] - Secure Hybrid Access
..Sync

Key N i Account§ \:V/ no
sl Privileged Access 4.° cloud privileges =
= =l

sl Authentication ) Kerberos, NTLM, LDAP 5] B
sy On-prem Sync @
Conditional Access On-Premises

Corporate AD Forests Apps

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754

MANCYCRNFT =
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@ Azure ‘ ﬁ E: Azure
Active Directory ]

| Active Directory)

N 4

Active Directory

& AD FS Active Directory

& AD FS

— On premises
On premises

LOB Apps SaaS Apps
PE PI LOB Apps SaaS Apps

MNCYCANFT
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Server Side Request Forgery

Cloud Platform

VM Instance
Normal Request s E
= SSRF

S External Site

i

‘e
.
‘e
.

Access Denied -,

‘e
‘e
0

.
X
£
y
&
[ =

Metadata Service
169.254.169.254

MNCYCANFT
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>Oracle (Instance Metadata Service) ThRZE

(Authentication)
> HE A & Rl EE K A EE S 5
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Master(Control Plane)

®)

@)
kubectl
CYCRAFT )

Kubernetes

Worker(Node) =~

Worker(Node) =~

L
n
]

L
n
"
L ]

Container Runtime

Pod

Container
Container

Pod

Container

Container Runtime

Pod

Container

Container

Pod
Pod




Kubernetes on GCP

Container
Container
Container

Container Runtime
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Instance Metadata Service?
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Secret in Metadata Service

>Kube-env

> KUBELET_CERT
> KUBELET_KEY

TLS bootstrapping - certificate signing request

docker, kubelet,

node boots kube-proxy
services installed

and started

node provisioned node joins cluster

MNCYCANFT

kubelet references Kubsiot kubelet-bootstrap

. bootstrap.kubeconfig athentucate; 0 requests CSR
kubeconfig NO=1 for api-server and il from

auth method kubeltigll()::tstrap controller-manager

controller-manager
kubelet generates . node requests controller-manager
issues CSR and

kubeconfig, . CSR from issues and
cluster-admin

certificate, and key approves controller-manager approves CSR

https://medium.com/@toddrosner/kubernetes-tls-bootstrapping-cf203776abc7
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Instance Metadata Service?
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Real Wor

SSRF in Exchange leads to ROOT access in all instances
UNIT 42

Tools ATOMs Security Consulting About Us

Q Search Unit 42

Hildegard: New TeamI'NT Cryptojacking Malware

Targeting Kubernetes

By Jay Chen, Aviv Sasson Ariel Zelivansky
February 3, 2021 at 6:00 AM
y: Unit 42
Tags: Cloud, containers, cryptojacking, Docker, Kubernetes, public cloud, TeamTnT

]
s
T

MNCYCANFT

Attacker

‘ Tmate server

Attacking

Damaviad Anvil 2Z 2N10Q 7:Z0Anm 2NONN

olf

Container 1

Tmate Client
| Masscan

Kubernetes Cluster

Container 2

(@ xwmRig

[ c2ciient

ainer 3

XMRig

[ c2Ciient

Container 4

[ @ xmRig

Tmate Client

Node B

Container 5
—

@ xvRig | ‘

c2Client |

Container 6
2 xvrg |

C2Client |

Container 7

¥ XMRig |
|

C2Client |

IRC C2 server
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GCP NI fExy

>B1E . ## % Pods EX4F Bootstrap Credential
>Metadata concealment & Workload Identity
>Shielded GKE nodes

MNCYCANFT



Metadata concealment & Workload Identity

>HBY : &% Pods HiZE Metadata Service #&#]
>{E% | IWEFT A ¥ Metadata service Y5

> Metadata concealment : firewall
> Workload Identity . proxy -> GKE metadata service

MNCYCANFT
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Workload ldentity

GCP Compute Engine

GCP GKE Service

Master(Control Plane)

Metadata Service
169.254.169.254

-----------------------------------------------------

Worker(Node)

e

kubele GKE

1
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1
1
1
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1
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]
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Metadata : : :
. . ]
1
1
1
]
1
1
1
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1
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1
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1
1
1
1
1
]
1
1
1

DaemonSet

Service : Container

Worker(Node)

@ DaemonSet Pod

: Pod
kubelet GKE :

Container Runtime

Metadata : :

Service : . Pod :

P L conaer =

k-pro % o



Host Network) -> Bypass

(

19

iIsconf

M

169.254.169.254
Container
Pod
Container
Pod

Metadata Service

Container Runtime
Container Runtime

Container
Container
.'-------------------------------------------------l

GCP Compute Engine

o

©
2 MEE

L o
O IS
IS G..LH
(0] OS]
© >
()

DaemonSet
GKE
Metadata
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Shielded GKE nodes

>Shielded VMs : BB vTPM Z=Es58 VM BYEE 4
> F8FA rootkit ~ BERLRIRSE
>BH . BRI Worker(Node) £ Pods
>1E7% | ¥ certificate signing request B » EE vTPM E&:%

> Worker(Node) fit1§%| vTPM
> Pods IHY Container it 2] vTPM

MNCYCANFT



lded GKE nodes

(S

Shi

169.254.169.254
8
: Container
Pod
Container
Pod
Container

Metadata Service

Container Runtime
Container Runtime

Container
Container

---------

GCP Compute Engine
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leged) -> Bypass
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