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Bio

Jeremy Chiu (aka Birdman)

(@)

He has more than ten years of experience with host-based security, focusing on kernel
technologies for both the Win32 and Linux platforms. In early 2001 he was created Taiwan's first
widespread trojan BirdSPY. And now, he is also a contract trainer for law enforcements, intelligence
organizations, and conferences such as DEFCON 18, SySCAN (09 08), Hacks in Taiwan (07 06 05),
HTICA(06 08) and OWASP Asia (08 07). Jeremy specializes in rootkit/backdoor design. Jeremy also
specializes in reverse engineering and malware analysis, and has been contracted by law
enforcements to assist in forensics operations. Jeremy is a sought-after speaker for topics related
to security, kernel programming, and object-oriented design

Benson Wu

(@)

He currently works as Postdoctoral Researcher from Research Center for Information Technology
Innovation at Academia Sinica in Taiwan. He focuses research on malware and threat analysis, code
review, secure coding and SDLC process implementation. He graduated from National Taiwan
University with PhD degree in Electrical Engineering. He had spoken at NIST SATE 2009, DEFCON
18 (with Birdman), OWASP China 2010, and wrote the "Web Application Security Guideline" for the
Taiwan government.

Anothny Lai ( aka DarkFlyod )

(@)

He works on code audit, penetration test, crime investigation and threat analysis and acted as
security consultant in various MNCs. His interest falls on studying exploit, reverse engineering,
analyse threat and join CTFs, it would be nice to keep going and boost this China-made security
wind in malware analysis and advanced persistent threat areas.

He found security research group called VXRL in Hong Kong and has been working as visiting
lecturer in HK Polytechnic University on hacking course :) Spoken at Blackhat USA 2010, DEFCON
18 and Hack In Taiwan 2010/2011



Abstract

APT (Advanced Persistent Threat) means
any targeted attacks against any specific
company/organization from an or/and a
group of organized attack party(ies).

Other than providing the case studies, we
would like to present and analyze APT from
the malicious email document, throughout
our automated analysis, we could identify
and cluster the correlation among the
samples featured with various exploit,
malware and Botnet.



APT

What is APT ?
What is not APT !
APT Events

APT: Multi-vectors Attacking



Important APT Events In This Year
COMODO

Creating Trust Online™

Comodo admits 2 more resellers pwned in SSL cert hack
How deep does the rabbit hole go?

By John Leyden * Get more from this author

Posted in Enterprise Security, 30th March 2011 14:27 GMT

Comodo has admitted a further two registration authorities tied to the digital
certificates firm were hit by a high-profile forged digital certificate attack earlier this
maonth.

Mo forged cerificates were issued as a result of the assault on victims fwo and three
of the attack, but confirmation that multiple resellers in the Comodo community were Mar 18, 2011

compromised is bound to renew questions about the trust model applied by the firm.

SECURITY
RSA SecurlD Hack Shows Danger of APTs

The RSA hack compromising SecurlD tokens illustrates why

advanced persistent threats (APTs) are a growing security concern.

By Tony Bradley

Mar 18, 2011 10:10 AM

RSA revealed in an open lefter posted to its website that it has been the target of an attack, and that
data was stolen which could potentially compromise its SecurlD tokens. The aftack against the RSA
network is an example of a new breed of security threat aimed at flying under the radar longer and
going after bigger payoffs.

RSA describes the attack as an advanced persistent threat (APT). Tim TK' Keanini, CTO of nCircle,
commented that APTs represent a significant change in the security landscape. An APT attack
involves patient, skilled, well-funded attackers going after the really bi

¢



Lockheed Martin !

Palisade: Cyber Security for the
Utility and Elurg) Industry .' =~ May 30, 2011
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US defence firm Lockheed
Martin hit by cyber-attack

US defence firm Lockheed Martin says it
has come under a significant cyber- r
attack, which took place last week. ‘

Few details were available, but Lockheed said
its security team had detected the threat
quickly and ensured that none of its
programmes had been compromised.

The Pentagon said it is working to establish
the extent of the breach.

Lockheed makes fighter jets, warships and
multi-billion dollar weapons systems sold
worldwide.

Lt Col April Cunningham, Sﬁeaklng for the US
defence department, said the impact on the
Pentagon was "minimal and we don't expect
any adverse effect"”.

Lockheed Martin makes F
16 fighter jets

DAalatad




Act of WAR' !

THE WALL STREET JOURNAL.

TECHNOLOGY | MAY 31, 2011

Cyber Combat: Act of War

Pentagon Sets Stage for U.S. to Respond to Computer Sabotage With Military Force
By SIOBHAN GORMAN And JULIAN E. BARNES

WASHINGTON—The Pentagon has concluded that computer sabotage coming from another country can constitute
an act of war, a finding that for the first time opens the door for the U.S. to respond using traditional military force.

The Pentagon's first formal cyber strategy, unclassified portions of
which are expected to become public next month, represents an
early attempt to grapple with a changing world in which a hacker
could pose as significant a threat to U.S. nuclear reactors, subways
or pipelines as a hostile country's military.

In part, the Pentagon intends its plan as a warning to potential
adversaries of the consequences of attacking the U.S. in this way.

WSJ's Siobhan Gorman has the exclusive story of the "If you shut down our power grid, maybe we will put a missile

Pentagon classifying cyber attacks by foreign nations down one of your smokestacks," said a military official.
as acts of war. Photo: THOMAS KIENZLE/AFP/Getty
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It is not APT !

APT
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APT is not Virus problem !
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APT Attack Vs Traditional Botnet Activities

APIFACHIVITIES Crime-Group Activities

With organized planning Mass distribution over regions

Cause damage? No No

Targeted (only a few

Target or Not .
groups/organizations)

Not targeted (large area spread-out)

Individual credentials including

Target Audience Particular organization/company online banking account information

Frequency of

attacks Many times Once

« Zero-Day Exploit « Multiple-Exploits, All in one!
Weapon  Drop Embedded RAT  URL Download Botnet
» Dropper or Backdoor * Full function RAT

Detection rate is lower than 10% if Detection rate is around 95% if the
Detection Rate  the sample comes out within one  sample comes out within one
month month

Remarks: IPS, IDS and Firewall cannot help and detect in this area




Continued APT Mail EVERYDAY! ’

20,000 Malicious Mails 1?
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Major APT Activity: Targeted-Attack Email

@ In APT activities, we have observed there are
three major types of Targeted-Attack Email :
@ Phishing mail: Steal user ID and password

® Malicious script: Detect end-use computing
environment

@ Install and deploy Malware (Botnet) !

APT Mail = Document Exploit + Malware



Research Direction (1/2)

® We are not just focusing on a single one-
off attack, we tend to observe the entire
APT attack plan and trend

» Traditionally, we just focus on malware forensics
or analyze a single victim’ s machine. We cannot
understand the APT attack plan and its trend
indeed.



Research Direction (2/2)

® Analyze and extract features and
characteristics of APT taskforce via:
» Malware features
 Exploit
o C&C Network
» Speared Email
e Victim' s background
» Time of attack



APT File Analysis and Grouping

Theoretically, in an information system (i.e.
malware analysis system), if we could collect all the
attributes/properties of our malicious sample sets,
we could identify whether the
executable/document/sample is malicious.

However, the research issues are insufficient
collection in attributes/characteristics (for example,
the malware has been packed and engage various
anti-debugging capabilities), so that we get the
Indiscernibility relation.



Research
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Standard Analysis Method

@ Static Approach
@ Extract signature/features from file format
® Reversing

® Dynamic Approach

® Execute it under controlled environment and capture/log
all the behaviors

® Analyze networking traffic
@ Challenge of Malware/Exploit Analysis

Encryption, Anti- Dormant S;\(/jllg;tzgr?gf)? f
Obfuscation VM/Sandbox Functionality interaction

We prefer using static analysis to prevent from Anti-VM, dormant
functionality and side effect of master/bot interaction.




What APT Attributes we focused? ’

We work on the analysis on multi-concepts basis.

Throughout static analysis:

Extract and review executable, Shellcode and PE header
Objects and abnormal structure in file

Throughout dynamic analysis:
Install the system into Windows

Scan Process Memory to detect abnormal structure
Code-Injection, API Hooking ...

Detect any known Code Snippet
Rootkit, KeyLogger, Password Collector, Anti-AV...
Suspicious strings: email address, domain, IP URL



Extract Attributes from APT File ®

COoNcept: Data

CVE CVE-2009-3129

Shellcode Code=90903CFDEF
CAPO=E2FE9071
PUCA=002191CB

Entropy 6.821483

Stati Network 140.128.115 *** APT Attributes
atic smtp.126.com
‘ i test.3322.org.cn gggg?gé%%f
. Structure JS=A103FE426E214CE ’
JS=90C0C0COC PE.EBD5880B
AS=32EF90183227 PE.5A05A491
Malware 1  PE=EF024788 Discretization CD.FC7939E2
Entry=000B7324 CD.102C752B
Code=D7B5A0120987FE CD.2AFB773A

Code=83D2325AB5
ML.47E1B4C6

Code=20BDCE
. Autorun=STARTUP_FOLDER NT.549535DD
Dynamlc Behavior=DLL-Injection, CC.656C20E1
' i Password Collector CC.77DEB444
. Malware 2  PE=EF93461A '

Entry=0003CACO [ L
Code=AC23109B

Code=19EFAC21

Behavior=API-Hooking




Clustering !

Xecure Engine

Exploit Concept

Exploit CVE

Shellcode

Malware Concept

PE Information
Code Snippet

Behavior

Network Concept

C&C IP/Domain

Protocol

APT Attributes

=)

APT Groups

SC.5D5819EE
SC.D810C601
PE.EBD5880B
PE.5A05A491
CD.FC7939E2
CD.102C752B -
CD.2AFB773A _
ML.47E1B4Cg Clustering
NT.549535DD
CC.656C20E 1
CC.77DEB444

Extract Fingerprints

+

e

Save to DB

.V
APT Taskforce
Database



Experiment

Mila's provided APT sample contadio
archives are confirmed to malicious ~
Those archives are open to public

for downloading and analysis 4 s BT
(Collectionl, 242 APT files) | =

The sample archives are used by
many researchers

http://contagiodump.blogspot.com/



Detection Rate

Xecure Inspector
94.62 % (229 / 242)

Definition updated to 2011/6/11
Microsoft Security Essentials
e 214 % (52 / 242)
Sophos
» 35.9 % (87/242)
AntiVir
* 56.6 % (137/242)



There are 8 major APT-Taskforce Groups

Groups of Mila Sample Set Collectionl



Top 3 APT Taskforce Groups

Active

Number

CVE

Malware

C&C

Active

Number

CVE

Malware
C&C

Active

Number

CVE

Malware

C&C

2009-0923 ~ 2011-0420

40

CVE-2009-4841, CVE-2009-0927, CVE-2009-3129,
CVE-2009-4324, CVE-2010-0188, CVE-2010-2833,
CVE-2011-0611, CVE-2011-0609
Japan: 1.69%
Italy: 1.699%
Slovenia: 1.69%
India: 1.69%
Philippines: 1.69%
Panama: 1.69%
Israel: 1 i
Mexico: 3.

Korea, Republic of: 5.08%

Thailand: 5.08%

r-
Taiwa rre e

China: 6.78% ; Hong Kong: 8.47%

CVE-2007-5659, CVE-2008-4841, CVE-2009-1862,
CVE-2009-3129, CVE-2009-4324, CVE-2009-0658,
CVE-2009-0927,

APT00200
IP:5, Domain:11




/ Bot Command \

/get Remote Local
/rsh [SHELL FILE]
Malware Attack Graph Malware Fix Suggestion /shr [wins.exe]

[P s | e T /put Local Remote
' _ Time 2011-06-08 09:49:41 /run Prog ram

Duration 84 Seconds
Detantt FllaMamed |

Malware of APT Group A

Engine 29.1 /sleep MINIUTES

Default-FileName (6DE7186AAD5C3AA496B5BESEAA2BCE38)

Malware Family

Build Time 2010-07
Malware Type

Severity

« This Malware has been identified the following behavior: Password Collection
Behavior  functions.

/ et ) i
@ @@
\m.guqlo.mm )
h—_—/
ngne, 011

Powered By Ymcure Arabew £

Modules ® Base=00400000 Size=0000C000 Default-FileName

Files e [EXE] Default-FileName 60

o HKEY_CURRENT_USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN\SP

Autoruns
140.117.68.35
s 218.32.37.248

Network
¢ www.google.com



C&C Location of APT Group A

1 3.70%
Japan: 3.70%
Thailand: 3.70%
Australia: 3.70%
Korea, Republic of: 3.70%

Italy: 3.70%

China: 7.41%

United States: 11.11%

Canada: 11.11%

Suomi
Finiand
Sverige
Sweden
Norge
Norway,
United
Kingdom Polska
Jelaned

France

Italia
Espafia 2y
Spa

Kazakhstan

/ Turklye
Turkey
raq. iran Afghanistan
Algerla Pakistan

LIya Saudi

E9yet Ty Arabla India

itania Mali T Niger
Chad' g.qan

@em Ethiopla
DR Congo SR
Tanzania

Angola

Namibia
Botswana

South
Africa

Madagascar Indian
Ocean

Taiwan: 48.15%

Mongolla

$1[H
China

indonesia Papua New.

Guinea

Australia @
New

Zealand

48.1% C&C IP located in Taiwan

' North Pacific

icean

South
Pacific
Ocean

Canada

Unite
States

México

@

Venezuela
Colombla

Brasil
Brazil
Bollvia

Argentina

Greenland

North
Atlantic
Ocean




Malware of APT Group B

Malware Attack Graph Malware Fix Suggestion

VD S, CINBACRIVE RS DM B DG cabber Malware Analysis Report
Time 2011-06-08 09:41:35
Duration 74 Secondds
Engine 29.1

YoUserProfile®% \Local Settings\RDSessMgr.exe (F23A421D1DD02D060FI5D25341BAB003)
Malware Family
Build Time 2010-03
Malware Type China Spyware
Severity
+ This Malware has been identified the following behavior: Code-Injection (Target: svchost.exe)
Behavior functions.

e Pratile s Local Settings ROS wmagr exe

Modules * Base=00400000 Size=00005000 swchost.exe

Files + [EXE] %UserProfile%\Local Settings\RDSessMgr.exe

Autoruns ® HKEY_CURRENT_USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN\RDSessMar

axy.php?id =029

Network "
.




Mexico: 4.00%

Azerbaijan: 4.00%
Pakistan: 4.00%

Philippines: 4.00%
Slovenia: 4.00%

Panama: 4.00%

Israel: 4.00%
Korea, Republic of: 8.00%

Thailand: 8.00%
Singapore: 12.00%

Suomi
Finland
Sverige
Sweden
Norge P
Norway. 5

United
Kingdom

Deut:
YKpaiHa

G ’} r8ine Kazakhstan
France L

italia
raq., ran N@%ﬂ:ﬂ

Saudi
Arabia

Algeria | |jpya
Egypt
puritania wall nge'

Chad” sydan

Nigeria Ethiopla
DR Congo Kenvag
Tanzania

Angola

Namibia .
Madagascar. Indian’
Botswana Ocean

South
Africa

Taiwan: 16.00%

United States: 16.00%

/

Hong Kong: 12.00%

Poccus

USSia

Mongoiia

North Pacific
Ocean

Indonesia Papua'New.

Gulnea

Australia

New,
Zealand

C&C Location of APT Group B

C&C IP located in Taiwan

Canada
United
States North
Atlantic
Ocean
; Venezuela

Colombla

México.

Brasil
Brazil
Bolivia

South Chile
Pacific
Ocean

Argentina




Virustotal 1s a service that analyzes suspicious

files and URLs and facilitates the qusck detect
of viruses, worms, trojans, and all kinds of mahw:

Malware of Group E y ML

0 VT Community user(s) with a total of 0 reputabion credit(s) say(s) this
sample is goodware. 0 VT Community user(s) with a total of 0 reputation

credit{s) say(s) this sample is malware
File name xxmaMareOOOOOOOLEgSADHQ.exe_
) not reviewed

Submission §:00:23 (
date Current status ished n
Resut 1142 (2.4%) Salety score

Antivirus Version Last Update Resuit

AhnLab-v3 2011.07.0

7.11.11,.29
2 Seihedasd
xxmalware00000001_ESFADTS%.exe_- NS

Antivir

Ty :

VTR —R | BUSE set | EEEH | LERE
HRAR

[ BN SR

SecuTeZ.peciLcom

M., RS
LAl 6P

EERD)

Y g

Language = Korean *_#




Findings from Mila Sample Set (1/2)

Our analysis against Mila Sample set could identify 8
major APT taskforces.

There are around 12 different CVEs and exploits are
identified.

We have found that even APT taskforce uses 8-9
different exploits, however, the type of malware used is
limited to a few one. There is no surprise at all

We identify APT Taskforce based on CnC server
location and malware they have used. The exploit the
taskforce used is not very related to our analysis.



Findings from Mila Sample Set (2/2)

Language used in APT sample :
24% of the samples is from China ¥

3.9% of the samples is from Korean KN -
We also found some are from Russia ™ and France "
APT CnC server location Top 3 Ranking:

Taiwan (28%) =

UsS
Hong Kong (HK is readily another CnC heaven)




AP 1-DEELER

Rapid APT Indentification Service

® APT-Deezer provides a free E‘j’”',:".,._umm

Date
20

online service to check whether

your submitted sample whether oo

itis an APT sample

®

®
®

We took Mila sample set as the base
training set

Identify Exploit CVE and Malware family
Zero-Day Exploit detection and analysis

APT Malware sample DNA analysis and
comparison

APT sample clustering and grouping

Support file formats including
DOC,PPT XLS,PDF,RTF

® http://aptdeezerxecure-lab.com

APT SRR LS

BEER OvE-2000-11

Fie Namw

06_BMW.pot Unoad
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Case Study A(1/4), Hong Kong APT!

Forwarded message
From: Wo
Date: 2011
Subject: MR ERFMAOEHFLE
To:@EBphk org

FLH LERRAIOEARFMNCERYE, DREE, HRHEERERSFEN.

NHBEAREE

@) EREDIENTRNE RS H2011-6-12.xls
258K View Open as a Google spreadsheet Download

&) BEREHIENFTRNEHEH2011-6-12.xis
258K View OpenasaG le spreadsheet Download




Case Study A(2/4), Hong Kong APT! ’

Characteristics:
A democratic party in HK2.
Fake as a staff in LEGCO council
Google cannot detect it
The email is sent before 1 July



Case Study A(3/4),
It Is from Group-C

File: 2285 ]:“' Hﬁ/ﬁ ¥ﬁFEﬁE’JnE
Z 2 E2011-6-12.x1s

Group: C

Exploit: CVE-2009-3129
BuildTime: 2011-02-14



Case Study A(4/4),
Malware of APT Group C

Malware Attack Graph Malware Fix Suggestion

HREY_LOCAL MACHIME SOFTWARE MICROSOF T alware Analysis Repo
ACTIVE SETUPIRSTALLED COMPONENTS Mahwan Report 2 v
EE4ARIDD TFBC S0F Z93C IDETMSBE ) Time 2011-06-08 10:28:23
STUBPATH Duration 51 Seconds

Engine 29.1

%SystemRoot% \system32\cvw32.exe (8F80831DBFO3CCODECDOGDE2CESE4ES)
Maiware Family
Bulld Time

LSystamitaot sysoem Iz cvw 2. oxe

Malware Type
Severity

= . ) + This Malware has been identified the following behavior: Code-Injection (Target: IEXPLORE.EXE)
(2023421307 D Behavior

o functions.

Poweead By Xecute Analyoat Engie, 2014 Base=00140000 Size=00001000 IEXPLORE.EXE
Base=00150000 Size=00001000 IEXPLORE.EXE
Base=00EG0000 Size=00001000 explorer.exe
Base=03060000 Size=00001000 explorer.exe

Flles [EXE] 9%SystemRoot% \system32\cvw32.exe

HKEY_LOCAL_MACHINE\SOF TWARE\MICROSOF T\ACTIVE SETUP\INSTALLED COMPONENTS\{3B4AD9DD-
Autoruns  7FBC-50F8-293C-3DE70A94BB19}\STUBPATH

202
Network o spor




C&C Location of APT Group C
*

Mexico: 14 .

28.5% C&C IP located in China
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Case Study (1/4)
Target Attack Mail has been signed !?

& 1000620000000 - higE Signing digital ID properties

General |Eh3l.ai|:5:| Certification F'al.hl Trust |

Certificate Information

This certificate is intended for the following purpoze(s]:

+Fri rnail

Subject:

Attach: 4 * Refer to the certification autharity's statement for details.

Security:

are Ernail




(2/4) Identify the APT Taskforce Grougy

‘100620.pdf’ belongs to a
known, newly discovered
APT Taskforce in 2011.



(3/4)

But Malware is a known family, it is same
as APT-Group-B'!

HKEY_CURRENT_USER'SOFTWARE'MICROSOFT
"WINDOWS'\CURRENTVERSION'RUN'RDS essMgr

Y% HOMEDRIVE ::\Documents and Settings
YOwner'Local Settings\RDSessMgr.exe

Connect

http:ffﬁ3.2l]l-43fywrhk.php?id=l]2-1ﬂﬁg

ure Anahlzer Engine, 2011
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Any Feedbacks? Let us know! ;-)

Xecure Lab ( )
We keep collecting samples for analysis

Enhance the capability to analyze APT DNA
family in more accurate manner.

Together, we make homeland secured.
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