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Disassemble Flash Lite 3.0 SWF file

(How to protect your ActionScript source code)
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Japan is a birthplace of "K-ON!" and "K-TAl"

M Japanese cellular phones are called "K-TAI"

M Japanese cellular phones have made original
evolution because the communication method
isn't an universal standard and so on

mthose have many functions, such as infrared ray,
pictographs, electronic money, and television,

mTherefore, In Japan, there aren't NOKIA's
lJapanese people want smart phone now

M But, many old K-TAl still remain in Japan, and

Emany people are playing “Flash Lite” game on K-TAl!
GREE, mobage, mixi ...

Adobe Flash Lite- 3.0
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ey M Alexis’ SWF Reference

R mhttp://sswf.sourceforge.net/SWFalexref.html
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. - Flash 1.0 ~ Flash 4.0 (FlashLite 1.1)
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AleX'i s' SWF Refe rence http://sswf.sourceforge.net/SWFalexref.html

Name |Number| Type | Comments
SWF Version 1.0

File Header None | Format | We can consider the file header as being a fag though it isn't a fag per say.

EnD 0 Format | Mark the end of the file. It can't appear anywhere else but the end of the file_
SHOWFRAME 1 Define | Display the current display list and pauses for 1 frame as defined in the file header.
DEFINESHAPE 2 Define | Define a simple geometric shape.

FreeCharacter 3 Define | Release a character which won't be used anymore.

Unknown encoding

PLACEOBJECT Display | Place the specified object in the current display list.

REMOVEOBJECT Display | Remave the specified object at the specified depth.

4
5

DEFINEBITSJPEG 6 Define | Define a JPEG bit stream.
7
8

DEFINEBUTTON Define | Define an action button.

JPEGTABLES Define | Define the tables used to compress/decompress all the SWF 1.0 JPEG images

(See also DEFINEBITSJPEG).
SETBACKGROUNDCOLOR 9 Display | Change the background color.

DEFINEFONT 10 Define | List shapes corresponding to glyphs.

DEFINETEXT i Define | Defines a text of characters displayed using a font. This definition doesn't support
any transparency.
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. ’ %9 hello75 swf {application/x—shockwave—flas! 5 — Mozilla Firefox
Flash Lite 1.1+ “Hello world!” R

-@ 2 L1 filesd £/ D/SWF Amobile e lla75 vt

g NS —EH 254 PISQ_ LA | hello75.swf {application/x-sho... (.4

Hello world!

M hello.swf (75 byte)

46 57 53 04 4b 00 00 00 60 00 3f coO 00 3f cO 00
Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00
00 48 65 6¢c 6¢c 6f 20 77 6f 72 6C 64 21 ©a 00 1d
00 4d 09 01 00 60 Oa 3e 80 Oa 3e 80 60 08 6f 00
05 01 01 00 901 00 00 40 00 00 00
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> swfdump -D hello.swf 1. How to read SWF flie

[HEADER] File version: 4 . .

[HEADER] File size: 75 B SWF File magic (4byte)
[HEADER] Frame rate: 12.000000
[HEADER] Frame count: 2 I N L ooaon

[HEADER] Movie width: 102.00 §46 57 5355 4 4b 00 00 00 60 00 3f cO 00 3f coO 00

[HEADER] Movie height: 102.60 Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00
[009] 3 SETBACKGROUNDCOLOR (33/33/33)

[eec] 23 DOACTION 00 48 65 6C 6C 6T 20 77 6f 72 6C 64 21 92 00 1d
( 18 bytes) action: Push String:"o" String:"Hello world!¥n" 00 4d 09 O1 90 60 Pa 3e 80 Pa 3e 80 60 O8 6Ff 00

( 0@ bytes) action: SetVariable

(@ bytes) action: End 05 01 01 00 01 00 00 40 00 00 00

13 DEFINEEDITTEXT defines id 0001 variable "o"

5 PLACEOBJECT places id 0001 at depth @eel
struct swf_header {

| Matrix | CXForm r g b a tunsigned char f_magic[3]; 'FWS' or 'CWS'
| 1.000 0.000 0.00 I mul 1.0 1.0 1.0 1.0 iunsigned char -F_ver‘sion; :
| 0.000 1.000 ©0.00 | add o 0 P 0 'un51gnedlong ............... £ _f11e_1ength, ..............................
© SHOWFRAME 1 (00:00:00,000) }
0 END

12
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2. SWF File length (4byte)

W 32bit integer (Little Endian format)
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3. swf_header_movie (swf_rect)

W swf_rect (variable length)

46 57 53 04 4b 00 00 00:60 00 3f cO 00 3f cO: 00

Oc 02 00 43 02 33 33
00 48 65 6¢c 6Cc 6f 20
00 4d 09 01 00 60 0Oa
05 01 01 00 01 00 00

33 17 03 96 12 00 00 6f 00
77 6f 72 6¢c 64 21 06a 00 1d
3e 80 Oa 3e 80 60 08 6f 00
40 00 00 00

struct swf_header {
unsigned char
unsigned char

f_magic[3]; '"FWS' or 'CWS'

f_version;

57 = 4b 00 00 00
13

Oc 02 00 43 02 33 33
00 48 65 6¢c 6¢C 6F 20
00 4d 09 01 00 60 Oa
05 01 01 00 01 00 00

33 17 03 96 12 00 00 6f 00
77 6f 72 6¢c 64 21 0a 00 1d
3e 80 0a 3e 80 60 08 6f 00
40 00 00 00

unsigned short fixed
unsigned short

};

f_frame_rate;
f_frame_count;

14
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3.1. swf_rect (variable length) format

ME.g. Decode “60 00 3f cO 00 3f c0”

<+— variable — <— variable — <— variable — <— variable —

‘ Sbit ‘5 12bit [ obit T kit [ 12bit

| ssss sxxx | xxxx xxxx | xXXX XXXX | XXXX Xyyy | yyyy yyyy | yYYY YYYY | YYYY Y000 |
| 0110 o000 | 0000 0000 | 0011 1111 | 1100 0000 | 0000 0000 | 0011 1111 | 1100 0000 |

| 6 o | e o | 3 Ff |
f_size = sssss(5bit) = 011000 =
f_x_min = XxxXxxxxxxxx(12bit) =
f_x_max = XXXXXXXXXXXX(12bit) =
f_y_min = yyyyyyyyyyyy(12bit) =
f_y max = YYYYYYYYYYYY(12bit) =

c o | o o | 3 f | c o |
12
0 twips
+2040 twips (104px) 2712 = -2047~+2047

0 twips
+2040 twips (104px)

struct swf_rect {
char align;
unsigned
signed twips
signed twips
signed twips
signed twips

};

f_size : 5;
f x_min : f_size;

f x_max : f_size;
f_y min : f_size;
f_y_max : f_size;

15
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3.2. swf_header_movie (f_frame_rate)

.Frame Rate (Zbyte) = 12.0 frame/sec

46 57 53 04 4b 00 00

00 48 65 6¢c 6¢C 6F 20
00 4d 09 01 00 60 Oa
05 01 01 00 01 00 @0

33 17 03 96 12 00 00 6f 00
77 6f 72 6¢c 64 21 0a 00 1d
3e 80 Oa 3e 80 60 08 6f 00
40 00 00 00

struct swf_header_movie {
swf_rect

1

f_frame_size;

8.8 bit fixed-point integer 12.0 - 00 0c
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3.3. swf_header_movie (f_frame_count)
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(Are you) still with me?

M Frame count (16bit integer)

46 57 53 04 4b 00 00 00 60 00 3f coO 00 3f cO 00

©ci02 00:43 02 33 33 33 17 03 96 12 00 00 6 00
@0 48 65 6c 6¢c 6f 20 77 6f 72 6c 64 21 @a 00 1d
@0 4d @9 O1 00 60 Pa 3e 80 @a 3e 80 60 08 6 00

05 01 01 00 901 00 00 40 00 00 00

B SWF header is finished!

struct swf_header_movie {

swf_rect f_frame_size;
Junsigned short fixed  f frame_rate;.....
zunsigned short . . f_frame count; :
}s
16bit integer automatically-calculated

%%%%%?%%%%%%%%%%%%%%%%%%%%%%%
0c %7 95|43 02 33 33 33 17 03 96 12 00 00 6f 00
00 48 65 6C 6C 6f 20 77 6f 72 6C 64 21 @a 00 1d
00 4d 09 01 00 60 Pa 3e 80 Pa 3e 80 60 08 6f 00
05 01 01 00 01 00 00 40 00 00 00

Go to Next Stage!
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SWF File Format Overview
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4.1. SWF tag (variable length) format

M Block image

SWF header info I
Tag header (TagID, size) data content I
Tag header (TagID, size) data content I
ActionScript byte code is here
Tag header (TagID=0, size=@) END tag 00 00

46 57 53 04 4b 00 00 00 60 00 3f co 00 3f coO 00

00 48 65 6¢c 6Cc 6f 20 77 6f 72 6C 64 21 ©a 00 1d
00 4d 09 01 00 60 Oa 3e 80 Oa 3e 80 60 08 6f 00
05 01 01 00 01 00 00 40 00 00 00

Bit operation!

struct swf_tag {
unsigned short f_tag_and_size;
f_tag = f_tag_and_size >> 6;
f_tag_data_size = f_tag_and_size & Ox3F;
if(f_tag_data_size == 63) {
unsigned long f_tag_data_real_size; 43 92

{

else {
f_tag_data_real_size = f_tag_data_size; TagID:09 Size:3

}

s SetBackgroundColor(TagID:09) » RR GG BB (3byte)




4.2. SWF Tag header (2 byte)
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1. If Size < 63 byte

S5 s4::s3 s2
0 © 0 ©

sl so@ Eé
11

t9 t8 t7 t6

0 0 0 0

t5 t4 t3 t2 |
@ 0 1 o
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4.3. SWF Tag header (6 byte)
2. If Size > 62 byte
E t1 t0 ||s5 s4iis3 s2 s1 s@ EE t9 t8 t7 t6iit5 t4 t3 t2 E
e o |1 11 1 1 1 ; e e e 0ie 0 1 1

%

3

3 0 .2

TagID = t0*270 + t1*271 + t2*272 + t3*273 + -+ £9*279 = tO*1 +t3*8 =1 + 8 = 9

Size = sO@*270 + s1*271 + s2%272 + s3*273 4+ -+ t5*275 = s@*1 4s1*2 =1 + 2 = 3

21

3 f

TagID = t0*270 + t1*271 + t2*%272 + t3%273 + -+ t9*279 = t2*%4 +t3*8 = 4 + 8 = 12
Size = 270 + 271 + 272 + 273 + 2™ + 275 = 63 (0x3f) « magic number

Next 4byte (32bit int) is real size data

422 a ES E) :L

byte

%) %) %) %)

22
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Lesson 1. (calculate SWF Tag header)

M For instance, the data of tag is converted
into the byte sequence of such feeling

KAAJA‘AAN 442byte

(TagID= 9, Size=3) > 43 02 RR GG BB
(TagID=12,Size=422)» 3f 03 a6 01 00 00 XX - XX

E SetBgColor
; doAction

; PlaceObject (TagID= 4, Size=7) - 07 @1 XX XX XX XX XX XX XX

E PlaceObject2 (TagID=26, Size=8) -» 88 @6 XX XX XX XX XX XX XX XX ;
; ShowFrame .

! End (TagID= @, Size=0) - 00 00

(TagID= 1, Size=0) - 40 00
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5. doAction Tag

46 57 53 04 4b 00 00 00 60 00 3f co 00 3f coO 00

05 01 01 00 01 00 00 40 00 00 00

TagID Size

17 @3 = TagID:12 Size:23byte

[@ec] 23 DOACTION
( 18 bytes) action: Push String:"o" String:"Hello world!¥n"
( 0 bytes) action: Setvariable
( 0 bytes) action: End

Action Script Byte Code (explain later)




‘A Alexis’ SWF Reference — Microsoft Internet Explorer

Cybozu'lLabs

ME REE BT BRCANE WD AT
5+ 6) (=) 1A €) Pux fruminn @ - -
_@ i, 2 A6/ egsE-UMd _ Flasm http://flasm.sourceforge.net/
PIELAD) ) htta://zswi sourceforee net /SWalexref htmi#tag doaction B bl = B2
Add [0x0A] Enumerate [0x46] Math Object
Add ftyped) [0:47] Enumerate Object Modulo [0x3F] gigg [g:gl[m?&l
And [0x60 [0x55] Multiply [0x0C] q
Brnanid:Ai\;vays [0x09]  Equal [0x0E] Next Frame [0x04] gigfesR‘g’”&Ef[%i]gﬂ Flasm 1.62 build Jun 9 2067
Branch If True [0x9D] Equal (typed) [0x49] New [0x40] StictE t?al [0%66]
Call Frame [0x9E] Extends [0x69] New Method [0x53] StrlctM%de [0xBS] (c) 2001 Opaque Industries, (c) 2002-2007 Igor Kogan, (c) 2005 Wang Zhen
Call Function [0x3D] FSCommand2 [0x2D] ~ Number [0x4A] String [0%4B] All rights reserved. See LICENSE.TXT for terms of use.
g;“ I‘(v]!eér%od [0x52] (GSet gember [%x;g] 8rd[0[85;]2J String Equal [0x13]
3 t h rdl [Ox .
Chigﬂ;(wn]—bytes)[OH?] Get Target l{)}m};] ' (muli-byles) b féﬁazﬁr[g:f:]m"%] Usage: flasm [command] filename
Concatenate Strings Get Timer [0x34] [0x38] Strmg Lenglh (i biytos
De1] Get URL [0x83) Play [0+06] oo i Commands :
giﬁ;r%bt')‘?ecélo‘m] gg\gaﬁrﬁb[i%x[%’:%] EL%:%;?@TQ%][UX%] String Less Than [0x29] -d Disassemble SWF file to the console
Dedlare Array [0x42] Goto Expression Random [0x20] iy -a Assemble Flasm project (FLM)
Declare Dictionary [0x9F) Remove Sprite [0x25] gﬂbsng‘[fn}:ufr}b " -u Update SWF file, replace Flasm macros
EgrxSIS] A— goiu Erabmﬁéﬂgfg]] ge:u[n [O;’(?/E]_ . [0x35] 9 e -b Assemble actions to __bytecode__ instruction or byte sequence
eclare Function jUx 010 Label [Ux; el Local Variable _ : .
Declare Function (V7) Greater Than {typed) [0x3C] g\h'lvitfﬂ[gxifé?ﬁl z gompress Swa\;:uth zlid
[0x8E) [0x67) Set Member [0x4F] anofv 0x22] X ecompress S
Declare Laocal Variable Implements [0x2C] Set Property [0x23] Toggle Quality [0%08]
[0x41] Increment [0x50] Set Target [0x8B] Trfc% [0x26] Backups with $wf extension are created for altered SWF files.
Declare Object [0x43] Instance Of [0x54] Set Target (dynamic) Try [0x8F]
ngg?g:;gxm t‘éi%rﬂ_gﬁ?a[fggfl g;?\%nable 010 Type Of [0xd4] To save disassembly or _ bytecode__ to file, redirect it:
Delete All [0x38] Less Than (typed) Shift Left [0x63] wa!‘im E'a"‘e [g"g”‘] _ flasm -d foo.swf > foo.flm
Divide [0x0D] [0x48] Shift Right [0x64] OaE'}tD or Fram tyvatime) flasm -b foo.txt > foo.as
Duplicate [0x4C] Logical And [0x10] Shift Right Unsigned {IVTth [t]]x94]
EﬁglEgiaeo]Spme {24 tﬁg:igégﬁéﬂﬂ]ﬂ g;?-t%rag [0x27] KOr [0x62] Read flasm.html for more information.
{_ = =
& © 1oh—tsh
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6. DefinedEditText Tag 7. PlaceObject Tag
46 57 53 04 4b 00 00 00 60 00 3f cO 00 3f co 00 46 57 53 04 4b 00 00 00 60 00 3f cO 00 3f co 00
Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00 Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00
00 48 65 6¢C 6C 6Ff 20 77 6Ff 72 6C 64 21 Qa2 00 1d 00 48 65 6C 6C 6Ff 20 77 6f 72 6C 64 21 Qa2 00 1d
00:4d 09:01 00 60 Oa 3e 80 Oa 3e 80 60 08 6f 00 00 4d 09 01 00 60 Pa 3e 80 Oa 3e 80 60 08 6f 00
05 01 01 00 01 00 00 40 00 00 00 i05 01:01 00 O1 00 00 40 00 00 00

TagID Size TagID Size

[025] 13 DEFINEEDITTEXT defines id 0001 variable "o" [025] 13 DEFINEEDITTEXT defines id 0001 variable "o"

[904] ................ 2 PLACEOBJECTplaces1d0001atdepth0001 ................ [004] ............... 5PLACEOBJECTp1aces1d0001atdepth0001'
| Matrix | CXForm r g b a | Matrix | CXForm r g b a:
| 1.000 0.000 0.00 | mul 1.0 1.0 1.0 1.0 | 1.000 0.000 0.00 | mul 1.0 1.0 1.0 1.0 :
| ©.000 1.000 0.00 | add (2] 7] (2] (2] | ©.000 1.000 0.00 | add (7] 7] (7] 0 :

[001] © SHOWFRAME 1 (00:00:00,000) .[.a.é.i] ................ 5 "S'l-'l'dW'F'iiAMis'"i"(é'a':'b'é':'ia‘é‘,‘b‘é‘e‘) .......................................... :

[e00] © END [000] © END

27 28
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swf_matrix (variable length)

struct swf_matrix {
char align;

Cybozu'lLabs
8. ShowFrame Tag

46 57 53 04 4b 00 00 00 60 00 3f coO 00 3f cO 00
Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00

unsigned f_has_scale : 1;
if (f_has_scale) { 00 48 65 6¢c 6C 6Ff 20 77 6f 72 6¢C 64 21 ©a 00 1d
unsigned f_scale_bits : 5;
signgd fixed f_scale_x : -F_sc;1e_bits; 00 4d 09 01 00 60 0a 3e80 0a 3e 80 60 08 6f 00
signed fixed f_scale_y : f_scale_bits; 95 01 01 00 91 00 00§ 40 00: PO 00
unsigned f_has_rotate : 1;
if (f_has_rotate) { TagID Size
unsigned f_rotate_bits : 5; . . . wan
signed fixed  f rotate skewd : f_rotate bits; [025] 13 DEFINEEDITTEXT defines id @001 variable "o
signed fixed f_rotate_skewl : f_rotate_bits; [004] 5 PLACEOBJECT places id 0001 at depth 0001
Yo ) | Matrix | CXForm r g b a
:2;:536d i-z::::i:§:-§1?5f=rgiate bite: | 1.000 0.000 ©.00 | mul 1.0 1.0 1.0 1.0
- - M — — B
signed f_translate_y : f_rotate_bits; | s [.2:992.1:9?2.".9:99"!"?9ﬂ= 6 ° 6 e
b Leei] O SHONFRAME 1 (69:66:68,900) :
[@66] 0 'END
29 30
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9. End Tag

46 57 53 04 4b 00 00 00 60 00 3f cO 00 3f cO 00
Oc 02 00 43 02 33 33 33 17 03 96 12 00 00 6f 00
00 48 65 6¢c 6C 6 20 77 6f 72 6C 64 21 Qa2 00 1d
00 4d 09 01 00 60 Oa 3e 80 Oa 3e 80 60 08 6f 00

TagID Size

[025] 13 DEFINEEDITTEXT defines id 0001 variable "o"

[e04] 5 PLACEOBJECT places id 0001 at depth 0001
| Matrix | CXForm r g b a
| 1.000 0.000 ©.00 | mul 1.0 1.0 1.0 1.0
| @.000 1.000 ©.00 | add e o o o

[001] © SHOWFRAME 1 (00:00:00,000)

S IR 5 BN

31
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(1) Sothink SWF Decompiler

[ Ssomnk swr vecompiter ——__ [p|
R T H
Homar ®- =7

3 ousk 0w [ Bt i[53 ] bl

Eobr SR
= - Soie a2 e
4 =poer] . = Do FlsProsyont
S : S 0
8 ceaoe . T s 20480 CPckases NTASE)
=l 7 L Flasheroxy = funcsion 0 001 Frame 1)
© Flstbrory . 1 (_zoot. c1asstase) [un 2 e
& Opon H (GEoot, clasatione L .
S deveumi o[ 1 rmaiiniertace. addcal o, this.asitisiener) s ® - :
< | < 0 W Toes O
o % axprt ssots 2010 PackaseaNTASC)
comEm e w Dt oo T
e o
[O)Fstproveni 1K Shodkove f| 7

apply (ehis. cazqes, azge));

potion (event)
function )

£l Externallnzerface. call( 18, even,

« Flashprosy ();

Goneral nstance | Label | Hex

Property | Value
TeD oms
Line Gount 5

<
Ready

http://www.sothink.com/product/flashdecompiler/
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(1) SWF = ActionScript (sothink SWF Decompiler) (2) Flare http://www.nowrap.de/flare.html

1 LD REE B BROADE Y-AD ANFH
Z =
. - . Q= - = 2 [ U )
4 - L) &7 ttpe/ Fwmuncmrande larehtm| v e
5 {!FlashProxy)
5|1
7 var _locl = (_global.FlashProxy = function () Aare
8 {
& this.target = new eval (_root.className) [undefined] (}; Flare isa:m‘e ActionScript decompiler. It decompiles SWFs produced by Macromedia Flash, i
10 flash.external .ExternalInterface.addCallback (" ", thia, this.dispatch): Flash MX 2004 and Flash 8.
il flash.external .ExternalInterface.addCallback (" ", this, this.addListener);
12 }) .prototype;
13 _locl.dispatch = function (prop, args) What is it
4
5 { locd = thi . Flare processes an SWF and extracts all scripts from it. The output is written to a single text file. Only

var _locd = this.target[prop]: ActionSeript is extracted, no text or images, Flare is freeware. Windows, Mac S X and Linux versions are
1§ if {_locd instanceof Function) available,
i i
i return (_loc4.apply (this.target, args)): The main purpose of decompiler is to help vou recover your own lost source code. However, there are other

= uses, like finding out how a companent works, or trying to understand poorly documented interface.
19 1 if
20 return ( locd); Depending on where you live, some of them may be forbidden by law. It's your responsibility to make sure
2 ) — ' you don't break the law using Flare
22 _locl.addListener = function (event) If you develop Flash applications for living, you probably know that your code is not secure in SWF. It's not
23 { the existence of decompiler that makes vour code insecure though, it's design of SWF format. Although no
24 this.target[event] = function () ActionSeipt is stored there, most of it can be recovered from bytecodes.
25 { = & 5 v
& © (5ot
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[Demo] flare nicovideo.swf - nicovideo.flr

_global.styles.TextArea.setStyle('borderStyle', 'solid');
_global.styles.TextArea.setStyle('backgroundColor', 'OXFFFFEE');
_global.styles.ComboBox.setStyle('rollOverColor', 'OxFOFFFO');
var arr = _url.split('/');
var U = 'http://' + strReplace(arr[2], 'res', (country_code == undefined) ?
www' : country_code) ((arr[3].charAt(@) == '~') 2 '/' + arr[3] : '") + '/';
var NICOVIDEO_URL = 'http://' + strReplace(arr[2], 'ext', (country_code ==
undefined) ? 'www' : country_code) + ((arr[3].charAt(@) == '~') ? '/' +
arr[3] : '") + '/';
var PLAYER_VERSION = '200808211900';
var B = U + 'api/';
system.useCodepage = true;
Stage.scaleMode = 'noScale’;
Stage.align = 'TL';
System.security.allowDomain('www.nicovideo.jp');
System.security.allowDomain('www.dev.nicovideo.jp');
System.security.allowDomain('res.nicovideo.jp');
System.security.allowDomain( 'dwango.co.jp"');

[Demo]

swf2protect
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swf2protect (How to use)

Command Prompt

C:\HITCON2011>swf2protect -h
SHF to protect ActionScript2 deCompiler 8.8 (Flash8/FlashLite3)

Usage: swf2protect [-h] [-1] in.swf [[-o] out.swfl

Commands :
-i in.swf (input SWF file) require
-0 out.suf (output SHF file) optional
-c {compress) optional
-d {decompress) optional

C:\HTTCON2011>dir
Yolume in drive C has no label.
Volume Serial Number is 8410-B8DB

Directory of C:\HITCON2011

A6/14/2011 102 PH <DIR> .
A6/14/2011 : <DIR> ..
02/09/2006 : 18,848 flare.exe
06/14/2011 : 396,922 nicoplayer.swf
06/14/2011 : 93,138 swf2protect.exe
528,908 bytes
2 Dir(s) 66,967,273,472 bytes free

swf2protect (anti-decompiling)

Cybozu'lLabs

Command Prompt

C:\HITCON2011>swf2protect -i nicoplayer.swf -o xxx.swf
SWF to protect ActionScript? deCompiler 0.8 (Flash8/FlashLite3)

swf2protect: 'nicoplaver.swf’ —> “uxx.swf’
C:\HITCON2011>dir =.swf

Volume in drive C has no label.

Volume Serial Number is 8410-B8DB
Directory of C:\HITCON2G11

06/14/2011 ©9:13 PH
06/14/2011 16:13 PM

356,922 nicoplayer.swf
396,683 uxx.suf

2 File(s) 713,605 bytes

0 Dir(s) 66,966,904,832 bytes free

C:\HITCON2011>.




swf2protect (Demo)
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<+ Command Prompt

C:\HITCONZ2011>swf2protect -1 nicoplaver.swf —o =xw.suf
SHF to protect ActionScript2 deCompiler 8.8 (Flash8/FlashLite3d)

suf2protect: 'nicoplayer.swf’ -> “xxx.suf’

C:\HITCON2011>dir =.swf
VYolume in drive C has no label.
Volume Serial Number is 8410-B8DB

Directory of C:\HITCON2011
06/14/2011 09:13 PH
06/14/2011 10:13 PH 356,683 xux.swl

2 File(s) 713,605 bytes
0 Dir(s) 66,966,904,832 bytes free

C:\HITCON2011>flare xxx.swf.

356,922 nicoplayer.suf

CybozulLabs

Result: Flare failed to decompile (SEGV)

= Command Prompt

B
C:\HITCON2011>swf2protect -i nicoplayer.sef —o =xx.swf I
SHF to protect ActionScript2 deCompiler 0.8 (Flash8/FlashLite3)

swf2protect: "nicoplaver.swf’ elssas s :

C:\HITCON2011>dir =.suf flare.exe
Volume in drive C has no labe
Volume Serial Number is 8418- flare.exe has encountered a problem and needs to cloze.

We are sony for the inconvenience.
Directory of C:\HITCON2011

06/14/2011 09:13 PH
06/14/2011 18:13 PH

2 File(s)

8 Dir{s) 66,96

C:\HITCON2011>flare =xx.swf.

If you were in the middle of something, the information you were warking oh
might be lost.

Pleaze tell Microsoft about this problem.

We have created an errar report that pou can send to uz. We will treat
thiz report a2 confidential and anonymous.

To see what data this eror report contains, click here.

[Lron't Send

Cybozu'lLabs

Result: Flare failed to decompile (SEGV)

flare.exe

o+ Command Prompt

Error signature

AppMame: flare.exe AppYer 0.0.0.0 tModiame: mevert.dll
Modver 7.0.2600.5512 Offset: 000378c0

C:\HITCON2011>suf2pr
SWF to protect Actic

S Error Report Contents

The following information about your process will be reported:

Thread 1

Thread ID: 0x0000052c

Context:

EDI: 0Ox7££fd4d8000 ESI: 0x00000000 EAX: 0Ox0lc30000

EBX: Ox00ZZchZc ECK: 0x00001000 EDX: Oxffffffff

EIP: Ox7c%0e514 EBP: 0x00ZzZckal SegCs: 0x0000001b
EFlags: 0Ox0000024& ESP: O0x00ZZch04 SegSs: 0x000000Z3
Stack:

0x00ZZck00: 0034E3Zc 7c20df4a 7o203550 0000000E
0x00ZZckl0: 00ZZchZeo 00000001 OOOQOOQOO0O0 QOZzchel
0x00ZZckhE0: 7c80EE30 01c00000 7eof0feZl 00000764
0x00ZZckh30: 00000748 00004cel OOEZccdd 7of0e520
0x0022ch40: 7c917398 ff£ff£ff£ff 00000000 00000014 .s.
0x00ZZckE0: 00000001 00000000 00000000 Q0000010
0x00ZZckhel: 4dzfaf0o0 fEfff££fFf 7of0feZl 7££42000 ..

The Following files will be included in this ermor report:

CADOCUME ~15ENLOCALS ~15T emphffBa_appcompat. bt

problem occured: .

. which could be
T,

farm of perzonally
farmation such as
ur identity, if

ailable, we will tell
Ection to a database

Dian't Send
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Flash Player vs. ActionScript Decompiler

M Boundary jump (ActionScript byte code)
96 = push data (z size)

AU NN NN NN NN NN NN NN NN NN NN NN NN EEEEE NN NN EEEEE NN EEEEEEN NN EEEEEEEEEEEEEEEEEEEEE

99 XX XX Yy VyyE 96 zz zz||de ad be ef

AVM1
(Flash Player)

99 = AlwaysBranch (+ y byte)







